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Paradrop

Paradrop is a software platform that enables apps to run on Wi-Fi routers.
We call these apps “chutes” like a parachute.
The name Paradrop comes from the fact that we are enabling the ability to “drop” supplies and resources (“apps”) into a difficult and not well-travelled environment - the home.

Our early versions of Paradrop relied on OpenWrt, however we are revamping the platform and tailoring it towards a broader developer community.
Paradrop now runs on top of Snappy Ubuntu [https://developer.ubuntu.com/en/snappy/], a trimmed-down and secured operating system that can run on ARM and x86.
We also enable our apps through containerization by leveraging Docker [https://www.docker.com/].




The Paradrop workflow

There are two components to the Paradrop platform:


	The build tools [https://pypi.python.org/pypi/pdtools] - our CLI that enables registration, login, and control.

	The instance tools [https://github.com/ParadropLabs/Paradrop] - our configuration daemons and tools to launch apps on hardware.



[image: _images/dev_tools_map.png]
As you can see from the image above, we will refer to Build Tools when we talk about the CLI program running on your development computer that controls and communicates with the rest of the Paradrop platform.
Treat this tool as your window into the rest of the Paradrop world.
Our Instance Tools leverage programs like Docker to allow Paradrop apps to run on router hardware.
This “hardware” could be a Raspberry Pi, or even a virtual machine on your computer that acts as a router (which is why we call it an Instance sometimes).
Using Paradrop, you can actually plug in a USB Wi-Fi adapter and turn a virtual machine on your computer into a real router with our platform!




Getting Started

Please visit the Getting Started page for a quick introduction to Paradrop.




Where to go from here?

We have advanced app examples found under Apps on Paradrop.
If you are interested in working on the instance side of paradrop (our github code) than check out: The Paradrop Instance System.




What if I don’t have Ubuntu?

We will soon switch our development system to Vagrant, which will allow support across all major operating systems.
We will also update the docs with notes on how to download precompiled versions of our Paradrop instance tools once they have been fully tested.
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Apps on Paradrop

This section of the documentation is devoted to describing the apps that run on Paradrop.

If this is your first time seeing Paradrop, please start with the Getting Started page.

Contents:



	Getting Started
	Environment setup

	Installing chutes





	Paradrop Chute Tutorials
	Testing on your development computer

	Wi-Fi Enabled Chutes

	Chute: Virtual Router





	Chute Configuration Files
	config.yaml

	Dockerfile





	Installing Paradrop on hardware

	Provisioning Devices
	Provisioning Routers v0.1
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Getting Started

This will quickly take you through the process of bringing up a Hello World chute in a virtual machine on your computer.

NOTE: As of release 0.1, pdbuild is built around using Ubuntu. We will eliminate this requirement soon, work arounds can be found at What if I don’t have Ubuntu?.


Environment setup


	Prerequisites:
	Packages: Python 2.7, python-pip, python-dev, libffi-dev, libssl-dev

	PyPI: pex

	When you install build tools you may have to run: sudo pip install pypubsub --allow-external pypubsub





	Install our build tools [https://pypi.python.org/pypi/pdtools] (pip install pdtools).

	Clone our instance tools [https://github.com/ParadropLabs/Paradrop].

	Setup instance tools pdbuild.sh setup

	Boot local testing VM pdbuild.sh up

	Install instance dependencies pdbuild.sh install_deps

	Build the tools to go into testing VM pdbuild.sh build

	Push tools into VM pdbuild.sh install (NOTE: sometimes this fails, please check Known Issues)

	Check the installation pdbuild.sh check






Installing chutes

First you must register an account from our CLI: paradrop register.
This will setup a private key on your computer which allows you to access our platform.


	Clone the Paradrop example apps [https://github.com/ParadropLabs/Example-Apps].



Install hello-world chute:

cd <apps-repo>/hello-world
paradrop chute install localhost 9999 ./config.yaml

Result:
...
Chute hello-world create success





As a simple use case, hello-world starts an nginx server in the chute. To access this, visit localhost:9000 in any web browser, you should see:

Hello World from Paradrop!





Running paradrop chute stop localhost 9999 hello-world will stop the chute, if you refresh the webpage, you should no longer see the Hello World message.
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Paradrop Chute Tutorials

This page details out information about advanced chute architecture and installation.
We assume you have already gone through Getting Started.


Testing on your development computer

To keep the development process for Paradrop as simple as possible, we heavily encourage and support developers testing their chutes on a virtual machine (VM).


Wi-Fi in virtual machines

In order to support development on a virtual machine, you most likely need a Wi-Fi device (otherwise it wouldn’t be a router would it??).
The instructions below will show how to enable Wi-Fi specifically for USB adapters, but other internal Wi-Fi cards should follow similar steps.

Plug in the WiFi card, on Ubuntu, run lsusb, you should see:

Bus 002 Device 005: ID 148f:5372 Ralink Technology, Corp. RT5372 Wireless Adapter





Make note of the Bus and Device numbers, in this case 2 and 5.

When you go to launch your VM with a Wi-Fi device, simply run the command:

sudo pdbuild.sh up wifi-2-5





You need sudo access because the VM needs to pull in the USB device, which is privileged.

You can verify that the WiFi adapter is inside of the VM by running:

pdbuild connect

(amd64)ubuntu@localhost:~$ iw dev
phy#0
    Interface wlan0
        ifindex 4
        wdev 0x1
        addr 7c:dd:90:8f:c2:5e
        type managed





This will SSH you into the VM and print out information about the WiFi adapter, if this print out is blank, also try iw phy which prints out physical information about the Wi-Fi radio.






Wi-Fi Enabled Chutes

Here we will describe how to install a chute that utilizes a WiFi radio in the router.




Chute: Virtual Router

The chute we will install is called virtual router it is as simple as it sounds.
This chute will setup a fully functional virtual router inside of the real router hardware (or VM).
This is useful to demonstrate the full capability of Paradrop, which will setup and establish the chute, and tie together the networking components needed to allow the chute to function as a router.

Setup:


	Make sure your VM is alive and has WiFi (explained above).

	Make sure you are logged in or registered using pdtools.



Install the chute:

cd <example_apps>/virtual-router
vim config.yaml
#Setup ssid and password (defaults to "Paradrop-Network" and "ParadropRocks!")
paradrop chute install localhost 9999 config.yaml

... (install output)
Chute virtual-router create success





Now use your laptop or phone and search for the SSID you created, you should be able to associate to it and use it normally.
You can verify you are using the chute for internet by stopping it:

paradrop chute stop localhost 9999 virtual-router
Stopping chute...

Chute virtual-router stop success
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Chute Configuration Files

There are 2 files that are important to the use of Paradrop and installing chutes.


	config.yaml - contains high level information about the chute for the host OS (like WiFi SSID’s that need to be setup)

	Dockerfile - contains internal chute actions to setup the chute (like what OS version to use)



Eventually these will all fold into one glorious configuration file, but at this early stage we keep them separate.


config.yaml

Check here for information specific to the config.yaml file and its options.




Dockerfile

Check here for information on the Dockerfile and how it works.
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Installing Paradrop on hardware

Paradrop is distributed as a “snap” or an application that runs on Snappy Ubuntu.
You can run snappy on any x86 or armv7 board (Raspberry Pi Gen 2 or Beagleboard Black supported!)

To setup Paradrop you need to install snappy on your hardware of choice and then have snappy install paradrop.
This is a temporary method until more robust installation tools are finished.

First flash the board with the snappy image, see Flashing real hardware.

Next install docker:

ssh into the router
sudo snappy install docker





From your development machine (because you cannot install unauthorized snaps internally, only using snappy-remote for now).

Next install a few required programs not in the Snappy package system yet:

wget https://paradrop.io/storage/snaps/dnsmasq_2.74_all.snap
snappy-remote --url=ssh://<ip>:8022 install dnsmasq*.snap

wget https://paradrop.io/storage/snaps/hostapd_2.4_all.snap
snappy-remote --url=ssh://<ip>:8022 install hostapd*.snap





Finally, install Paradrop, unfortunately this is not an officially supported Snappy package yet so it must be installed manually using snappy tools:

#From the Paradrop github repo:
cd paradrop
python setup.py bdist_egg -d ../buildenv
cd ..
[ ! -f snap/bin/pipework ] && wget https://raw.githubusercontent.com/jpetazzo/pipework/3bccb3adefe81b6acd97c50cfc6cda11420be109/pipework -O snap/bin/pipework
chmod 755 snap/bin/pipework

rm -f snap/bin/pd

pex --disable-cache paradrop -o snap/bin/pd -m paradrop:main -f buildenv/
rm -rf *.egg-info

snappy build snap
snappy-remote --url=ssh://localhost:8022 install <snap-location>
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Provisioning Devices

Once you’ve got paradrop up and running on hardware or on a virtual machine you’ll need to provision the software.
When a brand new router starts for the first time, it doesn’t  have a place in the world yet. It doesn’t
even know its name! Additionally, the provisioning process secures your software to you and only you– its
an important security step.

The steps listed here are an intermediate process. Provisioning will occur during the installation process, check back
soon for updates.


Provisioning Routers v0.1

Before you begin, make sure you have an installed version of the CLI tools and an account with paradrop. You will
need to be logged in for every instruction that follows:

pip install pdtools
paradrop register





or if you already have pdtools installed:

paradrop login





Please choose usernames and passwords that are at least 8 characters.

Create a new router with the server. All of your routers have to have unique names, but
lets use aardvark:

paradrop router-create aardvark





Once the creation process is finished see all of your owned chutes and routers with:

paradrop list





If this is your first time, You’ll only see your single new router as part of its pdid (Link forthcoming.)
This is the id of your router to the rest of the world:

routers
    pd.joe.aardvark





At this point, however, that identity hasn’t made it onto the router yet. When you used router-create to
name your new router, the server transmitted a wealth of information. To get that information to the router you need to know the host and port of the device. When running locally,

paradrop router-provision aardvark localhost 14231





To see the logs of your router while its running, try:

paradrop logs aardvark





But be warned! Currently they’ll only respond if the router is awake.
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The Paradrop Instance System

This section focuses on the Instance Tools. This is the set of daemons and tools required to allow the Paradrop platform to function on virtual machines and real hardware.
Use the information below to learn about Snappy Ubuntu and how we leverage it to create next generation smart routers.

Contents:



	Build System
	Installing and running Ubuntu Snappy

	Building paradrop

	Installing paradrop





	Snappy Confinement
	Getting started with Profile Generation





	Documentation and tests
	Documentation

	Testing
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Build System

Paradrop includes a set of build tools to make development as easy as possible.

Currently this system takes the form of a bash script that automates installation and execution, but
in time this may evolve into a published python package. This page outlines the steps required to
manually build the components required to develop with paradrop.

Components in the build process:


	Installing and running Ubuntu Snappy

	Building paradrop

	Installing paradrop

	`Creating chutes`_




Installing and running Ubuntu Snappy

[Snappy](https://developer.ubuntu.com/en/snappy/) is an Ubuntu release focusing on low-overhead for a large set of platforms. These instructions are for getting a Snappy instance up and running using ‘kvm’.

Download and unzip a snappy image:

wget http://releases.ubuntu.com/15.04/ubuntu-15.04-snappy-amd64-generic.img.xz
unxz ubuntu-15.04-snappy-amd64-generic.img.xz





Launch the snappy image using kvm:

kvm -m 512 -redir :8090::80 -redir :8022::22 ubuntu-15.04-snappy-amd64-generic.img





Connect to local instance using ssh:

ssh -p 8022 ubuntu@localhost








Building paradrop

Snappy is a closed system (by design!). Arbitrary program installation is not allowed, so to allow paradrop access to the wide world of pypi the build system relies on two tools.


	virtualenv is a tool that creates encapsulated environments in which python packages can be installed.

	pex can compress python packages into a zip file that can be executed by any python interpreter.



Dependancies for paradrop are packaged with the final snap as a pex file created by freezing a virtualenv. These are the steps needed to do this:


	venv.pex is packaged with paradrop source code. This is a pex that contains only the virtualenv package. This file bootstraps virtualenv so it does not need to be installed on the local system.

	A new virtual environment is created under /buildenv/env by calling venv.pex ./buildenv/env

	The environment is activated with source ./buildenv/env/bin/activate. Any python package installations will now be placed here.

	Paradrop is installed with pip install -e .. This installs paradrop in the virtual as well as all dependancies. Dependancies are listed in src/setup.py. You must add depedencies here in order to include new python packages with paradrop.

	Dependancies are saved into bin/pddepedencies.pex with the command pex -r docs/requirements.txt -o bin/pddepedencies.pex. Note: requirements are written out to the file in step 4. This is done so that the paradrop dependancy is not included in the pex, since pex won’t know how to look for it! The command used to do this is pip freeze | grep -v 'pex' | grep -v 'paradrop' > docs/requirements.txt.



At this point you can run paradrop by activating the virtualenv (step #3) and then simply calling paradrop. Note that the bundled dependancies pex does not affect locally running paradrop instances– its used in the next section.




Installing paradrop

All programs installed on snappy are called snaps. Snappy development tools are required to build snaps:

sudo add-apt-repository ppa:snappy-dev/tools
sudo apt-get update
sudo apt-get install snappy-tools bzr





To build a snap:

snappy build .





Push a snap to a running instance of snappy:

snappy-remote --url=ssh://localhost:8022 install SNAPNAME
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Snappy Confinement

Snappy confines running applications in two ways: directory isolation and mandatory access control. Directory isolation means the application cannot leave its installed directory. MAC means the application cannot execute any system commands or access any files it does not have explicit, predetermined permissions to.

MAC is the more serious hurdle for paradrop development. Snaps declare permissions through an AppArmor profile [https://wiki.ubuntu.com/AppArmor].


Getting started with Profile Generation

Install tools and profiles:

sudo apt-get install apparmor-profiles apparmor-utils





List active profiles:

sudo apparmor_status





Profiles in complain mode log behavior, while those in enforce mode actively restrict it.sudo apt-get install apparmor-utils

The following steps assume paradrop is installed on the system and not on a virtualenv.

Create a new, blank profile:

cd /etc/apparmor.d/
sudo aa-autodep paradrop





Use aa-complain to put the profile in complain mode:

sudo aa-complain paradrop





Excercise the application! AppArmor will surreptitiously watch the program in the background and log all behavior. Once finished, use the following command to go through the resulting requests, approve or deny them, and autogenerate a profile:

sudo aa-logprof
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Documentation and tests

Documentation is handled by sphinx [http://sphinx-doc.org/] and readthedocs.

Testing is a joint effort between nosetests [https://nose.readthedocs.org/en/latest/], travis-ci, and coveralls.


Documentation

Information about docs creation, management, and display.

Sphinx reads files in reStructuredText [http://sphinx-doc.org/rest.html] and builds a set of HTML pages. Every time a new commit is pushed to github, readthedocs automatically updates documentation.

Additionally, sphinx knows all about python! The directives automodule, autoclass, autofunction and more instruct sphinx to inspect the code located in src/ and build documentation from the docstrings within.

For example, the directive .. automodule:: paradrop.backend will build all the documentation for the given package. See google for more instructions.

All docstring documentation is rebuilt on every commit (unless there’s a bug in the code.) Sphinx does not, however, know about structural changes in code! To alert sphinx of these changes, use the autodoc feature:

sphinx-apidoc -f -o docs/api paradrop/paradrop/





This scans packages in the src/paradrop directory and creates .rst files in docs/api. The root file index.rst links to modules.rst, connecting the newly generated api code with the main documentation.

To create the documentation locally, run:

cd docs
make html
python -m SimpleHTTPServer 9999





Open your web browser of choice and point it to http://localhost:9999/_build/html/index.html.




Testing

As mentioned above, all testing is automatically run by travis-ci, a continuous integration service.

To manually run tests, install nosetest:

pip install nose





Run all tests:

nosetests





Well thats easy. How does nose detect tests? All tests live in the tests/ directory. Nose adheres to a simple principle: anything marked with test in its name is most likely a test. When writing tests, make sure all functions begin with test.

Coverage analysis detects how much of the code is used by a test suite. If the result of the coverage is less than 100%, someone slacked. Install coveralls:

pip install coveralls





Run tests with coverage analysis:

nosetests --with-coverage --cover-package=paradrop
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Architecture

This section details some of the non-obvious architectural features of paradrop.

This is a work in progress. Check back later!
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Known Issues

Please check here for issues during setup.


Issues using pdbuild.sh

These issues are related to the Instance Tools found on github.


Issue 1: pdbuild.sh install fails

Docker snap is missing inside of virtual router, run pdbuild.sh install_deps:

issues while running ssh command: Installing /tmp/paradrop_0.1.0_all.snap
2015/08/11 21:22:57 Signature check failed, but installing anyway as requested
/tmp/paradrop_0.1.0_all.snap failed to install: missing frameworks: docker








Issue 2: pdbuild.sh install fails

This is a known issue for the Paradrop team, if you get this please email us at developers@paradrop.io:

Installing paradrop_0.1.0_all.snap from local environment

issues while running ssh command: Installing /tmp/paradrop_0.1.0_all.snap
2015/08/11 21:29:48 Signature check failed, but installing anyway as requested
/tmp/paradrop_0.1.0_all.snap failed to install: [start paradrop_pdconfd_0.1.0.service]
failed with exit status 1: Job for paradrop_pdconfd_0.1.0.service failed.
See "systemctl status paradrop_pdconfd_0.1.0.service" and "journalctl -xe" for details.








Issue 3: pdbuild.sh up fails

This is very common and will happen if you delete your VM and setup a fresh one, the solution is simple
and is stated in the error message:

Failed to setup keys: failed to setup keys: issues while running ssh command:
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@    WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!     @
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.
The fingerprint for the ECDSA key sent by the remote host is
e6:ec:b1:93:7d:91:84:50:19:36:14:8e:ce:ef:6a:0b.
Please contact your system administrator.










Issues using paradrop command (pdtools)

These issues are related to the Build Tools found on PyPI.


Issue 1: All paradrop commands fail

pdtools uses enum34 rather than the enum package from PyPI, make sure you have the right one:

Traceback (most recent call last):
  File "/usr/local/bin/paradrop", line 7, in <module>
    from pdtools.main import main
  File "/usr/local/lib/python2.7/dist-packages/pdtools/__init__.py", line 1, in <module>
    from . import main
  File "/usr/local/lib/python2.7/dist-packages/pdtools/main.py", line 29, in <module>
    from pdtools.lib import output, riffle, names
  File "/usr/local/lib/python2.7/dist-packages/pdtools/lib/names.py", line 61, in <module>
    NameTypes.user: re.compile(r'^pd\.%s$' % n),
AttributeError: 'Enum' object has no attribute 'user'
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Frequently Asked Questions

Please check here for any FAQ’s.
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	Module contents












Submodules




paradrop.main module

Core module. Contains the entry point into Paradrop and establishes all other modules.
Does not implement any behavior itself.


	
class Nexus(mode)[source]

	Bases: pdtools.lib.nexus.NexusBase


	
connect(*args, **kwargs)[source]

	Continuously tries to connect to server






	
onStart()[source]

	




	
onStop()[source]

	




	
serverConnected(avatar, realm)[source]

	




	
serverDisconnected(avatar, realm)[source]

	








	
main()[source]
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paradrop.backend package


Subpackages



	paradrop.backend.exc package
	Submodules

	paradrop.backend.exc.executionplan module

	paradrop.backend.exc.files module

	paradrop.backend.exc.name module

	paradrop.backend.exc.plangraph module

	paradrop.backend.exc.resource module

	paradrop.backend.exc.runtime module

	paradrop.backend.exc.state module

	paradrop.backend.exc.struct module

	paradrop.backend.exc.traffic module

	Module contents





	paradrop.backend.fc package
	Submodules

	paradrop.backend.fc.chutestorage module

	paradrop.backend.fc.configurer module

	paradrop.backend.fc.updateObject module

	Module contents





	paradrop.backend.pdconfd package
	Subpackages
	paradrop.backend.pdconfd.config package
	Submodules

	paradrop.backend.pdconfd.config.base module

	paradrop.backend.pdconfd.config.command module

	paradrop.backend.pdconfd.config.dhcp module

	paradrop.backend.pdconfd.config.firewall module

	paradrop.backend.pdconfd.config.manager module

	paradrop.backend.pdconfd.config.network module

	paradrop.backend.pdconfd.config.wireless module

	Module contents









	Submodules

	paradrop.backend.pdconfd.client module

	paradrop.backend.pdconfd.main module

	Module contents





	paradrop.backend.pdfcd package
	Submodules

	paradrop.backend.pdfcd.apichute module

	paradrop.backend.pdfcd.apiinternal module

	paradrop.backend.pdfcd.apiutils module

	paradrop.backend.pdfcd.server module

	Module contents
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paradrop.backend.exc package


Submodules




paradrop.backend.exc.executionplan module


	
abortPlans(update)[source]

	This function should be called if one of the Plan objects throws an Exception.
It takes the PlanMap argument and calls the getNextAbort function just like executePlans does with todoPlans.
This dynamically generates an abort plan list based on what plans were originally executed.
Returns:


True in error : This is really bad
False otherwise : we were able to restore system state back to before the executeplans function was called







	
aggregatePlans(update)[source]

	Takes the PlanMap provided which can be a combination of changes for multiple
different chutes and it puts things into a sane order and removes duplicates where
possible.

This keeps things like reloading networking from happening twice if 2 chutes make changes.


	Returns:

	A new PlanMap that should be executed








	
executePlans(update)[source]

	Primary function that actually executes all the functions that were added to plans by all
the exc modules. This function can heavily modify the OS/files/etc.. so the return value is
very important.
Returns:


True in error : abortPlans function should be called
False otherwise : everything is OK







	
generatePlans(update)[source]

	For an update object provided this function references the updateModuleList which lets all exc
modules determine if they need to add functions to change the state of the system when new 
chutes are added to the OS.

Returns: True in error, as in we should stop with this update plan








paradrop.backend.exc.files module


	
generateFilesPlan(chuteStor, newChute, chutePlan)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
to make the Chute match the @newChute.


	Returns:

	None  : means continue to pass this chute update to the rest of the chain.
True  : means stop updating, but its ok (no errors or anything)
str   : means stop updating, but some error occured (contained in the string)








	
generatePlans(update)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
then adds Plan() calls to make the Chute match the @newChute.


	Returns:

	True: abort the plan generation process










paradrop.backend.exc.name module


	
generatePlans(update)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
then adds Plan() calls to make the Chute match the @newChute.


	Returns:

	True: abort the plan generation process










paradrop.backend.exc.plangraph module


	
class Plan(func, *args)[source]

	Helper class to hold onto the actual plan data associated with each plan






	
class PlanMap(name)[source]

	This class helps build a dependency graph required to determine what steps are
required to update a Chute from a previous version of its configuration.


	
addMap(other)[source]

	Takes another PlanMap object and appends whatever the plans are into this plans object.






	
addPlans(priority, todoPlan, abortPlan=[])[source]

	Adds new Plan objects into the list of plans for this PlanMap.


	Arguments:

	@priority   : The priority number (1 is done first, 99 done last - see PRIORITYFLAGS section at top of this file)
@todoPlan   : A tuple of (function, (args)), this is the function that completes the actual task requested


the args can either be a single variable, a tuple of variables, or None.



	@abortPlan : A tuple of (function, (args)) or None. This is what should be called if a plan somewhere in the chain

	fails and we need to undo the work we did here - this function is only called if a higher priority
function fails (ie we were called, then something later on fails that would cause us to undo everything
we did to setup/change the Chute).












	
getNextAbort()[source]

	Like an iterator function, it returns each element in the list of abort plans in order.


	Returns: 

	(function, args) : Each todo is returned just how the user first added it
None                      : None is returned when there are no more todo’s








	
getNextTodo()[source]

	Like an iterator function, it returns each element in the list of plans in order.


	Returns: 

	(function, args) : Each todo is returned just how the user first added it
None                      : None is returned when there are no more todo’s








	
registerSkip(func)[source]

	Register this function as one to skip execution on, if provided it shouldn’t return
the (func, args) tuple as a result from the getNextTodo function.






	
sort()[source]

	Sorts the plans based on priority.












paradrop.backend.exc.resource module


	
generatePlans(update)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
then adds Plan() calls to make the Chute match the @newChute.


	Returns:

	True: abort the plan generation process








	
generateResourcePlan(chuteStor, newChute, chutePlan)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
to make the Chute match the @newChute.


	Returns:

	None  : means continue to pass this chute update to the rest of the chain.
True  : means stop updating, but its ok (no errors or anything)
str   : means stop updating, but some error occured (contained in the string)










paradrop.backend.exc.runtime module


	
generatePlans(update)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
then adds Plan() calls to make the Chute match the @newChute.


	Returns:

	True: abort the plan generation process










paradrop.backend.exc.state module


	
generatePlans(update)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
then adds Plan() calls to make the Chute match the @newChute.


	Returns:

	True: abort the plan generation process








	
generateStatePlan(chuteStor, newChute, chutePlan)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
to make the Chute match the @newChute.


	Returns:

	None  : means continue to pass this chute update to the rest of the chain.
True  : means stop updating, but its ok (no errors or anything)
str   : means stop updating, but some error occured (contained in the string)










paradrop.backend.exc.struct module


	
generatePlans(update)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
then adds Plan() calls to make the Chute match the @newChute.


	Returns:

	True: abort the plan generation process










paradrop.backend.exc.traffic module


	
generatePlans(update)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
then adds Plan() calls to make the Chute match the @newChute.


	Returns:

	True: abort the plan generation process








	
generateTrafficPlan(chuteStor, newChute, chutePlan)[source]

	This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
to make the Chute match the @newChute.


	Returns:

	None  : means continue to pass this chute update to the rest of the chain.
True  : means stop updating, but its ok (no errors or anything)
str   : means stop updating, but some error occured (contained in the string)
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paradrop.backend.fc package


Submodules




paradrop.backend.fc.chutestorage module


	
class ChuteStorage(filename=None, reactor=None)[source]

	Bases: paradrop.lib.utils.storage.PDStorage

ChuteStorage class.

This class holds onto the list of Chutes on this AP.

It implements the PDStorage class which allows us to save the chuteList to disk transparently


	
attrSaveable()[source]

	Returns True if we should save the ChuteList, otherwise False.






	
chuteList = {}

	




	
clearChuteStorage()[source]

	




	
deleteChute(ch)[source]

	Deletes a chute from the chute storage. Can be sent the chute object, or the chute name.






	
getAttr()[source]

	Get our attr (as class variable for all to see)






	
getChute(name)[source]

	Returns a reference to a chute we have in our cache, or None.






	
getChuteList()[source]

	Return a list of the GUIDs of the chutes we know of.






	
saveChute(ch)[source]

	Saves the chute provided in our internal chuteList.
Also since we just received a new chute to hold onto we should save our ChuteList to disk.






	
setAttr(attr)[source]

	Save our attr however we want (as class variable for all to see)












paradrop.backend.fc.configurer module


	
class PDConfigurer(storage, lclReactor)[source]

	ParaDropConfigurer class.
This class is in charge of making the configuration changes required on the chutes.
It utilizes the ChuteStorage class to hold onto the chute data.


	Use @updateChutes to make the configuration changes on the AP.

	This function is thread-safe, this class will only call one update set at a time.
All others are held in a queue until the last update is complete.




	
clearUpdateList()[source]

	MUTEX: updateLock
Clears all updates from list (new array).






	
getNextUpdate()[source]

	MUTEX: updateLock
Returns the size of the local update queue.






	
performUpdates()[source]

	This is the main working function of the PDConfigurer class.
It should be executed as a separate thread, it does the following:


checks for any updates to perform
does them
responds to the server
removes the update
checks for more updates


if more exist it calls itself again more quickly
else it puts itself to sleep for a little while










	
updateList(**updateObj)[source]

	MUTEX: updateLock
Take the list of Chutes and push the list into a queue object, this object will then call
the real update function in another thread so the function that called us is not blocked.

We take a callable responseFunction to call, when we are done with this update we should call it.












paradrop.backend.fc.updateObject module

updateObject module.

This holds onto the UpdateObject class.
It allows us to easily abstract away different update types and provide a uniform
way to interpret the results through a set of basic actionable functions.


	
class UpdateChute(obj)[source]

	Bases: paradrop.backend.fc.updateObject.UpdateObject

Updates specifically tailored to chute actions like create, delete, etc...


	
saveState()[source]

	For chutes specifically we need to change the chuteStor object to reflect
the new state of the system after a chute update. Perform that update here.






	
updateModuleList = [<module 'paradrop.backend.exc.name' from '/home/docs/checkouts/readthedocs.org/user_builds/paradrop/checkouts/v0.1/paradrop/paradrop/backend/exc/name.pyc'>, <module 'paradrop.backend.exc.state' from '/home/docs/checkouts/readthedocs.org/user_builds/paradrop/checkouts/v0.1/paradrop/paradrop/backend/exc/state.pyc'>, <module 'paradrop.backend.exc.struct' from '/home/docs/checkouts/readthedocs.org/user_builds/paradrop/checkouts/v0.1/paradrop/paradrop/backend/exc/struct.pyc'>, <module 'paradrop.backend.exc.resource' from '/home/docs/checkouts/readthedocs.org/user_builds/paradrop/checkouts/v0.1/paradrop/paradrop/backend/exc/resource.pyc'>, <module 'paradrop.backend.exc.traffic' from '/home/docs/checkouts/readthedocs.org/user_builds/paradrop/checkouts/v0.1/paradrop/paradrop/backend/exc/traffic.pyc'>, <module 'paradrop.backend.exc.runtime' from '/home/docs/checkouts/readthedocs.org/user_builds/paradrop/checkouts/v0.1/paradrop/paradrop/backend/exc/runtime.pyc'>]

	








	
class UpdateObject(obj)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]

The base UpdateObject class, covers a few basic methods but otherwise all the intelligence
exists in the inherited classes.

All update information passed by the API server is contained as variables of this class
such as update.updateType, update.updateClass, etc...


	By default, the following variables should be utilized:

	responses : an array of messages any module can choose to append warnings or errors to


	failure : the module that chose to fail this update can set a string message to return

	: to the user in the failure variable. It should be very clear as to why the
: failure occurred, but if the user wants more information they may find it
: in the responses variable which may contain debug information, etc...








	
complete(**kwargs)[source]

	Signal to the API server that any action we need to perform is
complete and the API server can finish its connection with the
client that initiated the API request.






	
execute()[source]

	The function that actually walks through the main process required to create the chute.
It follows the executeplan module through the paces of:



	Generate the plans for each exc module

	Prioritize the plans

	Execute the plans






If at any point we fail then this function will directly take care of completing
the update process with an error state and will close the API connection.






	
saveState()[source]

	Function should be overwritten for each UpdateObject subtype






	
updateModuleList = []

	








	
parse(obj)[source]

	Determines the update type and returns the proper class.
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paradrop.backend.pdconfd package


Subpackages



	paradrop.backend.pdconfd.config package
	Submodules

	paradrop.backend.pdconfd.config.base module

	paradrop.backend.pdconfd.config.command module

	paradrop.backend.pdconfd.config.dhcp module

	paradrop.backend.pdconfd.config.firewall module

	paradrop.backend.pdconfd.config.manager module

	paradrop.backend.pdconfd.config.network module

	paradrop.backend.pdconfd.config.wireless module

	Module contents












Submodules




paradrop.backend.pdconfd.client module


	
class Blocking(deferred)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]

Uses threading.Event to implement blocking on a twisted deferred object.

The wait method will wait for its completion and return its result.

Dear Lance. I hope you stub your toe.


	
unlock(result)[source]

	




	
wait()[source]

	








	
callDeferredMethod(*args, **kwargs)[source]

	




	
reload(path, dbus=False)[source]

	Reload file(s) specified by path.

This function blocks until the request completes.  On completion it returns
a status string, which is a JSON list of loaded configuration sections with
a ‘success’ field.  For critical errors such as failure to connect to the
D-Bus service, it will return None.






	
reloadAll(dbus=False)[source]

	Reload all files from the system configuration directory.

This function blocks until the request completes.  On completion it returns
a status string, which is a JSON list of loaded configuration sections with
a ‘success’ field.  For critical errors such as failure to connect to the
D-Bus service, it will return None.






	
waitSystemUp(dbus=False)[source]

	Wait for the configuration daemon to finish its first load.

This function blocks until the request completes.  On completion it returns
a status string, which is a JSON list of loaded configuration sections with
a ‘success’ field.  For critical errors such as failure to connect to the
D-Bus service, it will return None.








paradrop.backend.pdconfd.main module

This module listens for D-Bus messages and triggers reloading of configuration
files.  This module is the service side of the implementation.  If you want to
issue reload commands to the service, see the client.py file instead.


	Operation:

	
	When triggered, read in UCI configuration files.

	Pass sections off to appropriate handlers (interface, etc.).

	Perform some validation (check for required options).

	Emit commands (start/stop daemon, ip, iw, etc.) into a queue.

	Issue commands, maybe rollback on failure.

	Update known state of the system.







Reference:
http://excid3.com/blog/an-actually-decent-python-dbus-tutorial/


	
class ConfigService[source]

	Bases: txdbus.objects.DBusObject


	
configManager = None

	




	
dbusInterfaces = [<txdbus.interface.DBusInterface object at 0x7fbb88f492d0>]

	




	
dbus_Reload(name)[source]

	




	
dbus_ReloadAll()[source]

	




	
dbus_Test()[source]

	




	
dbus_UnloadAll()[source]

	




	
dbus_WaitSystemUp()[source]

	








	
listen(*args, **kwargs)[source]

	




	
run_pdconfd()[source]

	Start pdconfd daemon.

This enters the pdconfd main loop.






	
run_thread()[source]

	Start pdconfd service as a thread.

This function schedules pdconfd to run as a thread and returns immediately.








Module contents







          

      

      

    


    
         Copyright 2015, Paradrop Labs.
      Created using Sphinx 1.3.5.
    

  

    
      Navigation

      
        	
          index

        	
          modules |

        	
          next |

        	
          previous |

        	paradrop 0.0.1 documentation 

          	paradrop 

          	paradrop.backend package 

          	paradrop.backend.pdconfd package 
 
      

    


    
      
          
            
  
paradrop.backend.pdconfd.config package


Submodules




paradrop.backend.pdconfd.config.base module


	
class ConfigObject[source]

	Bases: object [https://docs.python.org/library/functions.html#object]


	
addDependent(dep)[source]

	




	
classmethod build(manager, source, name, options, comment)[source]

	Build a config object instance from the UCI section.

Arguments:
source – file containing this configuration section
name – name of the configuration section


If None, a unique name will be generated.


options – dictionary of options loaded from the section
comment – comment string or None






	
commands(allConfigs)[source]

	Return a list of commands to execute.

Each one is a Command object.






	
getTypeAndName()[source]

	Return tuple (section type, section name).






	
lookup(allConfigs, sectionType, sectionName, addDependent=True)[source]

	Look up a section by type and name.

If addDependent is True (default), the current object will be added as
a dependent of the found section.

Will raise an exception if the section is not found.






	
nextId = 0

	




	
options = []

	




	
optionsMatch(other)[source]

	Test equality of config sections by comparing option values.






	
typename = None

	




	
undoCommands(allConfigs)[source]

	Return a list of commands to execute.

Each one is a Command object.












paradrop.backend.pdconfd.config.command module


	
class Command(priority, command, parent=None)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]


	
PRIO_ADD_IPTABLES = 40

	




	
PRIO_CONFIG_IFACE = 20

	




	
PRIO_CREATE_IFACE = 10

	




	
PRIO_DELETE_IFACE = 50

	




	
PRIO_START_DAEMON = 30

	




	
execute()[source]

	




	
success()[source]

	Returns True if the command was successfully executed.












paradrop.backend.pdconfd.config.dhcp module


	
class ConfigDhcp[source]

	Bases: paradrop.backend.pdconfd.config.base.ConfigObject


	
options = [{'default': None, 'required': True, 'type': <type 'str'>, 'name': 'interface'}, {'default': '12h', 'required': True, 'type': <type 'str'>, 'name': 'leasetime'}, {'default': 150, 'required': True, 'type': <type 'int'>, 'name': 'limit'}, {'default': 100, 'required': True, 'type': <type 'int'>, 'name': 'start'}, {'default': '', 'required': False, 'type': <type 'list'>, 'name': 'dhcp_option'}]

	




	
typename = 'dhcp'

	








	
class ConfigDnsmasq[source]

	Bases: paradrop.backend.pdconfd.config.base.ConfigObject


	
commands(allConfigs)[source]

	




	
options = [{'default': None, 'required': False, 'type': <type 'list'>, 'name': 'interface'}, {'default': False, 'required': False, 'type': <type 'bool'>, 'name': 'noresolv'}, {'default': None, 'required': False, 'type': <type 'list'>, 'name': 'server'}]

	




	
typename = 'dnsmasq'

	




	
undoCommands(allConfigs)[source]

	








	
get_all_dhcp_interfaces(allConfigs)[source]

	






paradrop.backend.pdconfd.config.firewall module


	
class ConfigRedirect[source]

	Bases: paradrop.backend.pdconfd.config.base.ConfigObject


	
commands(allConfigs)[source]

	




	
options = [{'default': None, 'required': False, 'type': <type 'str'>, 'name': 'src'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'src_ip'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'src_dip'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'src_port'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'src_dport'}, {'default': 'tcpudp', 'required': True, 'type': <type 'str'>, 'name': 'proto'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'dest'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'dest_ip'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'dest_port'}, {'default': 'DNAT', 'required': False, 'type': <type 'str'>, 'name': 'target'}]

	




	
typename = 'redirect'

	




	
undoCommands(allConfigs)[source]

	








	
class ConfigZone[source]

	Bases: paradrop.backend.pdconfd.config.base.ConfigObject


	
commands(allConfigs)[source]

	




	
interfaces(allConfigs)[source]

	List of interfaces in this zone (generator).






	
options = [{'default': None, 'required': True, 'type': <type 'str'>, 'name': 'name'}, {'default': None, 'required': False, 'type': <type 'list'>, 'name': 'network'}, {'default': False, 'required': False, 'type': <type 'bool'>, 'name': 'masq'}, {'default': 'DROP', 'required': False, 'type': <type 'str'>, 'name': 'input'}, {'default': 'DROP', 'required': False, 'type': <type 'str'>, 'name': 'forward'}, {'default': 'DROP', 'required': False, 'type': <type 'str'>, 'name': 'output'}]

	




	
typename = 'zone'

	




	
undoCommands(allConfigs)[source]

	










paradrop.backend.pdconfd.config.manager module


	
class ConfigManager(writeDir)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]


	
changingSet(files)[source]

	Return the sections from the current configuration that may have
changed.

This checks which sections from the current configuration came from
files in the given file list.  These are sections that may be changed
or removed when we reload the files.






	
execute(commands)[source]

	




	
findMatchingConfig(config, byName=False)[source]

	Check the current config for an identical section.

Returns the matching object or None.






	
getPreviousCommands()[source]

	Get the most recent command list.






	
loadConfig(search=None, execute=True)[source]

	Load configuration files and apply changes to the system.

We process the configuration files in sections.  Each section
corresponds to an interface, firewall rule, DHCP server instance, etc.
Each time we reload configuration files after the initial time, we
check for changes against the current configuration.  Here is the
decision tree for handling differences in the newly loaded
configuration vs. the existing configuration:


	Section exists in current config (by type and name)?

	
	No -> Add section, apply changes, and stop.

	Yes -> Continue.







Section is identical to the one in the current config (by option
values)?



	
	No -> Revert current section, mark any affected dependents,

	add new section, apply changes, and stop.







	Yes -> Continue.









	Section has not changed but one of its dependencies has?

	
	No -> Stop.



	
	Yes -> Revert current section, mark any affected dependents,

	add new section, apply changes, and stop.


















	
readConfig(files)[source]

	Load configuration files and return configuration objects.

This method only loads the configuration files without making any
changes to the system and returns configuration objects as a generator.






	
statusString()[source]

	Return a JSON string representing status of the system.

The format will be a list of dictionaries.  Each dictionary
corresponds to a configuration block and contains at the following
fields.

type: interface, wifi-device, etc.
name: name of the section (may be autogenerated for some configs)
comment: comment from the configuration file or None
success: True if all setup commands succeeded






	
unload(execute=True)[source]

	




	
waitSystemUp()[source]

	Wait for the first load to complete and return system status string.










	
findConfigFiles(search=None)[source]

	Look for and return a list of configuration files.

The behavior depends on whether the search argument is a file, a directory,
or None.

If search is None, return a list of files in the system config directory.
If search is a file name (not a path), look for it in the working directory
first, and the system directory second.  If search is a full path to a
file, and it exists, then return that file.  If search is a directory,
return the files in that directory.






	
sortCommands(commands)[source]

	Return commands in order by priority.

The input should be a list of command objects.  The output will be just the
command part in order according to priority (ascending).  For ties, the
order from the original list is maintained.








paradrop.backend.pdconfd.config.network module


	
class ConfigInterface[source]

	Bases: paradrop.backend.pdconfd.config.base.ConfigObject


	
commands(allConfigs)[source]

	




	
options = [{'default': None, 'required': True, 'type': <type 'str'>, 'name': 'proto'}, {'default': None, 'required': True, 'type': <type 'str'>, 'name': 'ifname'}, {'default': True, 'required': False, 'type': <type 'bool'>, 'name': 'enabled'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'ipaddr'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'netmask'}]

	




	
typename = 'interface'

	




	
undoCommands(allConfigs)[source]

	










paradrop.backend.pdconfd.config.wireless module


	
class ConfigWifiDevice[source]

	Bases: paradrop.backend.pdconfd.config.base.ConfigObject


	
commands(allConfigs)[source]

	




	
options = [{'default': None, 'required': True, 'type': <type 'str'>, 'name': 'type'}, {'default': 1, 'required': True, 'type': <type 'int'>, 'name': 'channel'}]

	




	
typename = 'wifi-device'

	








	
class ConfigWifiIface[source]

	Bases: paradrop.backend.pdconfd.config.base.ConfigObject


	
commands(allConfigs)[source]

	




	
options = [{'default': None, 'required': True, 'type': <type 'str'>, 'name': 'device'}, {'default': 'ap', 'required': True, 'type': <type 'str'>, 'name': 'mode'}, {'default': 'Paradrop', 'required': True, 'type': <type 'str'>, 'name': 'ssid'}, {'default': 'lan', 'required': True, 'type': <type 'str'>, 'name': 'network'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'encryption'}, {'default': None, 'required': False, 'type': <type 'str'>, 'name': 'key'}]

	




	
typename = 'wifi-iface'

	




	
undoCommands(allConfigs)[source]

	








	
isHexString(data)[source]

	Test if a string contains only hex digits.
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paradrop.backend.pdfcd package


Submodules




paradrop.backend.pdfcd.apichute module


	
class ChuteAPI(rest)[source]

	The Chute API submodule.
This class handles all API calls related to actionable items that directly effect chutes.


	
POST_createChute(theSelf, request, *args, **kwargs)

	




	
POST_deleteChute(theSelf, request, *args, **kwargs)

	




	
POST_startChute(theSelf, request, *args, **kwargs)

	




	
POST_stopChute(theSelf, request, *args, **kwargs)

	










paradrop.backend.pdfcd.apiinternal module


	
class Base(module, **kwargs)[source]

	Bases: twisted.web.xmlrpc.XMLRPC


	
lookupProcedure(procedurePath)[source]

	








	
class ServerPerspective(name, realm)[source]

	Bases: pdtools.lib.riffle.RifflePerspective


	
destroy()[source]

	




	
initialize()[source]

	




	
perspective_subscribeLogs(*args, **kwargs)[source]

	Fetch all logs since the target time. Stream all new logs
to the server as they come in.










	
class ToolsPerspective(name, realm)[source]

	Bases: pdtools.lib.riffle.RifflePerspective






	
apiWrapper(target)[source]

	Add a final line of error and success callbacks before going onto the wire






	
api_provision(*args, **kwargs)[source]

	Provision this router with an id and a set of keys.

This is a temporary call until the provisioning process is finalized.






	
castFailure(failure)[source]

	Converts an exception (or general failure) into an xmlrpc fault for transmission.






	
castSuccess(res)[source]

	




	
checkStartRiffle()[source]

	Temporary function. Do not start serving or connecting over riffle
until we have our keys (which occurs during currently optional provisioning)






	
pollServer(host)[source]

	Poll the server for a connection.








paradrop.backend.pdfcd.apiutils module

backend.pdfcd.apiutils.
Contains helper functions specific to the backend API code.


	
addressInNetwork(ipaddr, netTuple)[source]

	This function allows you to check if on IP belongs to a Network.
Arguments:


unpacked IP address (use unpackIPAddr())
tuple of unpacked (addr, netmask) (use unpackIPAddrWithSlash())



	Returns:

	True if in network
False otherwise








	
calcDottedNetmask(mask)[source]

	Returns quad dot format of IP address.






	
getIP(req)[source]

	Returns the str IP addr from the request.
NOTE: This is required because when we use nginx servers
it is used as a proxy, so the REAL IP addr is stored in a HTTP header
called ‘X-Real-IP’, so we need to check for this first, otherwise the
request.getClientIP() is always going to return ‘localhost’ to us.






	
unpackIPAddr(ip)[source]

	Unpacks the ‘IP’ str.
Returns a binary form of the ipaddr such that (ipaddr & netmask) will work.






	
unpackIPAddrWithSlash(net)[source]

	Unpacks the ‘IP/bitmask’ str.
Returns a tuple of binary forms of both the ipaddr and netmask such that (ipaddr & netmask) will work.








paradrop.backend.pdfcd.server module

pdfcd.server.
Contains the classes required to establish a RESTful API server using Twisted.


	
class ParadropAPIServer(*args, **kwargs)[source]

	Bases: paradrop.lib.api.pdrest.APIResource

The main API server module.

This sets up all of the submodules which should contain different types of RESTful API calls.


	
GET_test(request)[source]

	A Simple test method to ping if the API server is working properly.






	
complete(update)[source]

	Kicks off the properly threaded call to complete the API call that was passed
to PDConfigurer. Since the PDConfigurer module has its own thread that runs outside
of the main event loop, we have to call back into the event system properly in order
to keep any issues of concurrency at bay.






	
default(request)[source]

	A dummy catch for all API calls that are not caught by any other module.






	
failprocess(ip, request, logFailure, errorStmt, logUsage, errType)[source]

	If logFailure is not None, Update the failureDict when the request does something wrong
If logUsage is not None, log the usage track info.


	Arguments:

	
ip           : IP of client
request      : the request we received
logFailure   : If none, we do not log this failure to failure dict. Otherwise it is a tuple of


key          : the key to use in the failureDict
failureDict  : the dict record the failure attempt history



	errorStmt : A string to return to the user, looks like ‘Malformed Body: %s’

	so that we can add things like “Number of attempts remaining: 2” to the response



logUsage     : A tuple of (tictoc and devid) used for usage tracker
errorResponse: The error code to set response code





	Returns:

	String to respond to the client












	
postprocess(request, key, failureDict, logUsage)[source]

	If the client is successful in their request, we should:
* reset their failure attempts if failureDict is not none.
* set success response code
* If usage is not none, add usage track info of the api call






	
preprocess(request, checkThresh, tictoc)[source]

	Check if failure attempts for the user name has met the threshold.
Arguments:


request      : 
checkThresh  : If None, no checking. Tuple of arguments for checking thresholds


ip: IP of client in string format
token: sessionToken if found, or None
username: username if signin, or None
failureDict: the dict for failure history


ticktoc: If none, do not track the usage. The start time of the API call





	Return:

	str: if threshold is met
None: if ok












	
initializeSystem()[source]

	Perform some initialization steps such as writing important configuration.






	
setup(args=None)[source]

	This is the main setup function to establish the TCP listening logic for
the API server. This code also takes into account development or unit test mode.
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paradrop.lib package


Subpackages



	paradrop.lib.api package
	Submodules
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	Module contents
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	Submodules

	paradrop.lib.config.configservice module

	paradrop.lib.config.devices module
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Submodules




paradrop.lib.chute module


	
class Chute(descriptor, strip=None)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]

Wrapper class for Chute objects.


	
appendCache(key, val)[source]

	Finds the key they requested and appends the val into it, this function assumes the cache object
is of list type, if the key hasn’t been defined yet then it will set it to an empty list.






	
delCache(key)[source]

	Delete the key:val from the _cache dict object.






	
dumpCache()[source]

	Return a string of the contents of this chute’s cache.
In case of catastrophic failure dump all cache content so we can debug.






	
fullDump()[source]

	Return a dump of EVERYTHING in this chute including all API data and all internal cache data.






	
getCache(key)[source]

	Get the val out of the _cache dict object, or None if it doesn’t exist.






	
isValid()[source]

	Return True only if the Chute object we have has all the proper things defined to be in a valid state.






	
setCache(key, val)[source]

	Set the key:val into the _cache dict object to carry around.












paradrop.lib.settings module

This file contains any settings required by ANY and ALL modules of the paradrop system.
They are defaulted to some particular value and can be called by any module in the paradrop
system with the following code:


from paradrop import settings
print(settings.STUFF)


These settings can be overriden by a file defined which contains the following syntax:


# This changes a string default setting
EXACT_SETTING_NAME0 “new string setting”

# This changes a int default setting
EXACT_SETTING_NAME1 int0




If settings need to be changed, they should be done so by the initialization code
(such as pdfcd, pdapi_server, pdfc_config, etc...)


	This is done by calling the following function:

	settings.updateSettings(filepath)




	
addSetting(key, value)[source]

	Adds a new setting to this module so other modules can see it.





	Parameters:	
	key (string.) – the setting name.

	value (variable.) – the value of the setting.






	Returns:	None












	
parseValue(key)[source]

	Attempts to parse the key value, so if the string is ‘False’ it will parse a boolean false.





	Parameters:	key (string [https://docs.python.org/library/string.html#module-string]) – the key to parse


	Returns:	the parsed key.










	
updateSettings(slist=[])[source]

	Take a list of key:value pairs, and replace any setting defined.
Also search through the settings module and see if any matching
environment variables exist to replace as well.





	Parameters:	slist (array.) – the list of key:val settings


	Returns:	None
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paradrop.lib.api package


Submodules




paradrop.lib.api.pdapi module


	
exception PDAPIError(etype, msg)[source]

	Bases: exceptions.Exception [https://docs.python.org/library/exceptions.html#exceptions.Exception]

Exception class related to ParaDrop API calls.






	
getErrorToken()[source]

	Generates a random string which is used to match client issues with log output.






	
getResponse(code, *args)[source]

	Designed to be called to provide the arguments for the Request.setResponseCode()






	
isPDError(code)[source]

	Checks all Paradrop API error codes, if the HTTP code is in our set it is assumed a PDAPI error.








paradrop.lib.api.pdrest module


	
ALL(regex)

	




	
APIDecorator(admin=False, permission=None, requiredArgs=[], optionalArgs=[])[source]

	The decorator for the API functions to make the API functions focus on their job.
This decorator do the following things:



	Set HTTP header

	Get some common values like ip, tictoc

	Do the preprocess

	Extract arguments from HTTP body and put them into APIPackage

	Get devid if token is shown and put devid into APIPackage

	Check admin authorization if devid is shown and admin argument is set to be true

	Do the failprocess if fails. Do the postProcess if success






This decorator will pass an APIPackage to an API function and the API function is supposed to put return value into the API package
Arguments:



	admin: if the function needs admin authority to call

	requiredArgs: the required arguments for this API, this wrapper will parse the required args from HTTP body and check if they exist in the body.

	optionalArgs: the optional arguments for this API, the args will be parsed from HTTP body

	permission: choose from None, “AP Owner”, “Chute Owner”







	TODO: 

	
	1.Permission

	
	multiple permission/multiple level of permission??

	More permissions: such as Vnet Owner, Group Owner
















	
class APIPackage(request)[source]

	This is a class that wrap up the input and return value of API
The input arguments will be in the inputArgs as a dict
Result is True means the API return success
Result is False means the API return failure
Result is None means the API return NOT_YET_DONE


	
setFailure(errType, errMsg=None, countFailure=True)[source]

	




	
setNotDoneYet()[source]

	




	
setSuccess(returnVal)[source]

	








	
class APIResource(*args, **kwargs)[source]

	Bases: twisted.web.resource.Resource


	
getChild(name, request)[source]

	




	
register(method, regex, callback)[source]

	




	
unregister(method=None, regex=None, callback=None)[source]

	








	
DELETE(regex)

	




	
GET(regex)

	




	
POST(regex)

	




	
PUT(regex)

	




	
maybeResource(f)[source]

	




	
method_factory_factory(method)[source]
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paradrop.lib.config package


Submodules




paradrop.lib.config.configservice module


	configservice module:

	This module is responsible for “poking” the proper host OS services
to change the host OS config. This would include things like changing
the networking, DHCP server settings, wifi, etc..




	
reloadAll(update)[source]

	




	
reloadQos(update)[source]

	






paradrop.lib.config.devices module

Detect physical devices that can be used by chutes.

This module detects physical devices (for now just network interfaces) that can
be used by chutes.  This includes WAN interfaces for Internet connectivity and
WiFi interfaces which can host APs.

It also makes sure certain entries exist in the system UCI files for these
devices, for example “wifi-device” sections.  These are shared between chutes,
so they only need to be added when missing.


	
getSystemDevices(update)[source]

	Detect devices on the system.

Store device information in cache key “networkDevices”.






	
isVirtual(ifname)[source]

	Test if an interface is a virtual one.

FIXME: This just tests for the presence of certain strings in the interface
name, so it is not very robust.






	
isWAN(ifname)[source]

	Test if an interface is a WAN interface.






	
isWireless(ifname)[source]

	Test if an interface is a wireless device.






	
setConfig(chuteName, sections, filepath)[source]

	




	
setSystemDevices(update)[source]

	Initialize system configuration files.

Creates basic sections that all chutes require such as the “wan” interface.








paradrop.lib.config.dhcp module


	
getVirtDHCPSettings(update)[source]

	Looks at the runtime rules the developer defined to see if they want a dhcp
server.  If so it generates the data and stores it into the chute cache
key:virtDHCPSettings.






	
setVirtDHCPSettings(update)[source]

	Takes a list of tuples (config, opts) and saves it to the dhcp config file.








paradrop.lib.config.dockerconfig module


	
getVirtPreamble(update)[source]

	






paradrop.lib.config.firewall module


	
findMatchingInterface(iface_name, interfaces)[source]

	Search an interface list for one matching a given name.

iface_name can contain shell-style wildcards (* and ?).






	
getDeveloperFirewallRules(update)[source]

	Generate other firewall rules requested by the developer such as redirects.
The object returned is a list of tuples (config, options).






	
getOSFirewallRules(update)[source]

	There is a set of default things that must exist just for the chute to function at all, generate those here.

Stored in key: osFirewallRules






	
setOSFirewallRules(update)[source]

	Takes a list of tuples (config, opts) and saves it to the firewall config file.








paradrop.lib.config.network module


	
abortNetworkConfig(update)[source]

	Release resources claimed by chute network configuration.






	
getNetworkConfig(update)[source]

	For the Chute provided, return the dict object of a 100% filled out
configuration set of network configuration. This would include determining
what the IP addresses, interfaces names, etc...






	
getOSNetworkConfig(update)[source]

	Takes the network interface obj created by
NetworkManager.getNetworkConfiguration and returns a properly formatted
object to be passed to the OpenWrtConfig class.  The object returned is a
list of tuples (config, options).






	
getVirtNetworkConfig(update)[source]

	




	
interfaceDefsEqual(iface1, iface2)[source]

	




	
reclaimNetworkResources(chute)[source]

	Reclaim network resources for a previously running chute.

This function only applies to the special case in which pd starts up and
loads a list of chutes that were running.  This function marks their IP
addresses and interface names as taken so that new chutes will not use the
same values.






	
setOSNetworkConfig(update)[source]

	Takes a list of tuples (config, opts) and saves it to the network config
file.








paradrop.lib.config.osconfig module


	osconfig module:

	This module is in charge of changing configuration files for
pdfcd on the host OS. This relates to things like network, dhcp,
wifi, firewall changes. Pdfcd should be able to make simple abstracted
calls into this module so that if we need to change what type of OS config
we need to support only this module would change.




	
revertConfig(update, theType)[source]

	Basically the UCI system saves a backup of the original config file, if
we need to revert changes at all, we can just tell our UCI module to
revert back using that backup copy.








paradrop.lib.config.pool module


	
class NetworkPool(network, subnetSize=24)[source]

	Bases: paradrop.lib.config.pool.ResourcePool






	
class NumericPool(digits=4)[source]

	Bases: paradrop.lib.config.pool.ResourcePool






	
class ResourcePool(values, numValues)[source]

	Bases: object [https://docs.python.org/library/functions.html#object]


	
next()[source]

	




	
release(item)[source]

	




	
reserve(item, strict=True)[source]

	Mark item as used.

If strict is True, raises an exception if the item is already used.












paradrop.lib.config.uciutils module


	
appendListItem(options, name, value)[source]

	Add a list item to UCI options.

The way we store lists for UCI options is rather bizarre, so this function
takes care of that.

options: dictionary of options for a UCI section
name: string name of the list option
value: string value to append






	
removeConfigs(chute, cacheKeys, filepath)[source]

	used to modify config file of each various setting in /etc/config/






	
restoreConfigFile(chute, configname)[source]

	Restore a system config file from backup.

This can only be used during a chute update operation to revert changes
that were made during that update operation.

configname: name of configuration file (“network”, “wireless”, etc.)






	
setConfig(chute, old, cacheKeys, filepath)[source]

	Helper function used to modify config file of each various setting in /etc/config/
Returns:


True: if it modified a file
False: if it did NOT cause any modifications







	
setList(options, name, values)[source]

	Set a list item in UCI options.

The way we store lists for UCI options is rather bizarre, so this function
takes care of that.

options: dictionary of options for a UCI section
name: string name of the list option
values: list of string values








paradrop.lib.config.wifi module


	
getOSWirelessConfig(update)[source]

	




	
setOSWirelessConfig(update)[source]
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paradrop.lib.utils package


Submodules




paradrop.lib.utils.addresses module


	
areWanPortsAvailable(portRange, takenPorts, chuteStor, name)[source]

	Make sure that if we are forwarding a wan port, we have not already forwarded it.






	
checkPhyExists(radioid)[source]

	Check if this chute exists at all, a directory /sys/class/ieee80211/phyX must exist.






	
getChuteIntf(name, netIntfs)[source]

	This function takes a network interface name, and parses through the netIntfs
object provided looking for a match, it returns name if none is found.



	Example:

	if ‘lan’ is the name, ‘lan’ will be returned.
if ‘wifilxc’ is the name, ‘c####wifilxc’ will be returned.







	This function also deals with the usage of macro expansions:

	
	Example:

	If the developer defines a ‘lan’ interface for their chute, but they
also have a rule that needs to point to the HOST lan interface, a conflict
will occur.

To solve this, the developer would specify the HOST lan with '@net.host.lan‘
and the chute lan with ‘lan’.














	
getGatewayIntf(ch)[source]

	Looks at the key:networkInterfaces for the chute and determines what the gateway should be
including the IP address and the internal interface name.


	Returns:

	A tuple (gatewayIP, gatewayInterface)
None if networkInterfaces doesn’t exist or there is an error








	
getInternalIntfList(ch)[source]

	Takes a chute object and uses the key:networkInterfaces to return a list of the internal
network interfaces that will exist in the chute (e.g., eth0, eth1, ...)


	Returns:

	A list of interface names
None if networkInterfaces doesn’t exist or there is an error








	
getSubnet(ip1, sn1)[source]

	




	
getWANIntf(ch)[source]

	Looks at the key:networkInterfaces for the chute and finds the WAN interface.


	Returns:

	The dict from networkInterfaces
None








	
incIpaddr(ipaddr, inc=1)[source]

	Takes a quad dot format IP address string and adds the @inc value to it by converting it to a number.


	Returns:

	Incremented quad dot IP string or None if error








	
isIpAvailable(ipaddr, chuteStor, name)[source]

	Make sure this IP address is available. 
Checks the IP addresses of all zones on all other chutes,


makes sure subnets are not the same.







	
isIpValid(ipaddr)[source]

	Return True if Valid, otherwise False.






	
isRadioPassedthrough(radioid, chuteStor, name)[source]

	Check if any chute has already passed through to a chute.






	
isSameSubnet(ip1, ip2)[source]

	




	
isStaMeshAvailable(chuteStor, name)[source]

	Make sure this sta/mesh is available. Only one per device because we attach to wan directly.






	
isStaMeshOnRadio(radioid, chuteStor, name)[source]

	If we are a wifi chute, we cannot have an sta on this channel.






	
isStaticIpAvailable(ipaddr, chuteStor, name)[source]

	Make sure this static IP address is available. 
Checks the IP addresses of all zones on all other chutes,


makes sure not equal.







	
isWifiIntAvailable(radioid, numWifi, chuteStor, name)[source]

	Make sure that fewer than 7 wifi interfaces have been configured.
Otherwise, the wireless card will fail.






	
isWifiOnRadio(radioid, chuteStor, name)[source]

	Make sure this sta is available. Only one per device because we attach to wan directly.






	
isWifiSSIDAvailable(ssid, chuteStor, name)[source]

	Make sure this SSID is available.






	
maxIpaddr(ipaddr)[source]

	Takes a quad dot format IP address string and makes it the largest valid value still in the same subnet.


	Returns:

	Incremented quad dot IP string or None if error










paradrop.lib.utils.dockerapi module

Functions associated with deploying and cleaning up docker containers.


	
build_host_config(update)[source]

	Build the host_config dict for a docker container based on the passed in update.





	Parameters:	update (obj) – The update object containing information about the chute.


	Returns:	(dict) The host_config dict which docker needs in order to create the container.










	
failAndCleanUpDocker(validImages, validContainers)[source]

	Clean up any intermediate containers that may have resulted from a failure and throw an Exception so that
the abort process is called.





	Parameters:	
	validImages (list [https://docs.python.org/library/functions.html#list]) – A list of dicts containing the Id’s of all the images that should exist on the system.

	validContainers (list [https://docs.python.org/library/functions.html#list]) – A list of the Id’s of all the containers that should exist on the system.






	Returns:	None












	
removeChute(update)[source]

	Remove a docker container and the image it was built on based on the passed in update.





	Parameters:	update (obj) – The update object containing information about the chute.


	Returns:	None










	
restartChute(update)[source]

	Start a docker container based on the passed in update.





	Parameters:	update (obj) – The update object containing information about the chute.


	Returns:	None










	
setup_net_interfaces(update)[source]

	Link interfaces in the host to the internal interface in the docker container using pipework.





	Parameters:	update (obj) – The update object containing information about the chute.


	Returns:	None










	
startChute(update)[source]

	Build and deploy a docker container based on the passed in update.





	Parameters:	update (obj) – The update object containing information about the chute.


	Returns:	None










	
stopChute(update)[source]

	Stop a docker container based on the passed in update.





	Parameters:	update (obj) – The update object containing information about the chute.


	Returns:	None










	
writeDockerConfig()[source]

	Write options to Docker configuration.

Mainly, we want to tell Docker not to start containers automatically on
system boot.








paradrop.lib.utils.pdos module


	
basename(x)

	




	
copy(a, b)[source]

	




	
copytree(a, b)[source]

	shutil’s copytree is dumb so use distutils.






	
doMount(part, mnt)[source]

	This function mounts @part to @mnt.






	
doUnmount(mnt)[source]

	This function unmounts @mnt.






	
exists(p)[source]

	




	
fixpath(p)[source]

	This function is required because if we need to pass a path to something like tarfile,
we cannot overwrite the function to fix the path, so we need to expose it somehow.






	
getFileType(f)[source]

	




	
getMountCmd()[source]

	




	
isMount(mnt)[source]

	This function checks if @mnt is actually mounted.






	
isdir(a)[source]

	




	
isfile(a)[source]

	




	
ismount(p)[source]

	




	
makeExecutable(*args)[source]

	The function that takes the list of files provided and sets the X bit on them.






	
mkdir(p)[source]

	




	
move(a, b)[source]

	




	
open(p, mode)[source]

	




	
oscall(cmd, get=False)[source]

	This function performs a OS subprocess call.
All output is thrown away unless an error has occured or if @get is True
Arguments:


@cmd: the string command to run
[get] : True means return (stdout, stderr)



	Returns:

	None if not @get and no error
(stdout, retcode, stderr) if @get or yes error








	
readFile(filename, array=True, delimiter='\n')[source]

	Reads in a file, the contents is NOT expected to be binary.
Arguments:


@filename: absolute path to file
@array : optional: return as array if true, return as string if False
@delimiter: optional: if returning as a string, this str specifies what to use to join the lines



	Returns:

	A list of strings, separated by newlines
None: if the file doesn’t exist








	
remove(a)[source]

	




	
symlink(a, b)[source]

	




	
syncFS()[source]

	




	
unlink(p)[source]

	




	
write(filename, data, mode='w')[source]

	Writes out a config file to the specified location.






	
writeFile(filename, line, mode='a')[source]

	Adds the following cfg (either str or list(str)) to this Chute’s current
config file (just stored locally, not written to file.








paradrop.lib.utils.pdosq module

Quiet pdos module.
Implements utility OS operations without relying on the output module.
Therefore, this module can be used by output without circular dependency.


	
makedirs(p)[source]

	Recursive directory creation (like mkdir -p).
Returns True if the path is successfully created, False if it existed
already, and raises an OSError on other error conditions.








paradrop.lib.utils.restart module

lib.utils.restart
Contains the functions required to restart chutes properly on power cycle of device.
Checks with pdconfd to make sure it was able to properly bring up all interfaces before
starting chutes.


	
reloadChutes()[source]

	This function is called to restart any chutes that were running prior to the system being restarted.
It waits for pdconfd to come up and report whether or not it failed to bring up any of the interfaces
that existed before the power cycle. If pdconfd indicates something failed we then force a stop update
in order to bring down all interfaces associated with that chute and mark it with a warning. 
If the stop fails we mark the chute with a warning manually and change its state to stopped and save to 
storage this isn’t great as it could mean our system still has interfaces up associated with that chute.
If pdconfd doesn’t report failure we attempt to start the chute and if this fails we trust the abort process
to restore the system to a consistent state and we manually mark the chute as stopped and add a warning to it.
:param None
:returns: (list) A list of update dicts to be used to create updateObjects that should be run before accepting new updates.






	
updateStatus(update)[source]

	This function is a callback for the updates we do upon restarting the system.
It checks whether or not the update completed successfully and if not it
changes the state of the chute to stopped and adds a warning.
:param update: The update object containing information about the chute that was created and whether it was successful or not.
:type update: obj
:returns: None
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class PDStorage(filename, reactor, saveTimer)[source]

	ParaDropStorage class.

This class is designed to be implemented by other classes.
Its purpose is to make whatever data is considered important persistant to disk.

This is done by providing a reactor so a “LoopingCall” can be utilized to save to disk.


	The implementer can override functions in order to implement this class:

	getAttr() : Get the attr we need to save to disk
setAttr() : Set the attr we got from disk
importAttr(): Takes a payload and returns the properly formatted data
exportAttr(): Takes the data and returns a payload
attrSaveable(): Returns True if we should save this attr




	
attrSaveable()[source]

	THIS SHOULD BE OVERRIDEN BY THE IMPLEMENTER.






	
exportAttr(data)[source]

	By default do nothing, but expect that this function could be overwritten






	
importAttr(pyld)[source]

	By default do nothing, but expect that this function could be overwritten






	
loadFromDisk()[source]

	Attempts to load the data from disk.
Returns True if success, False otherwise.






	
saveToDisk()[source]

	Saves the data to disk.












paradrop.lib.utils.uci module


	
class UCIConfig(filepath)[source]

	
	Wrapper around the UCI configuration files.

	These files are found under /etc/config/, and are used by OpenWrt to keep track of
configuration for modules typically found in /etc/init.d/


	The modules of interest and with current support are:

	
	firewall

	network

	wireless

	qos








	This class should work with any UCI module but ALL others are UNTESTED!







New configuration settings can be added to the UCI file via addConfig().

Each UCI config file is expected to contain the following syntax:



	config keyA [valueA]

	option key1 value1
...
list key2 value1
list key2 value2
...
list key3 value1
list key3 value2







	Based on the UCI file above, the config syntax would look like the following:

	config is a list of tuples, containing 2 dict objects in each tuple:



	
	tuple[0] describes the first line (config keyA [valueA])

	{‘type’: keyA, ‘name’: valueA}
The value parameter is optional and if missing, then the ‘name’ key is also missing (rather than set to None).







	
	tuple[1] describes the options associated with the settings (both ‘option’ and ‘list’ lines)

	{‘key1’: ‘value1’, ...}


	If a list is present, it looks like the following:

	
	{

	..., 
‘list’: {


‘key2’: [value1, value2, ...],
‘key3’: [value1, value2, ...]
}








}














	So for the example above, the full config definition would look like:

	C = {‘type’: ‘keyA’, ‘name’: ‘valueA’}
O = {‘key1’: ‘value1’, ‘list’: {‘key2’: [‘value1’, ‘value2’], ‘key3’: [‘value1’, ‘value2’]}}
config = [(C, O)]











	
addConfig(config, options)[source]

	Adds the tuple to our config.






	
addConfigs(configs)[source]

	Adds a list of tuples to our config






	
backup(backupToken)[source]

	Puts a backup of this config to the location specified in @backupPath.






	
checkWanConfig(internalid)[source]

	




	
delConfig(config, options)[source]

	Finds a match to the config input and removes it from the internal config data structure.






	
delConfigs(configs)[source]

	Adds a list of tuples to our config






	
existsConfig(config, options)[source]

	Tests if the (config, options) is in the current config file.






	
getChuteConfigs(internalid)[source]

	




	
getConfig(config)[source]

	Returns a list of call configs with the given title






	
getConfigIgnoreComments(config)[source]

	Returns a list of call configs with the given title.
Comments are ignored.






	
readConfig()[source]

	Reads in the config file.






	
restore(backupToken, saveBackup=True)[source]

	Replaces real file (at /etc/config/) with backup copy from /tmp/-@backupToken location.


	Arguments:

	backupToken: The backup token appended at the end of the backup path
saveBackup : A flag to keep a backup copy or delete it (default is keep backup)








	
save(backupToken=None, internalid=None)[source]

	Saves out the file in the proper format.


	Arguments:

	
	[backupPath] : Save a backup copy of the UCI file to the path provided.

	Should be a token name like ‘backup’, it gets appended with a hyphen.
















	
chuteConfigsMatch(chutePre, chutePost)[source]

	Takes two lists of objects, and returns whether or not they are identical.






	
configsMatch(a, b)[source]

	Takes 2 config objects, returns True if they match, False otherwise.






	
getSystemConfigDir()[source]

	




	
getSystemPath(filename)[source]

	Get the path to the system configuration file.

This function also attempts to create the configuration directory if it
does not exist.

Typical filenames: network, wireless, qos, firewall, dhcp, etc.






	
isMatch(a, b)[source]

	




	
isMatchIgnoreComments(a, b)[source]

	




	
setupArgParse()[source]

	




	
singleConfigMatches(a, b)[source]

	




	
stringify(a)[source]
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  Source code for paradrop.lib.config.dockerconfig


from pdtools.lib.output import out
from io import BytesIO

"""
    dockerconfig module:
        This module contains all of the knowledge of how to take internal pdfcd
        representation of configurations of chutes and translate them into specifically
        what docker needs to function properly, whether that be in the form of dockerfiles
        or the HostConfig JSON object known at init time of the chute.
"""


[docs]def getVirtPreamble(update):
    out.warn('TODO implement me\n')
    if update.updateType == 'create':
        if not hasattr(update, 'dockerfile'):
            return
        if update.dockerfile == None:
            return
        else:
            out.info('Using prexisting dockerfile.\n')
            update.dockerfile = BytesIO(update.dockerfile.encode('utf-8'))
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  Source code for paradrop.lib.config.osconfig

"""
    osconfig module:
        This module is in charge of changing configuration files for
        pdfcd on the host OS. This relates to things like network, dhcp,
        wifi, firewall changes. Pdfcd should be able to make simple abstracted
        calls into this module so that if we need to change what type of OS config
        we need to support only this module would change.
"""

from paradrop.lib.config.uciutils import restoreConfigFile
from pdtools.lib.output import out


[docs]def revertConfig(update, theType):
    """
    Basically the UCI system saves a backup of the original config file, if
    we need to revert changes at all, we can just tell our UCI module to
    revert back using that backup copy.
    """
    restoreConfigFile(update.new, theType)






          

      

      

    


    
        © Copyright 2015, Paradrop Labs.
      Created using Sphinx 1.3.5.
    

  

_modules/paradrop/lib/config/devices.html


    
      Navigation


      
        		
          index


        		
          modules |


        		paradrop 0.0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for paradrop.lib.config.devices

"""
Detect physical devices that can be used by chutes.

This module detects physical devices (for now just network interfaces) that can
be used by chutes.  This includes WAN interfaces for Internet connectivity and
WiFi interfaces which can host APs.

It also makes sure certain entries exist in the system UCI files for these
devices, for example "wifi-device" sections.  These are shared between chutes,
so they only need to be added when missing.
"""

import itertools
import os
import re

from paradrop.lib.utils import uci
from pdtools.lib.output import out
from paradrop.lib import settings

SYS_DIR = "/sys/class/net"
EXCLUDE_IFACES = set(["lo"])
CHANNELS = [1, 6, 11]

# Strings that identify a virtual interface.
VIF_MARKERS = [".", "veth"]


[docs]def isVirtual(ifname):
    """
    Test if an interface is a virtual one.

    FIXME: This just tests for the presence of certain strings in the interface
    name, so it is not very robust.
    """
    for marker in VIF_MARKERS:
        if marker in ifname:
            return True
    return False



[docs]def isWAN(ifname):
    """
    Test if an interface is a WAN interface.
    """
    pattern = re.compile(r"(\w+)\s+(\w+)*")
    with open("/proc/net/route", "r") as routeList:
        for line in routeList:
            match = pattern.match(line)
            if match is not None and \
                    match.group(1) == ifname and \
                    match.group(2) == "00000000":
                return True
    return False



[docs]def isWireless(ifname):
    """
    Test if an interface is a wireless device.
    """
    check_path = "{}/{}/wireless".format(SYS_DIR, ifname)
    return os.path.exists(check_path)



[docs]def setConfig(chuteName, sections, filepath):
    cfgFile = uci.UCIConfig(filepath)

    # Set the name in the comment field.
    for config, options in sections:
        config['comment'] = chuteName

    oldSections = cfgFile.getChuteConfigs(chuteName)
    if not uci.chuteConfigsMatch(oldSections, sections):
        cfgFile.delConfigs(oldSections)
        cfgFile.addConfigs(sections)
        cfgFile.save(internalid=chuteName)



#
# Chute update functions
#

[docs]def getSystemDevices(update):
    """
    Detect devices on the system.

    Store device information in cache key "networkDevices".
    """
    devices = dict()
    devices['wan'] = list()
    devices['wifi'] = list()
    devices['lan'] = list()

    for ifname in os.listdir(SYS_DIR):
        if ifname in EXCLUDE_IFACES:
            continue

        # Only want to detect physical interfaces.
        if isVirtual(ifname):
            continue

        dev = {"name": ifname}

        if isWAN(ifname):
            devices['wan'].append(dev)
        elif isWireless(ifname):
            devices['wifi'].append(dev)
        else:
            devices['lan'].append(dev)

    update.new.setCache('networkDevices', devices)



[docs]def setSystemDevices(update):
    """
    Initialize system configuration files.

    Creates basic sections that all chutes require such as the "wan" interface.
    """
    devices = update.new.getCache('networkDevices')
    if devices is None:
        return

    if len(devices['wan']) == 0:
        out.warn("No WAN interface found; "
                 "chute may not have Internet connectivity.")
    if len(devices['wifi']) == 0:
        out.warn("No available wireless interfaces found.")

    networkSections = list()
    firewallSections = list()
    wirelessSections = list()

    if len(devices['wan']) >= 1:
        # Only use one WAN device for now.
        wanDev = devices['wan'][0]

        config = {"type": "interface", "name": "wan"}
        options = {"ifname": wanDev['name'], "proto": "dhcp"}
        networkSections.append((config, options))

        config = {"type": "zone"}
        options = {
            "name": "wan",
            "masq": "1",
            "input": "ACCEPT",
            "forward": "REJECT",
            "output": "ACCEPT",
            "network": "wan"
        }
        firewallSections.append((config, options))

    # Cycle through the channel list to assign different channels to
    # WiFi interfaces.
    channels = itertools.cycle(CHANNELS)

    for dev in devices['wifi']:
        config = {"type": "wifi-device", "name": dev['name']}
        options = {"type": "auto", "channel": channels.next()}
        wirelessSections.append((config, options))

    setConfig(settings.RESERVED_CHUTE, networkSections,
              uci.getSystemPath("network"))
    setConfig(settings.RESERVED_CHUTE, firewallSections,
              uci.getSystemPath("firewall"))
    setConfig(settings.RESERVED_CHUTE, wirelessSections,
              uci.getSystemPath("wireless"))
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  Source code for paradrop.lib.config.uciutils

import traceback

from paradrop.lib.utils import uci
from pdtools.lib.output import out


[docs]def appendListItem(options, name, value):
    """
    Add a list item to UCI options.

    The way we store lists for UCI options is rather bizarre, so this function
    takes care of that.

    options: dictionary of options for a UCI section
    name: string name of the list option
    value: string value to append
    """
    if 'list' not in options:
        options['list'] = dict()
    if name not in options['list']:
        options['list'][name] = list()
    options['list'][name].append(value)



[docs]def setList(options, name, values):
    """
    Set a list item in UCI options.

    The way we store lists for UCI options is rather bizarre, so this function
    takes care of that.

    options: dictionary of options for a UCI section
    name: string name of the list option
    values: list of string values
    """
    if 'list' not in options:
        options['list'] = dict()
    options['list'][name] = values



[docs]def setConfig(chute, old, cacheKeys, filepath):
    """
        Helper function used to modify config file of each various setting in /etc/config/
        Returns:
            True: if it modified a file
            False: if it did NOT cause any modifications
    """
    try:
        # First pull out all the cache keys from the @new chute
        newconfigs = []
        for c in cacheKeys:
            t = chute.getCache(c)
            if(t):
                newconfigs += t

        if(len(newconfigs) == 0):
            out.info('no settings to add %r\n' % (chute))
            # We are no longer returning because we need to remove the old configs if necessary
            # return False

        # add comment to each config so we can differentiate between different chute specific configs
        for e in newconfigs:
            c, o = e
            c['comment'] = chute.name

        # Get the old configs from the file for this chuteid

        # Find the config file
        cfgFile = uci.UCIConfig(filepath)

        # Get all the configs that existed in the old version
        # Note we are getting the old configs from the etc/config/ file instead of the chute object
        # This is to improve reliability  - sometimes the file isn't changed it should be
        # because we have reset the board, messed with chutes, etc. and the new/old chuteobjects are identical
        oldconfigs = cfgFile.getChuteConfigs(chute.name)

        if (uci.chuteConfigsMatch(oldconfigs, newconfigs)):
            # configs match, skipping reloading
            return False
        else:
            # We need to make changes so delete old configs, load new configs
            # configs don't match, changing chutes and reloading
            cfgFile.delConfigs(oldconfigs)
            cfgFile.addConfigs(newconfigs)
            cfgFile.save(backupToken="paradrop", internalid=chute.name)
            return True
    except Exception as e:
        out.err('Error: %s\n%s\n' % (str(e), traceback.format_exc()))



[docs]def removeConfigs(chute, cacheKeys, filepath):
    """used to modify config file of each various setting in /etc/config/"""
    try:
        # Find the config file
        cfgFile = uci.UCIConfig(filepath)

        # Get all the configs that existed in the file location
        delconfigs = cfgFile.getChuteConfigs(chute.name)

        for cfg in delconfigs:
            c, o = cfg

            out.warn('CONFIG: %r\nOPTIONS: %r\n' % (c, o))
            cfgFile.delConfig(c, o)

        cfgFile.save(backupToken="paradrop", internalid=chute.name)

    except Exception as e:
        out.err('Error: %s\n%s\n' % (str(e), traceback.format_exc()))



[docs]def restoreConfigFile(chute, configname):
    """
    Restore a system config file from backup.

    This can only be used during a chute update operation to revert changes
    that were made during that update operation.

    configname: name of configuration file ("network", "wireless", etc.)
    """
    filepath = uci.getSystemPath(configname)
    cfgFile = uci.UCIConfig(filepath)
    cfgFile.restore(backupToken="paradrop", saveBackup=False)
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  Source code for paradrop.lib.config.configservice

"""
    configservice module:
        This module is responsible for "poking" the proper host OS services
        to change the host OS config. This would include things like changing
        the networking, DHCP server settings, wifi, etc..
"""
import json

from paradrop.backend.pdconfd import client
from paradrop.lib.utils import uci
from pdtools.lib.output import out


[docs]def reloadQos(update):
    out.warn('TODO implement me\n')

    # leverage osconfig to poke pdconfd to tell it we have made changes
    # to the file specified.


[docs]def reloadAll(update):
    # Note: reloading all config files at once seems safer than individual
    # files because of cross-dependencies.
    statusString = client.reloadAll()

    # Check the status to make sure all configuration sections
    # related to this chute were successfully loaded.
    status = json.loads(statusString)
    for section in status:
        if section['comment'] == update.name:
            if not section['success']:
                out.err("Error installing configuration section {} {}".format(
                        section['type'], section['name']))
                raise Exception("Error preparing host environment for chute")
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  Source code for paradrop.main

'''
Core module. Contains the entry point into Paradrop and establishes all other modules.
Does not implement any behavior itself.
'''

import argparse
import signal

import smokesignal
from twisted.internet import reactor, defer

from pdtools.lib import output, store, riffle, nexus, names
from paradrop.lib import settings
from paradrop.backend.pdfcd import apiinternal


[docs]class Nexus(nexus.NexusBase):

    def __init__(self, mode):
        # Want to change logging functionality? See optional args on the base class and pass them here
        super(Nexus, self).__init__('router', stealStdio=True, mode=mode)

[docs]    def onStart(self):
        super(Nexus, self).onStart()

        # register for new server connections
        smokesignal.on('ServerPerspectiveConnected', self.serverConnected)
        smokesignal.on('ServerPerspectiveDisconnected', self.serverConnected)

        # Create riffle realms
        riffle.portal.addRealm(names.matchers[names.NameTypes.server], riffle.Realm(apiinternal.ServerPerspective))
        riffle.portal.addRealm(names.matchers[names.NameTypes.user], riffle.Realm(apiinternal.ToolsPerspective))

        if not self.provisioned():
            output.out.warn('Router has no keys or identity. Waiting to connect to to server.')
        else:
            reactor.callLater(.1, self.connect)


[docs]    def onStop(self):
        super(Nexus, self).onStop()


[docs]    def serverConnected(self, avatar, realm):
        output.out.info('Server Connected!')


[docs]    def serverDisconnected(self, avatar, realm):
        output.out.warn('Server Disconnected!')
        reactor.callLater(.1, self.connect)


    @defer.inlineCallbacks
[docs]    def connect(self):
        ''' Continuously tries to connect to server '''
        print 'Trying to connect to server...'

        try:
            yield riffle.portal.connect()
        except:
            reactor.callLater(3, self.connect)
            defer.returnValue(True)




[docs]def main():
    p = argparse.ArgumentParser(description='Paradrop API server running on client')
    p.add_argument('-s', '--settings', help='Overwrite settings, format is "KEY:VALUE"',
                   action='append', type=str, default=[])
    p.add_argument('--development', help='Enable the development environment variables',
                   action='store_true')
    p.add_argument('--config', help='Run as the configuration daemon',
                   action='store_true')
    p.add_argument('--unittest', help="Run the server in unittest mode", action='store_true')
    p.add_argument('--verbose', '-v', help='Enable verbose', action='store_true')
    p.add_argument('--mode', '-m', help='Set the mode to one of [development, production, test, local]',
                   action='store', type=str, default='production')

    # Temporary until the mode=local is hooked up
    p.add_argument('--local', '-l', help='Run on local machine', action='store_true')

    args = p.parse_args()

    # Temp- this should go to nexus (the settings portion of it, at least)
    # Change the confd directories so we can run locally
    if args.local:
        settings.PDCONFD_WRITE_DIR = "/tmp/pdconfd"
        settings.UCI_CONFIG_DIR = "/tmp/config"

    # Check for settings to overwrite (MOVE TO NEXUS)
    settings.updateSettings(args.settings)

    # Globally assign the nexus object so anyone else can access it.
    # Sorry, programming gods. If it makes you feel better this class
    # replaces about half a dozen singletons
    nexus.core = Nexus(mode=args.mode)

    if args.config:
        from paradrop.backend import pdconfd

        # Start the configuration daemon
        pdconfd.main.run_pdconfd()

    else:
        from paradrop.backend import pdconfd
        from paradrop.backend import pdfcd

        # Start the configuration service as a thread
        pdconfd.main.run_thread()

        # Now setup the RESTful API server for Paradrop
        pdfcd.server.setup(args)



if __name__ == "__main__":
    main()
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  Source code for paradrop.lib.config.dhcp

from paradrop.lib.config import configservice, uciutils
from paradrop.lib.utils import uci
from pdtools.lib.output import out
from pdtools.lib import pdutils


# Should dnsmasq be used to cache DNS lookup results or should clients send
# their queries directly to specified nameserver(s)?  This question only
# applies if the developer explicitly specified DNS nameservers.  Otherwise,
# dnsmasq acts as a cache and uses whatever nameserver(s) the host
# /etc/resolv.conf file specifies.
DNSMASQ_CACHE_ENABLED = True


[docs]def getVirtDHCPSettings(update):
    """
    Looks at the runtime rules the developer defined to see if they want a dhcp
    server.  If so it generates the data and stores it into the chute cache
    key:virtDHCPSettings.
    """

    interfaces = update.new.getCache('networkInterfaces')
    if interfaces is None:
        return

    dhcpSettings = list()

    for iface in interfaces:
        # Only look at interfaces with DHCP server requested.
        if 'dhcp' not in iface:
            continue
        dhcp = iface['dhcp']

        # Check for required fields.
        res = pdutils.check(dhcp, dict, ['lease', 'start', 'limit'])
        if(res):
            out.warn('DHCP server definition {}\n'.format(res))
            raise Exception("DHCP server definition missing field(s)")

        # NOTE: Having one dnsmasq section for each interface deviates from how
        # OpenWRT does things, where they assume a single instance of dnsmasq
        # will be handling all DHCP and DNS needs.
        config = {'type': 'dnsmasq'}
        options = {}
        uciutils.setList(options, 'interface', [iface['externalIntf']])

        # Optional: developer can pass in a list of DNS nameservers to use
        # instead of the system default.
        #
        # This path -> clients query our dnsmasq server; dnsmasq uses the
        # specified nameservers and caches the results.
        if DNSMASQ_CACHE_ENABLED and 'dns' in dhcp:
            options['noresolv'] = '1'
            uciutils.setList(options, 'server', dhcp['dns'])

        dhcpSettings.append((config, options))

        config = {'type': 'dhcp', 'name': iface['externalIntf']}
        options = {
            'interface': iface['externalIntf'],
            'start': dhcp['start'],
            'limit': dhcp['limit'],
            'leasetime': dhcp['lease'],
        }

        # This option tells clients that the router is the interface inside the
        # chute not the one in the host.
        uciutils.setList(options, 'dhcp_option', ["option:router,{}".format(
                                                    iface['internalIpaddr'])])

        # Optional: developer can pass in a list of DNS nameservers to use
        # instead of the system default.
        #
        # This path -> clients receive the list of DNS servers and query them
        # directly.
        if not DNSMASQ_CACHE_ENABLED and 'dns' in dhcp:
            uciutils.appendListItem(options, 'dhcp_option',
                    ",".join(["option:dns-server"] + dhcp['dns']))

        dhcpSettings.append((config, options))

    update.new.setCache('virtDHCPSettings', dhcpSettings)



[docs]def setVirtDHCPSettings(update):
    """
    Takes a list of tuples (config, opts) and saves it to the dhcp config file.
    """
    changed = uciutils.setConfig(update.new, update.old,
                                 cacheKeys=['virtDHCPSettings'],
                                 filepath=uci.getSystemPath("dhcp"))
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  Source code for paradrop.lib.config.pool

import ipaddress
import itertools

from pdtools.lib.output import out


[docs]class ResourcePool(object):
    def __init__(self, values, numValues):
        """
        Initialize resource pool.

        values - must be iterable, such as a list or generator
        numValues - number of values, since len need not be defined
        """
        self.values = values
        self.numValues = numValues

        self.cycle = itertools.cycle(values)

        self.recentlyReleased = list()
        self.used = set()

[docs]    def next(self):
        if len(self.used) >= self.numValues:
            raise Exception("No items left in pool")

        while len(self.recentlyReleased) > 0:
            item = self.recentlyReleased.pop(0)
            if item not in self.used:
                out.info("Claiming recently released {} from pool {}\n".format(
                         str(item), self.__class__.__name__))
                self.used.add(item)
                return item

        # The for loop puts a limit on the number of iterations that we spend
        # looking for a free subnet.  Passing the check above should imply that
        # there is at least one available item, but we want to be extra
        # careful to avoid a busy loop.
        for i in range(self.numValues):
            item = self.cycle.next()
            if item not in self.used:
                out.info("Claiming new item {} from pool {}\n".format(
                         str(item), self.__class__.__name__))
                self.used.add(item)
                return item

        # There is a bug if we hit this line.
        raise Exception("No items left in pool (BUG)")


[docs]    def release(self, item):
        out.info("Trying to release {} from pool {}\n".format(str(item),
                 self.__class__.__name__))
        if item in self.used:
            self.used.remove(item)
            self.recentlyReleased.append(item)
        else:
            raise Exception("Trying to release unreserved item")


[docs]    def reserve(self, item, strict=True):
        """
        Mark item as used.

        If strict is True, raises an exception if the item is already used.
        """
        out.info("Trying to reserve {} from pool {}\n".format(str(item),
                 self.__class__.__name__))
        if item in self.used:
            if strict:
                raise Exception("Trying to reserve a used item")
        else:
            self.used.add(item)




[docs]class NetworkPool(ResourcePool):
    def __init__(self, network, subnetSize=24):
        """
        network should be a string with network size in slash notation or as a
        netmask (e.g. 192.168.0.0/16 or 192.168.0.0/255.255.0.0).

        subnetSize specifies the size of subnets to create from the given
        network and should be larger than the prefix length of network (e.g.
        from 192.168.0.0/16 we can make 256 /24 subnets).
        """
        self.network = ipaddress.ip_network(unicode(network), strict=False)
        if subnetSize < self.network.prefixlen:
            raise Exception("Invalid subnetSize {} for network {}".format(
                subnetSize, network))

        subnets = self.network.subnets(new_prefix=subnetSize)
        numSubnets = 2 ** (subnetSize - self.network.prefixlen)

        super(NetworkPool, self).__init__(subnets, numSubnets)



[docs]class NumericPool(ResourcePool):
    def __init__(self, digits=4):
        self.digits = digits

        # NOTE: Using base 16 for string representation.  It might be nice to
        # use a larger base ([0-9a-z] would allow base 36) for more possible
        # values for the same length.
        numNames = 16 ** digits
        values = range(numNames)

        super(NumericPool, self).__init__(values, numNames)
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  Source code for paradrop.lib.config.network

import ipaddress
import itertools

from paradrop.lib import settings
from paradrop.lib.config import configservice, uciutils
from paradrop.lib.config.pool import NetworkPool, NumericPool
from paradrop.lib.utils import addresses, uci
from pdtools.lib.output import out
from pdtools.lib import pdutils


MAX_INTERFACE_NAME_LEN = 15


# Pool of addresses available for chutes that request dynamic addressing.
networkPool = NetworkPool(settings.DYNAMIC_NETWORK_POOL)


# Pool of numbers for virtual interfaces.
interfaceNumberPool = NumericPool()


[docs]def reclaimNetworkResources(chute):
    """
    Reclaim network resources for a previously running chute.

    This function only applies to the special case in which pd starts up and
    loads a list of chutes that were running.  This function marks their IP
    addresses and interface names as taken so that new chutes will not use the
    same values.
    """
    interfaces = chute.getCache('networkInterfaces')
    if interfaces is None:
        return
    for iface in interfaces:
        interfaceNumberPool.reserve(iface['extIntfNumber'])
        networkPool.reserve(iface['subnet'])



[docs]def interfaceDefsEqual(iface1, iface2):
    check = ["name", "netType", "internalIntf"]
    for key in check:
        # Note: it would be a bug if key is missing in either definition.
        if iface1[key] != iface2[key]:
            return False
    return True



[docs]def getNetworkConfig(update):
    """
    For the Chute provided, return the dict object of a 100% filled out
    configuration set of network configuration. This would include determining
    what the IP addresses, interfaces names, etc...
    """

    # Notes:
    #
    # Fill in the gaps of knowledge between what the dev provided us in their
    # config and what would be required to add all the config changes to get
    # the chute working By the end of this function there should be a
    # cache:networkInterfaces key containing a list of dictionary objects for
    # each interface we will need to create, including netmasks IP addresses,
    # etc.. this is important to allow all other modules to know what the IP
    # addr is for this chute, etc..
    #
    # old code under lib.internal.chs.chutelxc same function name

    interfaces = list()

    # Put the list in the cache now (shared reference), so that if we fail out
    # of this function after partial completion, the abort function can take
    # care of what made it into the list.
    update.new.setCache('networkInterfaces', interfaces)

    if not hasattr(update.new, 'net'):
        return None

    # Make a dictionary of old interfaces.  Any new interfaces that are
    # identical to an old one do not need to be changed.
    oldInterfaces = dict()
    if update.old is not None:
        cachedInterfaces = update.old.getCache('networkInterfaces')
        oldInterfaces = {iface['name']: iface for iface in cachedInterfaces}

    devices = update.new.getCache('networkDevices')
    devIters = {t: itertools.cycle(devices[t]) for t in devices.keys()}

    for name, cfg in update.new.net.iteritems():
        # First we must check the length of the name string, it cannot be
        # longer then 16-6 This is because the veth pair name for lxc cannot be
        # longer then 16, and we prepend "vc####" to that interface name
        if len(name) > 10:
            out.warn('The network interface name ({}) cannot be longer than '
                     '10 characters.\n'.format(name))
            raise Exception("Interface name too long")

        # Check for required fields.
        res = pdutils.check(cfg, dict, ['intfName', 'type'])
        if res:
            out.warn('Network interface definition {}\n'.format(res))
            raise Exception("Interface definition missing field(s)")

        iface = {
            'name': name,                           # Name (not used?)
            'netType': cfg['type'],                 # Type (wan, lan, wifi)
            'internalIntf': cfg['intfName']         # Interface name in chute
        }

        if iface['name'] in oldInterfaces:
            oldIface = oldInterfaces[iface['name']]
            if interfaceDefsEqual(iface, oldIface):
                # If old interface is the same, then keep it and move on.
                interfaces.append(oldIface)
                continue

        # Try to find a physical device of the requested type.
        #
        # Note: we try this first because it can fail, and then we will not try
        # to allocate any resources for it.
        try:
            device = devIters[cfg['type']].next()
            iface['device'] = device['name']
        except (KeyError, StopIteration):
            out.warn("Request for {} device cannot be fulfilled".
                     format(cfg['type']))
            raise Exception("Missing device(s) requested by chute")

        # Claim a subnet for this interface from the pool.
        subnet = networkPool.next()
        hosts = subnet.hosts()

        # Generate internal (in the chute) and external (in the host)
        # addresses.
        #
        # Example:
        # subnet: 192.168.30.0/24
        # netmask: 255.255.255.0
        # external: 192.168.30.1
        # internal: 192.168.30.2
        iface['subnet'] = subnet
        iface['netmask'] = str(subnet.netmask)
        iface['externalIpaddr'] = str(hosts.next())
        iface['internalIpaddr'] = str(hosts.next())

        # Generate the internal IP address with prefix length (x.x.x.x/y) for
        # convenience of other code that expect that format (e.g. pipework).
        iface['ipaddrWithPrefix'] = "{}/{}".format(
                iface['internalIpaddr'], subnet.prefixlen)

        # Generate initial portion (prefix) of interface name.
        #
        # NOTE: We add a "v" in front of the interface name to avoid triggering
        # the udev persistent net naming rules, which are hard-coded to certain
        # typical strings such as "eth*" and "wlan*" but not "veth*" or
        # "vwlan*".  We do NOT want udev renaming our virtual interfaces.
        iface['extIntfPrefix'] = "v" + iface['device'] + "."
        iface['extIntfNumber'] = interfaceNumberPool.next()

        # Generate a name for the new interface in the host.
        iface['externalIntf'] = "{}{:04x}".format(
            iface['extIntfPrefix'], iface['extIntfNumber'])
        if len(iface['externalIntf']) > MAX_INTERFACE_NAME_LEN:
            out.warn("Interface name ({}) is too long\n".
                     format(iface['externalIntf']))
            raise Exception("Interface name is too long")

        # Add extra fields for WiFi devices.
        if cfg['type'] == "wifi":
            # Check for required fields.
            res = pdutils.check(cfg, dict, ['ssid'])
            if res:
                out.warn('WiFi network interface definition {}\n'.format(res))
                raise Exception("Interface definition missing field(s)")

            iface['ssid'] = cfg['ssid']

            # Optional encryption settings
            #
            # If 'key' is present, but 'encryption' is not, then default to
            # psk2.  If 'key' is not present, and 'encryption' is not none,
            # then we have an error.
            if 'key' in cfg:
                iface['key'] = cfg['key']
                iface['encryption'] = 'psk2'  # default to psk2
            if 'encryption' in cfg:
                iface['encryption'] = cfg['encryption']
                if cfg['encryption'] != "none" and 'key' not in cfg:
                    out.warn("Key field must be defined "
                             "when encryption is enabled.")
                    raise Exception("No key field defined for WiFi encryption")

            # Give a warning if the dhcp block is missing, since it is likely
            # that developers will want a DHCP server to go with their AP.
            if 'dhcp' not in cfg:
                out.warn("No dhcp block found for interface {}; "
                         "will not run a DHCP server".format(name))

        # Pass on DHCP configuration if it exists.
        if 'dhcp' in cfg:
            iface['dhcp'] = cfg['dhcp']

        interfaces.append(iface)

    update.new.setCache('networkInterfaces', interfaces)



[docs]def abortNetworkConfig(update):
    """
    Release resources claimed by chute network configuration.
    """
    # Any interfaces in the cache need to go down, so we will release the
    # interface number and subnet that were allocated to them.
    interfaces = update.new.getCache('networkInterfaces')
    for iface in interfaces:
        interfaceNumberPool.release(iface['extIntfNumber'])
        networkPool.release(iface['subnet'])



[docs]def getOSNetworkConfig(update):
    """
    Takes the network interface obj created by
    NetworkManager.getNetworkConfiguration and returns a properly formatted
    object to be passed to the OpenWrtConfig class.  The object returned is a
    list of tuples (config, options).
    """
    # Notes:
    #
    # Take the cache:networkInterfaces key and generate the UCI specific OS
    # config we need to inact the chute changes, should create a
    # cache:osNetworkConfig key
    #
    # old code under lib.internal.chs.chutelxc same function name

    # Make a dictionary of old interfaces, then remove them as we go
    # through the new interfaces.  Anything remaining should be freed.
    if update.old is not None:
        oldInterfaces = update.old.getCache('networkInterfaces')
        removedInterfaces = {iface['name']: iface for iface in oldInterfaces}
    else:
        removedInterfaces = dict()

    interfaces = update.new.getCache('networkInterfaces')

    osNetwork = list()

    for iface in interfaces:
        # A basic set of things must exist for all interfaces
        config = {'type': 'interface', 'name': iface['externalIntf']}

        # LXC network interfaces are always bridges
        options = {
            'type': "bridge",
            'proto': 'static',
            'ipaddr': iface['externalIpaddr'],
            'netmask': iface['netmask'],
            'ifname': iface['externalIntf']
        }

        # Add to our OS Network
        osNetwork.append((config, options))

        # This interface is still in use.
        if iface['name'] in removedInterfaces:
            del removedInterfaces[iface['name']]

    for iface in removedInterfaces.values():
        # Release the external interface name.
        interfaceNumberPool.release(iface['extIntfNumber'])

        # Release the subnet so another chute can use it.
        networkPool.release(iface['subnet'])

    update.new.setCache('osNetworkConfig', osNetwork)



[docs]def setOSNetworkConfig(update):
    """
    Takes a list of tuples (config, opts) and saves it to the network config
    file.
    """

    # Notes:
    #
    # Takes the config generated (cache:osNetworkConfig) and uses the UCI
    # module to actually push it to the disk
    #
    # old code under lib.internal.chs.chutelxc same function name

    changed = uciutils.setConfig(update.new, update.old,
                                 cacheKeys=['osNetworkConfig'],
                                 filepath=uci.getSystemPath("network"))



[docs]def getVirtNetworkConfig(update):
    out.warn('TODO implement me\n')

    # old code under lib.internal.chs.chutelxc same function name
    # Takes any network specific config and sets up the cache:virtNetworkConfig
    # this would be the place to put anything into HostConfig or the dockerfile
    # we need
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  Source code for paradrop.backend.pdconfd.config.firewall

from .base import ConfigObject
from .command import Command


[docs]class ConfigRedirect(ConfigObject):
    typename = "redirect"

    options = [
        {"name": "src", "type": str, "required": False, "default": None},
        {"name": "src_ip", "type": str, "required": False, "default": None},
        {"name": "src_dip", "type": str, "required": False, "default": None},
        {"name": "src_port", "type": str, "required": False, "default": None},
        {"name": "src_dport", "type": str, "required": False, "default": None},
        {"name": "proto", "type": str, "required": True, "default": "tcpudp"},
        {"name": "dest", "type": str, "required": False, "default": None},
        {"name": "dest_ip", "type": str, "required": False, "default": None},
        {"name": "dest_port", "type": str, "required": False, "default": None},
        {"name": "target", "type": str, "required": False, "default": "DNAT"}
    ]

    def __commands_dnat(self, allConfigs, action):
        """
        Generate DNAT iptables rules.
        """
        commands = list()

        src_zone = self.lookup(allConfigs, "zone", self.src)

        # Special cases:
        # None->skip protocol and port arguments,
        # tcpudp->[tcp, udp]
        if self.proto is None:
            protocols = [None]
        elif self.proto == "tcpudp":
            protocols = ["tcp", "udp"]
        else:
            protocols = [self.proto]

        for interface in src_zone.interfaces(allConfigs):
            for proto in protocols:
                cmd = ["iptables", "--table", "nat",
                       action, "PREROUTING",
                       "--in-interface", interface.ifname]

                if self.src_ip is not None:
                    cmd.extend(["--source", self.src_ip])
                if self.src_dip is not None:
                    cmd.extend(["--destination", self.src_dip])
                if proto is not None:
                    cmd.extend(["--proto", proto])
                    if self.src_port is not None:
                        cmd.extend(["--sport", self.src_port])
                    if self.src_dport is not None:
                        cmd.extend(["--dport", self.src_dport])

                if self.dest_ip is not None:
                    if self.dest_port is not None:
                        cmd.extend(["--jump", "DNAT", "--to-destination",
                                    "{}:{}".format(
                                        self.dest_ip, self.dest_port)])
                    else:
                        cmd.extend(["--jump", "DNAT", "--to-destination",
                                   self.dest_ip])
                elif self.dest_port is not None:
                    cmd.extend(["--jump", "REDIRECT", "--to-port",
                               self.dest_port])

                cmd.extend(["--match", "comment", "--comment",
                            "pdconfd {} {}".format(self.typename, self.name)])

                commands.append(Command(Command.PRIO_ADD_IPTABLES, cmd, self))

        return commands

    def __commands_snat(self, allConfigs, action):
        """
        Generate SNAT iptables rules.
        """
        commands = list()
        # TODO: implement SNAT rules
        return commands

[docs]    def commands(self, allConfigs):
        if self.target == "DNAT":
            commands = self.__commands_dnat(allConfigs, "--insert")
        elif self.target == "SNAT":
            commands = self.__commands_snat(allConfigs, "--insert")
        else:
            commands = list()

        self.manager.forwardingCount += 1
        if self.manager.forwardingCount == 1:
            cmd = ["sysctl", "--write",
                   "net.ipv4.conf.all.forwarding=1"]
            commands.append(Command(Command.PRIO_ADD_IPTABLES, cmd, self))

        return commands


[docs]    def undoCommands(self, allConfigs):
        if self.target == "DNAT":
            commands = self.__commands_dnat(allConfigs, "--delete")
        elif self.target == "SNAT":
            commands = self.__commands_snat(allConfigs, "--delete")
        else:
            commands = list()

        self.manager.forwardingCount -= 1
        if self.manager.forwardingCount == 0:
            cmd = ["sysctl", "--write",
                   "net.ipv4.conf.all.forwarding=0"]
            commands.append(Command(Command.PRIO_ADD_IPTABLES, cmd, self))

        return commands




[docs]class ConfigZone(ConfigObject):
    typename = "zone"

    options = [
        {"name": "name", "type": str, "required": True, "default": None},
        {"name": "network", "type": list, "required": False, "default": None},
        {"name": "masq", "type": bool, "required": False, "default": False},
        {"name": "input", "type": str, "required": False, "default": "DROP"},
        {"name": "forward", "type": str, "required": False, "default": "DROP"},
        {"name": "output", "type": str, "required": False, "default": "DROP"}
    ]

[docs]    def interfaces(self, allConfigs):
        """
        List of interfaces in this zone (generator).
        """
        if self.network is not None:
            for networkName in self.network:
                # Look up the interface - may fail.
                interface = self.lookup(allConfigs, "interface", networkName)
                yield interface


    def __commands_iptables(self, allConfigs, action):
        commands = list()

        if self.masq:
            for interface in self.interfaces(allConfigs):
                cmd = ["iptables", "--table", "nat",
                       action, "POSTROUTING",
                       "--out-interface", interface.ifname,
                       "--jump", "MASQUERADE",
                       "--match", "comment", "--comment",
                       "pdconfd {} {}".format(self.typename, self.name)]
                commands.append(Command(Command.PRIO_ADD_IPTABLES, cmd, self))

        return commands

[docs]    def commands(self, allConfigs):
        commands = self.__commands_iptables(allConfigs, "--insert")

        if self.masq:
            self.manager.forwardingCount += 1
            if self.manager.forwardingCount == 1:
                cmd = ["sysctl", "--write",
                       "net.ipv4.conf.all.forwarding=1"]
                commands.append(Command(Command.PRIO_ADD_IPTABLES, cmd, self))

        return commands


[docs]    def undoCommands(self, allConfigs):
        commands = self.__commands_iptables(allConfigs, "--delete")

        if self.masq:
            self.manager.forwardingCount -= 1
            if self.manager.forwardingCount == 0:
                cmd = ["sysctl", "--write",
                       "net.ipv4.conf.all.forwarding=0"]
                commands.append(Command(Command.PRIO_ADD_IPTABLES, cmd, self))
        return commands
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  Source code for paradrop.backend.pdconfd.config.base

[docs]class ConfigObject(object):
    nextId = 0
    typename = None
    options = []

    def __init__(self):
        self.id = ConfigObject.nextId
        ConfigObject.nextId += 1

        self.source = None
        self.name = "s{:08x}".format(self.id)
        self.comment = None
        self.dependents = set()

        # Will be a running list of commands executed by request of this config
        # object.
        self.executed = list()

        for option in self.options:
            setattr(self, option['name'], option['default'])

    def __hash__(self):
        return hash(self.getTypeAndName())

    def __repr__(self):
        return "{}({}:{}:{})".format(self.__class__.__name__,
                                     self.source, self.typename, self.name)

    def __str__(self):
        return "{}:{}".format(self.typename, self.name)

[docs]    def addDependent(self, dep):
        self.dependents.add(dep)


[docs]    def commands(self, allConfigs):
        """
        Return a list of commands to execute.

        Each one is a Command object.
        """
        return []


[docs]    def getTypeAndName(self):
        """
        Return tuple (section type, section name).
        """
        return (self.typename, self.name)


[docs]    def lookup(self, allConfigs, sectionType, sectionName, addDependent=True):
        """
        Look up a section by type and name.

        If addDependent is True (default), the current object will be added as
        a dependent of the found section.

        Will raise an exception if the section is not found.
        """
        config = allConfigs[(sectionType, sectionName)]
        if addDependent:
            config.addDependent(self)
        return config


[docs]    def undoCommands(self, allConfigs):
        """
        Return a list of commands to execute.

        Each one is a Command object.
        """
        return []


[docs]    def optionsMatch(self, other):
        """
        Test equality of config sections by comparing option values.
        """
        if not isinstance(other, self.__class__):
            return False
        for opdef in self.options:
            if getattr(self, opdef['name']) != getattr(other, opdef['name']):
                return False
        return True


    @classmethod
[docs]    def build(cls, manager, source, name, options, comment):
        """
        Build a config object instance from the UCI section.

        Arguments:
        source -- file containing this configuration section
        name -- name of the configuration section
                If None, a unique name will be generated.
        options -- dictionary of options loaded from the section
        comment -- comment string or None
        """
        obj = cls()
        obj.manager = manager
        obj.source = source
        obj.comment = comment

        if name is not None:
            obj.name = name

        for opdef in cls.options:
            found = False

            if opdef['type'] == list:
                if "list" in options and opdef['name'] in options['list']:
                    value = options['list'][opdef['name']]
                    found = True
                elif opdef['name'] in options:
                    # Sometimes we expect a list but get a single value instead.
                    # Example:
                    #   ...
                    #   option network 'lan'
                    #   ...
                    # instead of
                    #   ...
                    #   list network 'lan'
                    #   ...
                    value = [options[opdef['name']]]
                    found = True
            elif opdef['type'] == bool:
                if opdef['name'] in options:
                    value = options[opdef['name']] != '0'
                    found = True
            else:
                if opdef['name'] in options:
                    value = opdef['type'](options[opdef['name']])
                    found = True

            if not found:
                if opdef['required']:
                    raise Exception("Missing required option {} in {}:{}:{}".format(
                        opdef['name'], source, cls.typename, name))
                else:
                    value = opdef['default']

            setattr(obj, opdef['name'], value)

        return obj
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  Source code for paradrop.backend.pdconfd.main

"""
This module listens for D-Bus messages and triggers reloading of configuration
files.  This module is the service side of the implementation.  If you want to
issue reload commands to the service, see the client.py file instead.

Operation:
    - When triggered, read in UCI configuration files.
    - Pass sections off to appropriate handlers (interface, etc.).
    - Perform some validation (check for required options).
    - Emit commands (start/stop daemon, ip, iw, etc.) into a queue.
    - Issue commands, maybe rollback on failure.
    - Update known state of the system.

Reference:
http://excid3.com/blog/an-actually-decent-python-dbus-tutorial/
"""
import atexit
import sys

from twisted.internet import reactor, defer
from txdbus import client, objects, error
from txdbus.interface import DBusInterface, Method
from paradrop.lib import settings

from .config.manager import ConfigManager

service_name = "com.paradrop.config"
service_path = "/"


[docs]class ConfigService(objects.DBusObject):
    dbusInterfaces = [
        DBusInterface(service_name,
                      Method("Reload", arguments="s", returns="s"),
                      Method("ReloadAll", returns="s"),
                      Method("Test", returns="b"),
                      Method("UnloadAll", returns="b"),
                      Method("WaitSystemUp", returns="s"))
    ]

    configManager = None

    def __init__(self):
        super(ConfigService, self).__init__(service_path)

[docs]    def dbus_Reload(self, name):
        return ConfigService.configManager.loadConfig(name)


[docs]    def dbus_ReloadAll(self):
        return ConfigService.configManager.loadConfig()


[docs]    def dbus_Test(self):
        return True


[docs]    def dbus_UnloadAll(self):
        return ConfigService.configManager.unload()


[docs]    def dbus_WaitSystemUp(self):
        return ConfigService.configManager.waitSystemUp()




@defer.inlineCallbacks
[docs]def listen():
    service = ConfigService()

    # Things get messy if pdconfd is restarted with running chutes.  Then it
    # will try to reconfigure the system.  One easy solution is to unload the
    # configuration before exiting.
    reactor.addSystemEventTrigger('before', 'shutdown',
                                  ConfigService.configManager.unload)

    # Now load all of the configuration for the first time.
    ConfigService.configManager.loadConfig()

    try:
        conn = yield client.connect(reactor, busAddress="system")
        conn.exportObject(service)
        yield conn.requestBusName(service_name)
    except error.DBusException as e:
        print("Failed to export DBus object: {}".format(e))

#        raise e


[docs]def run_thread():
    """
    Start pdconfd service as a thread.

    This function schedules pdconfd to run as a thread and returns immediately.
    """
    print settings.PDCONFD_WRITE_DIR
    ConfigService.configManager = ConfigManager(settings.PDCONFD_WRITE_DIR)
    reactor.callFromThread(listen)



[docs]def run_pdconfd():
    """
    Start pdconfd daemon.

    This enters the pdconfd main loop.
    """
    print settings.PDCONFD_WRITE_DIR
    ConfigService.configManager = ConfigManager(settings.PDCONFD_WRITE_DIR)
    reactor.callWhenRunning(listen)
    reactor.run()


if __name__ == "__main__":
    run_pdconfd()
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  Source code for paradrop.lib.api.pdapi

import random, math

[docs]class PDAPIError(Exception):
    """
        Exception class related to ParaDrop API calls.
    """
    def __init__(self, etype, msg):
        self.etype = etype
        self.msg = msg
    
    def __str__(self):
        return "PDAPIError %s: %s" % (self.etype, self.msg)



[docs]def isPDError(code):
    """Checks all Paradrop API error codes, if the HTTP code is in our set it is assumed a PDAPI error."""
    if(code in RESP_MSG.keys()):
        return True
    else:
        return False


OK = 200
ERR_BADPARAM = 400
ERR_TOKEXPIRE = 401
ERR_BADFORMAT = 402
ERR_BADAUTH = 403
ERR_THRESHOLD = 404
ERR_BADMETHOD = 405
ERR_BADIO=406
ERR_BADPATH=407
ERR_CONTACTPD = 501
ERR_DBISSUE = 502
ERR_STATECHANGE = 503
ERR_CHUTESTATE = 504
ERR_UPDATEPENDING = 505
ERR_NOSTATUS = 506
ERR_RESETPENDING = 507
ERR_CHUTEINVALID = 508
ERR_UNIMPLEMENTED = 599

RESP_MSG = {
  OK: None,
  ERR_BADPARAM: "Bad parameter: %s",
  ERR_TOKEXPIRE: "Token expired",
  ERR_BADFORMAT: "Bad format",
  ERR_BADAUTH: "Bad authorization",
  ERR_THRESHOLD: "Access limited due to threshold",
  ERR_BADMETHOD: "Bad method type",
  ERR_BADIO: "Bad IO",
  ERR_BADPATH: "Path not found",
  ERR_CONTACTPD: "Contact Paradrop, ERRORTOKEN: %s",
  ERR_DBISSUE: "Issue with database, please try again",
  ERR_STATECHANGE: "Bad state transition",
  ERR_CHUTESTATE: "Cannot make change with chute in its current state",
  ERR_UPDATEPENDING: "Action already pending for Chute",
  ERR_NOSTATUS: "No status data available, either none exists or bad authorization",
  ERR_RESETPENDING: "Reset already pending for AP",
  ERR_CHUTEINVALID: "Cannot make change, chute would become invalid",
  ERR_UNIMPLEMENTED: "Function unimplemented yet",
}


[docs]def getResponse(code, *args):
    """Designed to be called to provide the arguments for the Request.setResponseCode()"""
    if(len(args) == 0):
        return code, RESP_MSG[code]
    else:
        return code, RESP_MSG[code] % (args)


[docs]def getErrorToken():
    """Generates a random string which is used to match client issues with log output."""
    return '%010d' % int(random.getrandbits(32))
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  Source code for paradrop.backend.pdconfd.client

import threading

from twisted.internet import reactor, defer
from txdbus import client, error

from .main import ConfigService, service_name, service_path
from pdtools.lib.output import out


@defer.inlineCallbacks
[docs]def callDeferredMethod(method, *args):
    try:
        conn = yield client.connect(reactor, busAddress="system")
        robj = yield conn.getRemoteObject(service_name, service_path)
        result = yield robj.callRemote(method, *args)
        defer.returnValue(result)
    except error.DBusException as e:
        out.err("D-Bus error: {}".format(e))
        pass



[docs]class Blocking(object):

    """
    Uses threading.Event to implement blocking on a twisted deferred object.

    The wait method will wait for its completion and return its result.

    Dear Lance. I hope you stub your toe.
    """

    def __init__(self, deferred):
        self.event = threading.Event()
        self.result = None
        deferred.addCallback(self.unlock)

[docs]    def unlock(self, result):
        self.result = result
        self.event.set()


[docs]    def wait(self):
        # Try to detect if we are in the reactor main thread.  If we are,
        # blocking here will prevent unlock from ever being called.
        if threading.currentThread().getName() == "MainThread":
            raise Exception("Blocking in reactor main thread")
        self.event.wait()
        return self.result




[docs]def reloadAll(dbus=False):
    """
    Reload all files from the system configuration directory.

    This function blocks until the request completes.  On completion it returns
    a status string, which is a JSON list of loaded configuration sections with
    a 'success' field.  For critical errors such as failure to connect to the
    D-Bus service, it will return None.
    """
    if dbus:
        d = callDeferredMethod("ReloadAll")
        blocking = Blocking(d)
        return blocking.wait()
    else:
        return ConfigService.configManager.loadConfig()



[docs]def reload(path, dbus=False):
    """
    Reload file(s) specified by path.

    This function blocks until the request completes.  On completion it returns
    a status string, which is a JSON list of loaded configuration sections with
    a 'success' field.  For critical errors such as failure to connect to the
    D-Bus service, it will return None.
    """
    if dbus:
        d = callDeferredMethod("Reload", path)
        blocking = Blocking(d)
        return blocking.wait()
    else:
        return ConfigService.configManager.loadConfig(path)



[docs]def waitSystemUp(dbus=False):
    """
    Wait for the configuration daemon to finish its first load.

    This function blocks until the request completes.  On completion it returns
    a status string, which is a JSON list of loaded configuration sections with
    a 'success' field.  For critical errors such as failure to connect to the
    D-Bus service, it will return None.
    """
    if dbus:
        d = callDeferredMethod("WaitSystemUp")
        blocking = Blocking(d)
        return blocking.wait()
    else:
        return ConfigService.configManager.waitSystemUp()
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  Source code for paradrop.lib.api.pdrest


# TODO add original licensing for this, don't remember where it came from

import re
from itertools import ifilter
from functools import wraps
from twisted.web.resource import Resource
from twisted.web.resource import NoResource
# DFW: I think this is old: from twisted.web.error import NoResource
from zope.interface.advice import addClassAdvisor
from twisted.web.server import NOT_DONE_YET

from pdtools.lib.output import out
from pdtools.lib.pdutils import str2json, explode
from paradrop.lib import settings


[docs]def method_factory_factory(method):
    def factory(regex):
        _f = {}

        def decorator(f):
            _f[f.__name__] = f
            return f

        def advisor(cls):
            def wrapped(f):
                def __init__(self, *args, **kwargs):
                    f(self, *args, **kwargs)
                    for func_name in _f:
                        orig = _f[func_name]
                        func = getattr(self, func_name)
                    if func.im_func == orig:
                        self.register(method, regex, func)
                return __init__
            cls.__init__ = wrapped(cls.__init__)
            return cls
        addClassAdvisor(advisor)
        return decorator
    return factory


ALL = method_factory_factory('ALL')
GET = method_factory_factory('GET')
POST = method_factory_factory('POST')
PUT = method_factory_factory('PUT')
DELETE = method_factory_factory('DELETE')


class _FakeResource(Resource):
    _result = ''
    isLeaf = True

    def __init__(self, result):
        Resource.__init__(self)
        self._result = result

    def render(self, request):
        return self._result


[docs]def maybeResource(f):
    @wraps(f)
    def inner(*args, **kwargs):
        result = f(*args, **kwargs)
        if not isinstance(result, Resource):
            result = _FakeResource(result)
        return result
    return inner



[docs]class APIResource(Resource):

    _registry = None

    def __init__(self, *args, **kwargs):
        Resource.__init__(self, *args, **kwargs)
        self._registry = []

    def _get_callback(self, request):
        filterf = lambda t: t[0] in (request.method, 'ALL')
        for m, r, cb in ifilter(filterf, self._registry):
            result = r.search(request.path)
            if result:
                return cb, result.groupdict()
        return None, None

[docs]    def register(self, method, regex, callback):
        self._registry.append((method, re.compile(regex), callback))


[docs]    def unregister(self, method=None, regex=None, callback=None):
        if regex is not None: regex = re.compile(regex)
        for m, r, cb in self._registry[:]:
            if not method or (method and m == method):
                if not regex or (regex and r == regex):
                    if not callback or (callback and cb == callback):
                        self._registry.remove((m, r, cb))


[docs]    def getChild(self, name, request):
        r = self.children.get(name, None)
        if r is None:
            # Go into the thing
            callback, args = self._get_callback(request)
            if callback is None:
                return NoResource()
            else:
                return maybeResource(callback)(request, **args)
        else:
            return r




[docs]class APIPackage():

    """
    This is a class that wrap up the input and return value of API
    The input arguments will be in the inputArgs as a dict
    Result is True means the API return success
    Result is False means the API return failure
    Result is None means the API return NOT_YET_DONE
    """

    def __init__(self, request):
        self.request = request
        # input values to the API
        self.inputArgs = {}
        # Return values from API
        self.result = True
        # On success
        self.returnVal = None
        # On failure
        self.errType = None
        self.errMsg = None
        self.countFailure = True
        # On NOT_YET_DONE

[docs]    def setSuccess(self, returnVal):
        self.result = True
        self.returnVal = returnVal


[docs]    def setFailure(self, errType, errMsg=None, countFailure=True):
        self.result = False
        self.errType = errType
        self.errMsg = errMsg
        self.countFailure = countFailure


[docs]    def setNotDoneYet(self):
        self.result = None




[docs]def APIDecorator(admin=False, permission=None, requiredArgs=[], optionalArgs=[]):
    """
        The decorator for the API functions to make the API functions focus on their job.
        This decorator do the following things:
            * Set HTTP header
            * Get some common values like ip, tictoc
            * Do the preprocess
            * Extract arguments from HTTP body and put them into APIPackage
            * Get devid if token is shown and put devid into APIPackage
            * Check admin authorization if devid is shown and admin argument is set to be true
            * Do the failprocess if fails. Do the postProcess if success
        This decorator will pass an APIPackage to an API function and the API function is supposed to put return value into the API package
        Arguments:
            * admin: if the function needs admin authority to call
            * requiredArgs: the required arguments for this API, this wrapper will parse the required args from HTTP body and check if they exist in the body.
            * optionalArgs: the optional arguments for this API, the args will be parsed from HTTP body
            * permission: choose from None, "AP Owner", "Chute Owner"
        TODO: 
            1.Permission
                * multiple permission/multiple level of permission??
                * More permissions: such as Vnet Owner, Group Owner
    """
    def realDecorator(func):
        def wrapper(theSelf, request, *args, **kwargs):
            tictoc = 0  # theSelf.perf.tic()
            ip = '0.0.0.0'  # TODO getIP(request)
            out.verbose('HTTP request from IP %s\n' % (ip))
            request.setHeader('Access-Control-Allow-Origin', settings.PDFCD_HEADER_VALUE)

            apiPackage = APIPackage(request)
            # Extract required arguments
            if(requiredArgs or optionalArgs):
                body = str2json(request.content.read())
            if(requiredArgs):
                required = explode(body, *requiredArgs)
                for idx, arg in enumerate(requiredArgs):
                    # Check if required arg exist
                    if(required[idx] is None):
                        return theSelf.rest.failprocess(ip, request, (ip, theSelf.rest.clientFailures), "Malformed Body: %s", (tictoc, None), pdapi.ERR_BADPARAM)
                    # If exist put it into the apiPackage
                    apiPackage.inputArgs[arg] = required[idx]

            # Extract optional arguments
            if(optionalArgs):
                optional = explode(body, *optionalArgs)
                for idx, arg in enumerate(optionalArgs):
                    if(optional[idx]):
                        apiPackage.inputArgs[arg] = optional[idx]

            #######################################################################################
            # Make the real function call
            #######################################################################################
            func(theSelf, apiPackage, *args, **kwargs)

            # NOT_DONE_YET
            if(apiPackage.result is None):
                return NOT_DONE_YET
            # SUCCESS
            elif(apiPackage.result is True):
                theSelf.rest.postprocess(request, failureKey, failureDict, (tictoc, ip, devid))
                return apiPackage.returnVal
            # FAILURE
            else:
                errMsg = apiPackage.errMsg
                errType = apiPackage.errType
                if(apiPackage.countFailure):
                    return theSelf.rest.failprocess(ip, request, (failureKey, failureDict), errMsg, (tictoc, devid), errType)
                else:
                    return theSelf.rest.failprocess(ip, request, None, errMsg, (tictoc, devid), errType)

        return wrapper
    return realDecorator
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  Source code for paradrop.backend.pdconfd.config.command

import subprocess

from pdtools.lib.output import out

[docs]class Command(object):
    # Command priorities, lower numbers executed first.
    PRIO_CREATE_IFACE = 10
    PRIO_CONFIG_IFACE = 20
    PRIO_START_DAEMON = 30
    PRIO_ADD_IPTABLES = 40
    PRIO_DELETE_IFACE = 50

    def __init__(self, priority, command, parent=None):
        """
        Construct command object.

        priority: integer value, should be one of the PRIO_* constants
        command: array of strings specifying command and arguments
        parent: parent object (should be ConfigObject subclass)
        """
        self.priority = priority
        self.command = command
        self.parent = parent

        # These are set after execute completes.
        self.pid = None
        self.result = None

    def __str__(self):
        return " ".join(self.command)

[docs]    def execute(self):
        try:
            proc = subprocess.Popen(self.command)
            self.pid = proc.pid
            self.result = proc.wait()
            out.info('Command "{}" returned {}\n'.format(
                     " ".join(self.command), self.result))
        except OSError as e:
            out.info('Command "{}" raised exception {}\n'.format(
                     " ".join(self.command), e))
            self.result = e

        if self.parent is not None:
            self.parent.executed.append(self)

        return (self.result == 0)


[docs]    def success(self):
        """
        Returns True if the command was successfully executed.
        """
        return (self.result == 0)
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  Source code for paradrop.backend.pdconfd.config.manager

import heapq
import json
import os
import subprocess
import threading

from pdtools.lib.output import out
from paradrop.lib import settings
from paradrop.lib.utils import pdosq
from paradrop.lib.utils.uci import UCIConfig, getSystemConfigDir

# Import all of the modules defining section types, so that all subclasses of
# ConfigObject are known.
from . import dhcp
from . import firewall
from . import network
from . import wireless

from .base import ConfigObject


# Map of type names to the classes that handle them.
configTypeMap = dict()
for cls in ConfigObject.__subclasses__():
    configTypeMap[cls.typename] = cls

# WRITE_DIR = settings.PDCONFD_WRITE_DIR
""" Directory for daemon configuration files, PID files, etc. """


[docs]def findConfigFiles(search=None):
    """
    Look for and return a list of configuration files.

    The behavior depends on whether the search argument is a file, a directory,
    or None.

    If search is None, return a list of files in the system config directory.
    If search is a file name (not a path), look for it in the working directory
    first, and the system directory second.  If search is a full path to a
    file, and it exists, then return that file.  If search is a directory,
    return the files in that directory.
    """
    if search is None:
        search = getSystemConfigDir()

    files = list()
    if os.path.isfile(search):
        files.append(search)
    elif os.path.isdir(search):
        for fn in os.listdir(search):
            path = "{}/{}".format(search, fn)
            files.append(path)
    else:
        path = "{}/{}".format(CONFIG_DIR, search)
        if os.path.isfile(path):
            files.append(path)

    return files



[docs]def sortCommands(commands):
    """
    Return commands in order by priority.

    The input should be a list of command objects.  The output will be just the
    command part in order according to priority (ascending).  For ties, the
    order from the original list is maintained.
    """
    result = list()

    n = len(commands)
    for cmd in commands:
        # This math (n * prio + i) ensures that the commands are sorted by
        # priority level first, and by order added within each priority level.
        # This is functionally identical to keeping separate FIFO queues for
        # each priority level.  It is just nicer to deal with a single command
        # queue than a bunch of them.
        i = len(result)
        heapq.heappush(result, (n * cmd.priority + i, cmd))

    while len(result) > 0:
        prio, cmd = heapq.heappop(result)
        yield cmd



[docs]class ConfigManager(object):

    def __init__(self, writeDir):
        self.writeDir = writeDir

        # Make sure directory exists.
        pdosq.makedirs(writeDir)

        self.previousCommands = list()
        self.currentConfig = dict()
        self.nextSectionId = 0

        # Number of objects requiring IP forwarding.
        # If >0, we need to enable system-wide.
        # If ==0, we can probably disable.
        self.forwardingCount = 0

        # Allow threads to wait for first load to complete.  This will be set
        # after the first load completes and will remain set thereafter.
        self.systemUp = threading.Event()

[docs]    def changingSet(self, files):
        """
        Return the sections from the current configuration that may have
        changed.

        This checks which sections from the current configuration came from
        files in the given file list.  These are sections that may be changed
        or removed when we reload the files.
        """
        out = set()
        files = set(files)
        for config in self.currentConfig.values():
            if config.source in files:
                out.add(config)
        return out


[docs]    def getPreviousCommands(self):
        """
        Get the most recent command list.
        """
        return sortCommands(self.previousCommands)


[docs]    def execute(self, commands):
        for cmd in sortCommands(commands):
            cmd.execute()


[docs]    def findMatchingConfig(self, config, byName=False):
        """
        Check the current config for an identical section.

        Returns the matching object or None.
        """
        # First try by name (faster).
        key = config.getTypeAndName()

        if key in self.currentConfig:
            oldConfig = self.currentConfig[key]
            if byName:
                return oldConfig
            if config.optionsMatch(oldConfig):
                return oldConfig

        # Loop over them and check by content.
        for oldConfig in self.currentConfig.values():
            if config.optionsMatch(oldConfig):
                return oldConfig

        return None


[docs]    def loadConfig(self, search=None, execute=True):
        """
        Load configuration files and apply changes to the system.

        We process the configuration files in sections.  Each section
        corresponds to an interface, firewall rule, DHCP server instance, etc.
        Each time we reload configuration files after the initial time, we
        check for changes against the current configuration.  Here is the
        decision tree for handling differences in the newly loaded
        configuration vs. the existing configuration:

        Section exists in current config (by type and name)?
         - No -> Add section, apply changes, and stop.
         - Yes -> Continue.
        Section is identical to the one in the current config (by option
        values)?
         - No -> Revert current section, mark any affected dependents,
                 add new section, apply changes, and stop.
         - Yes -> Continue.
        Section has not changed but one of its dependencies has?
         - No -> Stop.
         - Yes -> Revert current section, mark any affected dependents,
                  add new section, apply changes, and stop.
        """
        # Map (type, name) -> config
        allConfigs = dict(self.currentConfig)

        # Manage sets of configuration sections.
        # newConfigs: completely new or new versions of existing sections.
        # affectedConfigs: sections that are affected due to dependency
        # changing.
        # undoConfigs: old sections that need to be undone before proceeding.
        newConfigs = set()
        affectedConfigs = set()
        undoConfigs = set()

        # Final list of commands to execute.
        commands = list()

        files = findConfigFiles(search)

        # We will remove things from this set as we find them in the new
        # configuration files.  Anything that remains at the end must have been
        # deleted from its source file.
        deletionSet = self.changingSet(files)

        for config in self.readConfig(files):
            # Check if the section already exists in identical form
            # in our current configuration.
            matchByContent = self.findMatchingConfig(config, byName=False)
            matchByName = self.findMatchingConfig(config, byName=True)

            # If we found anything that matches, then the existing config
            # section should not be deleted.
            if matchByContent in deletionSet:
                deletionSet.remove(matchByContent)
            if matchByName in deletionSet:
                deletionSet.remove(matchByName)

            # If an existing section is identical (in content), we have
            # no new work to do for this section.
            if matchByContent is None:
                if matchByName is not None:
                    # Old section will need to be undone appropriately.
                    undoConfigs.add(matchByName)

                    # Keep track of sections that may be affected by this
                    # one's change.
                    affectedConfigs.update(matchByName.dependents)

                # If it did not exist or is different, add it to our queue
                # of sections to execute.
                newConfigs.add(config)
                allConfigs[config.getTypeAndName()] = config

        # Items from the deletion set should be deleted from memory as well as
        # have their changes undone.
        for config in deletionSet:
            del allConfigs[config.getTypeAndName()]
            undoConfigs.add(config)

        # Generate list of commands to implement configuration.
        for config in affectedConfigs:
            commands.extend(config.undoCommands(self.currentConfig))
        for config in undoConfigs:
            commands.extend(config.undoCommands(self.currentConfig))
        for config in newConfigs:
            commands.extend(config.commands(allConfigs))
        for config in affectedConfigs:
            commands.extend(config.commands(allConfigs))

        # Finally, execute the commands.
        if execute:
            self.execute(commands)

        self.previousCommands = commands
        self.currentConfig = allConfigs

        # Wake up anything that was waiting for the first load to complete.
        self.systemUp.set()

        return self.statusString()


[docs]    def readConfig(self, files):
        """
        Load configuration files and return configuration objects.

        This method only loads the configuration files without making any
        changes to the system and returns configuration objects as a generator.
        """
        # Keep track of headers (section type and name) that have been
        # processed so far.  The dictionary maps them to filename, so that we
        # can print a useful warning message about duplicates.
        usedHeaders = dict()

        for fn in files:
            out.info("Reading file {}\n".format(fn))

            uci = UCIConfig(fn)
            config = uci.readConfig()

            for section, options in config:
                # Sections differ in where they put the name, if they have one.
                if "name" in section:
                    name = section['name']
                elif "name" in options:
                    name = options['name']
                else:
                    name = None

                # Get section comment string (optional, but Paradop uses it).
                comment = section.get('comment', None)

                try:
                    cls = configTypeMap[section['type']]
                except:
                    out.warn("Unsupported section type {} in {}\n".format(
                        section['type'], fn))
                    continue

                try:
                    obj = cls.build(self, fn, name, options, comment)
                except:
                    out.warn("Error building object from section {}:{} in "
                             "{}\n".format(section['type'], name, fn))
                    continue

                key = obj.getTypeAndName()
                if key in usedHeaders:
                    out.warn("Section {}:{} from {} overrides section in "
                             "{}\n".format(section['type'], name, fn,
                                           usedHeaders[key]))
                usedHeaders[key] = fn

                yield obj


[docs]    def statusString(self):
        """
        Return a JSON string representing status of the system.

        The format will be a list of dictionaries.  Each dictionary
        corresponds to a configuration block and contains at the following
        fields.

        type: interface, wifi-device, etc.
        name: name of the section (may be autogenerated for some configs)
        comment: comment from the configuration file or None
        success: True if all setup commands succeeded
        """
        status = list()
        for key, config in self.currentConfig.iteritems():
            success = all(cmd.success() for cmd in config.executed)
            configStatus = {
                'type': config.typename,
                'name': config.name,
                'comment': config.comment,
                'success': success
            }
            status.append(configStatus)
        return json.dumps(status)


[docs]    def unload(self, execute=True):
        commands = list()

        for config in self.currentConfig.values():
            commands.extend(config.undoCommands(self.currentConfig))

        # Finally, execute the commands.
        if execute:
            self.execute(commands)

        self.previousCommands = commands
        self.currentConfig = dict()
        return True


[docs]    def waitSystemUp(self):
        """
        Wait for the first load to complete and return system status string.
        """
        self.systemUp.wait()
        return self.statusString()
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  Source code for paradrop.backend.pdconfd.config.network

from .base import ConfigObject
from .command import Command


[docs]class ConfigInterface(ConfigObject):
    typename = "interface"

    options = [
        {"name": "proto", "type": str, "required": True, "default": None},
        {"name": "ifname", "type": str, "required": True, "default": None},
        {"name": "enabled", "type": bool, "required": False, "default": True},
        {"name": "ipaddr", "type": str, "required": False, "default": None},
        {"name": "netmask", "type": str, "required": False, "default": None}
    ]

[docs]    def commands(self, allConfigs):
        commands = list()
        if self.proto == "static":
            cmd = ["ip", "addr", "flush", "dev", self.ifname]
            commands.append(Command(Command.PRIO_CONFIG_IFACE, cmd, self))

            cmd = ["ip", "addr", "add",
                   "{}/{}".format(self.ipaddr, self.netmask),
                   "dev", self.ifname]
            commands.append(Command(Command.PRIO_CONFIG_IFACE, cmd, self))

            updown = "up" if self.enabled else "down"
            cmd = ["ip", "link", "set", "dev", self.ifname, updown]
            commands.append(Command(Command.PRIO_CONFIG_IFACE, cmd, self))

        return commands


[docs]    def undoCommands(self, allConfigs):
        commands = list()
        if self.proto == "static":
            # Remove the IP address that we added.
            cmd = ["ip", "addr", "del",
                   "{}/{}".format(self.ipaddr, self.netmask),
                   "dev", self.ifname]
            commands.append(Command(Command.PRIO_CONFIG_IFACE, cmd, self))

        return commands
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  Source code for paradrop.backend.pdfcd.server

####################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

'''
pdfcd.server.
Contains the classes required to establish a RESTful API server using Twisted.
'''

from twisted.web.server import Site
from twisted.internet import reactor

from pdtools.lib.output import out
from pdtools.lib import store, riffle, names

from pdtools.lib.pdutils import timeflt, str2json, json2str
from paradrop.lib.api import pdapi
from paradrop.lib.api import pdrest
from paradrop.lib import settings
from paradrop.lib.utils import dockerapi

from paradrop.backend import fc


# Import local refs to pdfcd utilities
from . import apiutils
from . import apichute

# temp
from paradrop.backend.pdfcd.apiinternal import Base
from paradrop.backend.pdfcd import apiinternal


[docs]class ParadropAPIServer(pdrest.APIResource):

    """
    The main API server module.

    This sets up all of the submodules which should contain different types of RESTful API calls.
    """

    def __init__(self, lclreactor):
        pdrest.APIResource.__init__(self)
        self.reactor = lclreactor

        # Establish the configurer which is the launch point for all chute related endeavors
        self.configurer = fc.configurer.PDConfigurer(None, lclreactor)

        # Allow each module to register their API calls
        apichute.ChuteAPI(self)

    def _complete(self, update):
        """
        THREADED:call from event thread
        All API operations require some work to happen outside of the API module, therefore 
        when a request comes in we tell it to wait a minute (a NOT_DONE_YET return) and then
        later on we use the reference we have to the request from @update to write the response
        back to the user and close the connection.

        :param name: update
        :param type: UpdateObject
        """
        # Wrap in a try-catch, if the connection is closed by the client before
        # we have a chance to write out our results then this below will result
        # in an exception being raised
        try:
            update.pkg.request.write(json2str(update.result))
            update.pkg.request.finish()

        # TODO don't catch all exceptions here
        except Exception as e:
            pass

[docs]    def complete(self, update):
        """
        Kicks off the properly threaded call to complete the API call that was passed
        to PDConfigurer. Since the PDConfigurer module has its own thread that runs outside
        of the main event loop, we have to call back into the event system properly in order
        to keep any issues of concurrency at bay.
        """
        self.reactor.callFromThread(self._complete, update)


[docs]    def preprocess(self, request, checkThresh, tictoc):
        """
            Check if failure attempts for the user name has met the threshold.
            Arguments:
                request      : 
                checkThresh  : If None, no checking. Tuple of arguments for checking thresholds
                    ip: IP of client in string format
                    token: sessionToken if found, or None
                    username: username if signin, or None
                    failureDict: the dict for failure history
                ticktoc: If none, do not track the usage. The start time of the API call
            Return:
                str: if threshold is met
                None: if ok
        """

        if(checkThresh):
            ip, token, key, failureDict = checkThresh

            # Check if IP is in whitelist
            ipaddr = apiutils.unpackIPAddr(ip)
            for ipnet in self.WHITELIST_IP:
                if(apiutils.addressInNetwork(ipaddr, ipnet)):
                    out.verbose('Request from white list: %s\n' % (ip))
                    return None

            if(key in failureDict):
                if(failureDict[key].attempts >= settings.DBAPI_FAILURE_THRESH):
                    out.err('Threshold met: %s %s!\n' % (ip, key))
                    if(tictoc is None):
                        usage = None
                    else:
                        usage = (tictoc, None)
                    self.failprocess(ip, request, (ip, self.clientFailures), None, usage, pdapi.getResponse(pdapi.ERR_THRESHOLD))
                    duration = 0  # self.perf.toc(tictoc)
                    # Log the info of this call
                    # TODO self.usageTracker.addTrackInfo(ip, 'Null', request.path, self.usageTracker.FAIL_THRESH, duration, request.content.getvalue())

                    return "Threshold Met!"
        # Otherwise everything is ok
        return None


[docs]    def postprocess(self, request, key, failureDict, logUsage):
        """
            If the client is successful in their request, we should:
            * reset their failure attempts if failureDict is not none.
            * set success response code
            * If usage is not none, add usage track info of the api call
        """
        request.setResponseCode(*pdapi.getResponse(pdapi.OK))
        if(logUsage):
            tictoc, ip, devid = logUsage
            duration = 0  # self.perf.toc(tictoc)
            # when devid is none, we log "Null" into the database
            if(devid is None):
                devid = "Null"
            # Log the info of this call
            # TODO self.usageTracker.addTrackInfo(ip, devid, request.path, self.usageTracker.SUCCESS, duration, request.content.getvalue())
        if(failureDict is not None):
            if(key in failureDict):
                out.info('Clearing %s from failure list\n' % (key))
                del failureDict[key]


[docs]    def failprocess(self, ip, request, logFailure, errorStmt, logUsage, errType):
        """
           If logFailure is not None, Update the failureDict when the request does something wrong
           If logUsage is not None, log the usage track info.

           Arguments:
               ip           : IP of client
               request      : the request we received
               logFailure   : If none, we do not log this failure to failure dict. Otherwise it is a tuple of 
                              key          : the key to use in the failureDict
                              failureDict  : the dict record the failure attempt history
               errorStmt    : A string to return to the user, looks like 'Malformed Body: %s'
                              so that we can add things like "Number of attempts remaining: 2" to the response
               logUsage     : A tuple of (tictoc and devid) used for usage tracker
               errorResponse: The error code to set response code

            Returns:
                String to respond to the client
        """
        time = timeflt()

        # Set the response error code
        if(errType == pdapi.ERR_BADPARAM):
            request.setResponseCode(*pdapi.getResponse(errType, ""))
        else:
            request.setResponseCode(*pdapi.getResponse(errType))

        headers = request.received_headers
        if(logUsage is not None):
            tictoc, devid = logUsage

            if(devid is None):
                devid = "Null"
            duration = 0  # self.perf.toc(tictoc)
            # Log the info of this call
            # TODO self.usageTracker.addTrackInfo(ip, devid , request.path, self.usageTracker.FAIL_AUTH, duration, request.content.getvalue())

        if(logFailure is not None):
            key, failureDict = logFailure
            # update the accessInfo
            if(key in failureDict):
                failureDict[key].update(ip, headers, time)
            else:
                failureDict[key] = AccessInfo(ip, headers, time)

            attempts = failureDict[key].attempts
            out.warn('Failure access recorded: %s Attempts: %d\n' % (key, attempts))

            remaining = str(max(0, settings.DBAPI_FAILURE_THRESH - attempts))
            if(errorStmt):
                return errorStmt % ("%s attempts remaining" % remaining)
        if(errorStmt):
            return errorStmt % ("Null")


    @pdrest.GET('^/v1/test')
[docs]    def GET_test(self, request):
        """
        A Simple test method to ping if the API server is working properly.
        """
        request.setHeader('Access-Control-Allow-Origin', settings.PDFCD_HEADER_VALUE)
        ip = apiutils.getIP(request)
        out.info('Test called (%s)\n' % (ip))
        request.setResponseCode(*pdapi.getResponse(pdapi.OK))
        return "SUCCESS\n"


    @pdrest.ALL('^/')
[docs]    def default(self, request):
        """
        A dummy catch for all API calls that are not caught by any other module.
        """

        ip = apiutils.getIP(request)
        uri = request.uri
        method = request.method
        # Get data about who done it
        out.err("Default caught API call (%s => %s:%s)\n" % (ip, method, uri))

        # Someone might be trying something bad, track their IP
        res = self.preprocess(request, (ip, None, ip, self.defaultFailures), tictoc)
        if(res):
            return res

        self.failprocess(ip, request, (ip, self.defaultFailures), None, (tictoc, None), pdapi.ERR_BADMETHOD)
        return ""



###############################################################################
# Initialization
###############################################################################


[docs]def initializeSystem():
    """
    Perform some initialization steps such as writing important configuration.
    """
    dockerapi.writeDockerConfig()



###############################################################################
# Main function
###############################################################################


[docs]def setup(args=None):
    """
    This is the main setup function to establish the TCP listening logic for
    the API server. This code also takes into account development or unit test mode.
    """

    # Setup API server
    api = ParadropAPIServer(reactor)
    api.putChild('internal', Base(apiinternal, allowNone=True))
    site = Site(api, timeout=None)

    # Development mode
    if(args and args.development):
        thePort = settings.PDFCD_PORT + 10000
        out.info('Using DEVELOPMENT variables')
        # Disable sending the error traceback to the client
        site.displayTracebacks = True
    elif(args and args.unittest):
        thePort = settings.DBAPI_PORT + 20000
        out.info('Running under unittest mode')
        site.displayTracebacks = True
    else:
        thePort = settings.PDFCD_PORT
        site.displayTracebacks = False
        initializeSystem()

    # Setup the port we listen on
    reactor.listenTCP(thePort, site)

    # Never return from here
    reactor.run()
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  Source code for paradrop.backend.pdfcd.apiinternal

from twisted.web import xmlrpc
from twisted.internet import defer, utils
from pdtools.coms.client import RpcClient

from pdtools.lib.output import out
from pdtools.lib import store, riffle, names

from pdtools.lib import nexus

# HOST = 'localhost'
HOST = 'paradrop.io'

###############################################################################
# New Riffle Additions
###############################################################################


[docs]class ServerPerspective(riffle.RifflePerspective):

[docs]    def initialize(self):
        # The function target that subscribes to output events
        self.subscribed = None


[docs]    def destroy(self):
        # Remove the log subscriber when the connection goes down.
        if self.subscribed is not None:
            out.removeSubscriber(self.subscribed)


    @defer.inlineCallbacks
[docs]    def perspective_subscribeLogs(self, target):
        '''
        Fetch all logs since the target time. Stream all new logs
        to the server as they come in. 
        '''

        # Adds the target function (newLogs) to out's streaming subscription set
        # Do not do this without the user's consent
        out.addSubscriber(self.remote.newLogs)
        self.subscribed = self.remote.newLogs

        logs = yield out.getLogsSince(target)

        defer.returnValue(logs)




[docs]class ToolsPerspective(riffle.RifflePerspective):
    pass



[docs]def pollServer(host):
    '''
    Poll the server for a connection.
    '''

    def success(a):
        print 'Connected to server!'

    riffle.portal.pollConnect(success, host=host)



[docs]def checkStartRiffle():
    '''
    Temporary function. Do not start serving or connecting over riffle
    until we have our keys (which occurs during currently optional provisioning)
    '''

    if not riffle.portal.certCa:
        out.warn("Cannot start riffle server, no CA certificate found")
        return

    out.info('Received certs, opening riffle portal')

    # Check to make sure we are not already listening
    # as of this writing we are not checking for previously-provisioned state)

    # Open connection to the server
    from twisted.internet import reactor
    reactor.callLater(.1, riffle.portal.connect, HOST)



###############################################################################
# Old
###############################################################################

@defer.inlineCallbacks
[docs]def api_provision(pdid, key, cert):
    '''
    Provision this router with an id and a set of keys. 

    This is a temporary call until the provisioning process is finalized.
    '''

    # SO TEMP IT HURTS:
    # yield
    # ret = {'root': nexus.core.rootPath, 'logs': nexus.core.logPath}
    # defer.returnValue(ret)

    # temp: check to make sure we're not already provisioned. Do not allow for
    # multiple provisioning. This is a little hacky-- better to move this into store
    if riffle.portal.certCa:
        raise ValueError("This device is already provisioned as " + nexus.core.get('pdid'))

    nexus.core.set('pdid', pdid)
    nexus.core.saveKey(key, 'pub')
    nexus.core.saveKey(cert, 'ca')

    riffle.portal.keyPrivate = key
    riffle.portal.certCa = cert

    # If we are being provisioned for the first time, start riffle services
    yield checkStartRiffle()

    nexus.core.connect()

    # TEMP
    # logs = yield out.getLogsSince(0)

    # defer.returnValue(logs)

    # Return success to the user
    defer.returnValue('Done!')


###############################################################################
# Temporary-- this needs a home, haven't decided where yet.
###############################################################################


[docs]class Base(xmlrpc.XMLRPC):

    def __init__(self, module, **kwargs):
        xmlrpc.XMLRPC.__init__(self, kwargs)

        # build a dict of exposed api methods
        self.apiFunctions = {k.replace('api_', ''): apiWrapper(getattr(module, k)) for k in dir(module) if 'api_' in k}

[docs]    def lookupProcedure(self, procedurePath):
        try:
            return self.apiFunctions[procedurePath]
        except KeyError:
            raise xmlrpc.NoSuchFunction(self.NOT_FOUND, "procedure %s not found" % procedurePath)




[docs]def castFailure(failure):
    ''' Converts an exception (or general failure) into an xmlrpc fault for transmission. '''
    out.info("Failed API call (TODO: categorize errors)")

    raise xmlrpc.Fault(123, failure.getErrorMessage())



[docs]def apiWrapper(target):
    ''' Add a final line of error and success callbacks before going onto the wire'''

    def outside(*args):
        return target(*args).addErrback(castFailure).addCallback(castSuccess)

    return outside



[docs]def castSuccess(res):
    out.info("Completed API call (TODO: add details)")

    # screen out Objectids on mongo returns. The remote objects have no
    # need for them, and they confuse xmlrpc
    if isinstance(res, dict):
        res.pop('_id', None)

    return res
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  Source code for paradrop.backend.pdconfd.config.wireless

import heapq
import ipaddress
import os
import string
import subprocess
from pprint import pprint

from pdtools.lib.output import out
from paradrop.lib.utils import pdosq

from .base import ConfigObject
from .command import Command


# Command priorities, lower numbers executed first.
PRIO_CREATE_IFACE = 10
PRIO_CONFIG_IFACE = 20
PRIO_START_DAEMON = 30
PRIO_ADD_IPTABLES = 40
PRIO_DELETE_IFACE = 50


[docs]def isHexString(data):
    """
    Test if a string contains only hex digits.
    """
    return all(c in string.hexdigits for c in data)



[docs]class ConfigWifiDevice(ConfigObject):
    typename = "wifi-device"

    options = [
        {"name": "type", "type": str, "required": True, "default": None},
        {"name": "channel", "type": int, "required": True, "default": 1}
    ]

[docs]    def commands(self, allConfigs):
        commands = list()
        return commands




[docs]class ConfigWifiIface(ConfigObject):
    typename = "wifi-iface"

    options = [
        {"name": "device", "type": str, "required": True, "default": None},
        {"name": "mode", "type": str, "required": True, "default": "ap"},
        {"name": "ssid", "type": str, "required": True, "default": "Paradrop"},
        {"name": "network", "type": str, "required": True, "default": "lan"},
        {"name": "encryption", "type": str, "required": False, "default": None},
        {"name": "key", "type": str, "required": False, "default": None}
    ]

[docs]    def commands(self, allConfigs):
        commands = list()

        if self.mode == "sta":
            # TODO: Implement "sta" mode.

            # We only need to set the channel in "sta" mode.  In "ap" mode,
            # hostapd will take care of it.
            cmd = ["iw", "dev", wifiDevice.name, "set", "channel",
                   str(wifiDevice.channel)]
            commands.append(Command(Command.PRIO_CREATE_IFACE, cmd, self))

        if self.mode != "ap":
            out.warn("Mode {} not supported\n".format(self.mode))
            raise Exception("WiFi interface mode not supported")

        # Look up the wifi-device section.
        wifiDevice = self.lookup(allConfigs, "wifi-device", self.device)

        # Look up the interface section.
        interface = self.lookup(allConfigs, "interface", self.network)

        if interface.ifname == wifiDevice.name:
            # This interface is using the physical device directly (eg. wlan0).
            self.vifName = None
            ifname = wifiDevice.name
        else:
            # This interface is a virtual one (eg. foo.wlan0 using wlan0).
            self.vifName = interface.ifname
            ifname = self.vifName

            # Command to create the virtual interface.
            cmd = ["iw", "dev", wifiDevice.name, "interface", "add",
                   self.vifName, "type", "__ap"]
            commands.append(Command(Command.PRIO_CREATE_IFACE, cmd, self))

        outputPath = "{}/hostapd-{}.conf".format(
            self.manager.writeDir, self.name)
        with open(outputPath, "w") as outputFile:
            # Write our informative header block.
            outputFile.write("#" * 80 + "\n")
            outputFile.write("# hostapd configuration file generated by "
                             "pdconfd\n")
            outputFile.write("# Source: {}\n".format(self.source))
            outputFile.write("# Section: config {} {}\n".format(
                self.typename, self.name))
            outputFile.write("#" * 80 + "\n")

            # Write essential options.
            outputFile.write("interface={}\n".format(ifname))
            outputFile.write("ssid={}\n".format(self.ssid))
            outputFile.write("channel={}\n".format(wifiDevice.channel))

            # Optional encryption options.
            if self.encryption is None or self.encryption == "none":
                pass
            elif self.encryption == "psk2":
                outputFile.write("wpa=1\n")
                # If key is a 64 character hex string, then treat it as the PSK
                # directly, else treat it as a passphrase.
                if len(self.key) == 64 and isHexString(self.key):
                    outputFile.write("wpa_psk={}\n".format(self.key))
                else:
                    outputFile.write("wpa_passphrase={}\n".format(self.key))
            else:
                out.warn("Encryption type {} not supported (supported: "
                         "none|psk2)".format(self.encryption))
                raise Exception("Encryption type not supported")

        self.pidFile = "{}/hostapd-{}.pid".format(
            self.manager.writeDir, self.name)

        cmd = ["/apps/bin/hostapd", "-P", self.pidFile, "-B", outputPath]
        commands.append(Command(Command.PRIO_START_DAEMON, cmd, self))

        return commands


[docs]    def undoCommands(self, allConfigs):
        commands = list()

        try:
            with open(self.pidFile, "r") as inputFile:
                pid = inputFile.read().strip()
            cmd = ["kill", pid]
            commands.append(Command(Command.PRIO_START_DAEMON, cmd, self))
        except:
            # No pid file --- maybe it was not running?
            out.warn("File not found: {}\n".format(
                self.pidFile))

        # Delete our virtual interface.
        if self.vifName is not None:
            cmd = ["iw", "dev", self.vifName, "del"]
            commands.append(Command(Command.PRIO_DELETE_IFACE, cmd, self))

        return commands
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  Source code for paradrop.backend.pdconfd.config.dhcp

import ipaddress

from pdtools.lib.output import out

from .base import ConfigObject
from .command import Command


[docs]def get_all_dhcp_interfaces(allConfigs):
    for key in allConfigs.keys():
        if key[0] == "dhcp":
            yield allConfigs[key].interface



[docs]class ConfigDhcp(ConfigObject):
    typename = "dhcp"

    options = [
        {"name": "interface", "type": str, "required": True, "default": None},
        {"name": "leasetime", "type": str, "required": True, "default": "12h"},
        {"name": "limit", "type": int, "required": True, "default": 150},
        {"name": "start", "type": int, "required": True, "default": 100},
        {"name": "dhcp_option", "type": list, "required": False, "default": ""}
    ]



[docs]class ConfigDnsmasq(ConfigObject):
    typename = "dnsmasq"

    options = [
        {"name": "interface", "type": list, "required": False, "default": None},
        {"name": "noresolv", "type": bool, "required": False, "default": False},
        {"name": "server", "type": list, "required": False, "default": None}
    ]

[docs]    def commands(self, allConfigs):
        commands = list()

        leaseFile = "{}/dnsmasq-{}.leases".format(
            self.manager.writeDir, self.name)
        pidFile = "{}/dnsmasq-{}.pid".format(
            self.manager.writeDir, self.name)
        outputPath = "{}/dnsmasq-{}.conf".format(
            self.manager.writeDir, self.name)

        with open(outputPath, "w") as outputFile:
            outputFile.write("#" * 80 + "\n")
            outputFile.write("# dnsmasq configuration file generated by "
                             "pdconfd\n")
            outputFile.write("# Source: {}\n".format(self.source))
            outputFile.write("# Section: config {} {}\n".format(
                ConfigDhcp.typename, self.name))
            outputFile.write("#" * 80 + "\n")
            outputFile.write("\n")
            outputFile.write("dhcp-leasefile={}\n".format(leaseFile))

            if self.noresolv:
                outputFile.write("no-resolv\n")

            if self.server:
                for server in self.server:
                    outputFile.write("server={}\n".format(server))

            if self.interface is None:
                interfaces = get_all_dhcp_interfaces(allConfigs)
            else:
                interfaces = self.interface

            # TODO: Bind interfaces allows us to have multiple instances of
            # dnsmasq running, but it would probably be better to have one
            # running and reconfigure it when we want to add or remove
            # interfaces.  It is not very disruptive to reconfigure and restart
            # dnsmasq.
            outputFile.write("\n")
            outputFile.write("except-interface=lo\n")
            outputFile.write("bind-interfaces\n")

            for intfName in interfaces:
                interface = self.lookup(allConfigs, "interface", intfName)
                outputFile.write("\n")
                outputFile.write("# Options for section interface {}\n".
                                 format(interface.name))
                outputFile.write("interface={}\n".format(interface.ifname))

                network = ipaddress.IPv4Network(u"{}/{}".format(
                    interface.ipaddr, interface.netmask), strict=False)

                dhcp = self.lookup(allConfigs, "dhcp", intfName)

                # TODO: Error checking!
                firstAddress = network.network_address + dhcp.start
                lastAddress = firstAddress + dhcp.limit

                outputFile.write("\n")
                outputFile.write("# Options for section dhcp {}\n".
                                 format(interface.name))
                outputFile.write("dhcp-range={},{},{}\n".format(
                    str(firstAddress), str(lastAddress), dhcp.leasetime))

                # Write options sections to the config file.
                if dhcp.dhcp_option:
                    for option in dhcp.dhcp_option:
                        outputFile.write("dhcp-option={}\n".format(option))

        cmd = ["/apps/bin/dnsmasq", "--conf-file={}".format(outputPath),
               "--pid-file={}".format(pidFile)]
        commands.append(Command(Command.PRIO_START_DAEMON, cmd, self))

        self.pidFile = pidFile
        return commands


[docs]    def undoCommands(self, allConfigs):
        commands = list()
        try:
            with open(self.pidFile, "r") as inputFile:
                pid = inputFile.read().strip()
            cmd = ["kill", pid]
            commands.append(Command(Command.PRIO_START_DAEMON, cmd, self))
        except:
            # No pid file --- maybe dnsmasq was not running?
            out.warn("File not found: {}\n".format(
                self.pidFile))
            return []

        return commands
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  Source code for paradrop.backend.exc.runtime

###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from pdtools.lib.output import out
from paradrop.backend.exc import plangraph

from paradrop.lib import config

[docs]def generatePlans(update):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
        then adds Plan() calls to make the Chute match the @newChute.

        Returns:
            True: abort the plan generation process
    """
    out.verbose("%r\n" % (update))
    
    # Generate virt start script, stored in cache (key: 'virtPreamble')
    update.plans.addPlans(plangraph.RUNTIME_GET_VIRT_PREAMBLE, (config.dockerconfig.getVirtPreamble, ))
    
    # If the user specifies DHCP then we need to generate the config and store it to disk
    update.plans.addPlans(plangraph.RUNTIME_GET_VIRT_DHCP, (config.dhcp.getVirtDHCPSettings, ))
    update.plans.addPlans(plangraph.RUNTIME_SET_VIRT_DHCP, (config.dhcp.setVirtDHCPSettings, ))

    # Reload configuration files
    todoPlan = (config.configservice.reloadAll, )
    abtPlan = [(config.osconfig.revertConfig, "dhcp"),
               (config.osconfig.revertConfig, "firewall"),
               (config.osconfig.revertConfig, "network"),
               (config.osconfig.revertConfig, "wireless"),
               (config.configservice.reloadAll, )]
    update.plans.addPlans(plangraph.RUNTIME_RELOAD_CONFIG, todoPlan, abtPlan)

    return None







          

      

      

    


    
        © Copyright 2015, Paradrop Labs.
      Created using Sphinx 1.3.5.
    

  

_modules/paradrop/backend/exc/name.html


    
      Navigation


      
        		
          index


        		
          modules |


        		paradrop 0.0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for paradrop.backend.exc.name

###################################################################
# Copyright 2013-2014 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from pdtools.lib.output import out

from paradrop.backend.exc import plangraph

[docs]def generatePlans(update):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
        then adds Plan() calls to make the Chute match the @newChute.

        Returns:
            True: abort the plan generation process
    """
    out.verbose("%r\n" % (update))

    #print any warnings from previous update if they exist
    if hasattr(update, 'pkg') and update.old != None and update.old.warning != None:
        update.pkg.request.write(update.old.warning + '\n')

    # TODO: Create a directory for the chute for us to hold onto things (dockerfile, OS config stuff)

    return None
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  Source code for paradrop.backend.pdfcd.apichute


from pdtools.lib.output import out
from pdtools.lib.pdutils import json2str, str2json, timeint, urlDecodeMe

from paradrop.lib.api.pdrest import APIDecorator
from paradrop.lib.api import pdapi

[docs]class ChuteAPI:

    """
    The Chute API submodule.
    This class handles all API calls related to actionable items that directly effect chutes.
    """

    def __init__(self, rest):
        self.rest = rest
        self.rest.register('POST', '^/v1/chute/create$', self.POST_createChute)
        self.rest.register('POST', '^/v1/chute/delete$', self.POST_deleteChute)
        self.rest.register('POST', '^/v1/chute/stop$', self.POST_stopChute)
        self.rest.register('POST', '^/v1/chute/start$', self.POST_startChute)

    @APIDecorator(requiredArgs=["config"])
    def POST_createChute(self, apiPkg):
        """
           Description:
           Arguments:
               POST request:
           Returns:
               On success: SUCCESS object
               On failure: FAILURE object
        """

        out.info('Creating chute...')
        # For now fake out a create chute message
        update = dict(updateClass='CHUTE', updateType='create',
                      tok=timeint(), pkg=apiPkg, func=self.rest.complete)

        update.update(apiPkg.inputArgs.get('config'))
        self.rest.configurer.updateList(**update)

        # Tell our system we aren't done yet (the configurer will deal with
        # closing the connection)
        apiPkg.setNotDoneYet()

    @APIDecorator(requiredArgs=["name"])
    def POST_deleteChute(self, apiPkg):
        """
           Description:
           Arguments:
               POST request:
           Returns:
               On success: SUCCESS object
               On failure: FAILURE object
        """

        out.info('Deleting chute...')

        # TODO implement

        # For now fake out a create chute message
        update = dict(updateClass='CHUTE', updateType='delete', name=apiPkg.inputArgs.get('name'),
                      tok=timeint(), pkg=apiPkg, func=self.rest.complete)

        self.rest.configurer.updateList(**update)

        # Tell our system we aren't done yet (the configurer will deal with
        # closing the connection)
        apiPkg.setNotDoneYet()

    @APIDecorator(requiredArgs=["name"])
    def POST_startChute(self, apiPkg):
        """
           Description:
           Arguments:
               POST request:
           Returns:
               On success: SUCCESS object
               On failure: FAILURE object
        """

        out.info('Starting chute...')

        # For now fake out a create chute message
        update = dict(updateClass='CHUTE', updateType='start', name=apiPkg.inputArgs.get('name'),
                      tok=timeint(), pkg=apiPkg, func=self.rest.complete)

        self.rest.configurer.updateList(**update)

        # Tell our system we aren't done yet (the configurer will deal with
        # closing the connection)
        apiPkg.setNotDoneYet()

    @APIDecorator(requiredArgs=["name"])
    def POST_stopChute(self, apiPkg):
        """
           Description:
           Arguments:
               POST request:
           Returns:
               On success: SUCCESS object
               On failure: FAILURE object
        """

        out.info('Stopping chute...')

        # For now fake out a create chute message
        update = dict(updateClass='CHUTE', updateType='stop', name=apiPkg.inputArgs.get('name'),
                      tok=timeint(), pkg=apiPkg, func=self.rest.complete)

        self.rest.configurer.updateList(**update)

        # Tell our system we aren't done yet (the configurer will deal with
        # closing the connection)
        apiPkg.setNotDoneYet()
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  Source code for paradrop.backend.pdfcd.apiutils

####################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

'''
backend.pdfcd.apiutils.
Contains helper functions specific to the backend API code.
'''


[docs]def getIP(req):
    """
    Returns the str IP addr from the request.
    NOTE: This is required because when we use nginx servers
    it is used as a proxy, so the REAL IP addr is stored in a HTTP header
    called 'X-Real-IP', so we need to check for this first, otherwise the
    request.getClientIP() is always going to return 'localhost' to us.
    """
    ip = req.received_headers.get('X-Real-IP')
    if(ip is None):
        return req.getClientIP()
    else:
        return ip



[docs]def addressInNetwork(ipaddr, netTuple):
    """
        This function allows you to check if on IP belongs to a Network.
        Arguments:
            unpacked IP address (use unpackIPAddr())
            tuple of unpacked (addr, netmask) (use unpackIPAddrWithSlash())
        Returns:
            True if in network
            False otherwise
        """
    network, netmask = netTuple
    return (ipaddr & netmask) == (network & netmask)



[docs]def calcDottedNetmask(mask):
    """Returns quad dot format of IP address."""
    bits = 0
    for i in xrange(32 - mask, 32):
        bits |= (1 << i)
    return "%d.%d.%d.%d" % ((bits & 0xff000000) >> 24, (bits & 0xff0000) >> 16, (bits & 0xff00) >> 8, (bits & 0xff))



[docs]def unpackIPAddrWithSlash(net):
    """
        Unpacks the 'IP/bitmask' str.
        Returns a tuple of binary forms of both the ipaddr and netmask such that (ipaddr & netmask) will work.
    """
    # Take "0.0.0.0/16" and split into 2 components
    netaddr, bits = net.split('/')
    # Get the quad dot addr of netmask
    netmask = struct.unpack('=L', socket.inet_aton(calcDottedNetmask(int(bits))))[0]
    # Get the unpacked addr of the IP
    network = struct.unpack('=L', socket.inet_aton(netaddr))[0]
    return (network, netmask)



[docs]def unpackIPAddr(ip):
    """
        Unpacks the 'IP' str.
        Returns a binary form of the ipaddr such that (ipaddr & netmask) will work.
    """
    return struct.unpack('=L', socket.inet_aton(ip))[0]
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  Source code for paradrop.backend.exc.executionplan

###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

import traceback
from pdtools.lib.output import out

from paradrop.backend.exc import plangraph

'''
    This module contains the methods required to generate and act upon
    execution plans.

    An execution plan is a set of operations that must be performed
    to update a Chute from some old state into the new state provided
    by the API server.

    All plans that are generated are function pointers, as in no actual
    operations are performed during the generation process.
'''


[docs]def generatePlans(update):
    """
    For an update object provided this function references the updateModuleList which lets all exc
    modules determine if they need to add functions to change the state of the system when new 
    chutes are added to the OS.

    Returns: True in error, as in we should stop with this update plan
    """
    out.header('Generating %r\n' % (update))

    # Iterate through the list provided for this update type
    for mod in update.updateModuleList:
        if(mod.generatePlans(update)):
            return True



[docs]def aggregatePlans(update):
    """
        Takes the PlanMap provided which can be a combination of changes for multiple
        different chutes and it puts things into a sane order and removes duplicates where
        possible.

        This keeps things like reloading networking from happening twice if 2 chutes make changes.

        Returns:
            A new PlanMap that should be executed
    """
    out.header('Aggregating plans\n')
    # For now we just order the plans and return a new list
    update.plans.sort()



[docs]def executePlans(update):
    """
        Primary function that actually executes all the functions that were added to plans by all
        the exc modules. This function can heavily modify the OS/files/etc.. so the return value is
        very important.
        Returns:
            True in error : abortPlans function should be called
            False otherwise : everything is OK
    """
    out.header('Executing plans %r\n' % (update))
    # Finding the functions to call is actually done by a 'iterator' like function in the plangraph module
    while(True):
        # This function either returns None or a tuple just like generate added to it
        p = update.plans.getNextTodo()

        # No more to do?
        if(not p):
            break

        # Explode tuple otherwise
        func, args = p

        # We are in a try-except block so if func isn't callable that will catch it
        try:
            out.verbose('Calling %s\n' % (func))
            #
            # Call the function from the execution plan
            #
            # args may be empty, but we don't want to pass in a tuple if we don't need to
            # so this below explodes the args so if @args is (), then what is passed is @update
            skipme = func(*((update, ) + args))

        except Exception as e:
            out.exception(e, True) #, plans=str(update.plans)) # Removed because breaks new out.exception call
            update.responses.append({'exception': str(e), 'traceback': traceback.format_exc()})
            update.failure = str(e)
            return True

        # The functions we call here can return other functions, if they do these are functions that should
        # be skipped later on (for instance a set* function discovering it didn't change anything, later on
        # we shouldn't call the corresponding reload function)
        if(skipme):
            # These functions can return individual functions to skip, or a list of multiple functions
            if (not isinstance(skipme, list)):
                skipme = [skipme]

            for skip in skipme:
                out.warn('Identified a skipped function: %r\n' % (skip))
                update.plans.registerSkip(skip)

    # Now we are done
    return False



[docs]def abortPlans(update):
    """
        This function should be called if one of the Plan objects throws an Exception.
        It takes the PlanMap argument and calls the getNextAbort function just like executePlans does with todoPlans.
        This dynamically generates an abort plan list based on what plans were originally executed.
        Returns:
            True in error : This is really bad
            False otherwise : we were able to restore system state back to before the executeplans function was called
    """
    out.header('Aborting plans %r\n' % (update.plans))
    sameError = False
    while(True):
        # This function either returns None or a tuple just like generate added to it
        p = update.plans.getNextAbort()

        # No more to do?
        if(not p):
            break

        # Explode tuple otherwise
        func, args = p

        # We are in a try-except block so if func isn't callable that will catch it
        try:
            func(*((update, ) + args))

            # If the func is called without exception then clear the @sameError flag for the next function call
            sameError = False

        except Exception as e:
            # Since we are running this in an infinite loop if a major function throws an error
            # we could loop forever, so check for the error, which is only reset at the end of the loop
            if(sameError):
                return True
            update.responses.append({'exception': str(e), 'traceback': traceback.format_exc()})
            out.fatal('An abort function raised an exception!!! %r: %s\n%s\n' % (update.plans, str(e), traceback.format_exc()))
            sameError = True

    # Getting here we assume the system state has been restored using our abort plan
    return False
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  Source code for paradrop.backend.exc.state

###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from pdtools.lib.output import out
from paradrop.backend.exc import plangraph
from paradrop.lib import chute
from pdtools.lib.pdutils import jsonPretty

from paradrop.lib.utils import dockerapi as virt


[docs]def generatePlans(update):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
        then adds Plan() calls to make the Chute match the @newChute.

        Returns:
            True: abort the plan generation process
    """
    out.verbose("%r\n" % (update))

    # If this chute is new (no old version)
    if(update.old is None):
        out.verbose('new chute\n')

        # If it's a stop, start, delete, or restart command go ahead and fail right now since we don't have a record of it
        if update.updateType in ['stop', 'start', 'delete', 'restart']:
            update.failure = "No chute found with id: " + update.name
            return True
        # If we are now running then everything has to be setup for the first time
        if(update.new.state == chute.STATE_RUNNING):
            update.plans.addPlans(plangraph.STATE_CALL_START, (virt.startChute,))

        # Check if the state is invalid, we should return bad things in this case (don't do anything)
        elif(update.new.state == chute.STATE_INVALID):
            if(settings.DEBUG_MODE):
                update.responses.append('Chute state is invalid')
            return True

    # Not a new chute
    else:
        if update.updateType == 'start':
            if update.old.state == chute.STATE_RUNNING:
                update.failure = update.name + " already running."
                return True
            update.plans.addPlans(plangraph.STATE_CALL_START, (virt.restartChute,))
        elif update.updateType == 'restart':
            update.plans.addPlans(plangraph.STATE_CALL_START, (virt.restartChute,))
        elif update.updateType == 'create':
            update.failure = update.name + " already exists on this device."
            return True
        elif update.new.state == chute.STATE_STOPPED:
            if update.updateType == 'delete':
                update.plans.addPlans(plangraph.STATE_CALL_STOP, (virt.removeChute,))
            if update.updateType == 'stop':
                if update.old.state == chute.STATE_STOPPED:
                    update.failure = update.name + " already stopped."
                    return True
                update.plans.addPlans(plangraph.STATE_CALL_STOP, (virt.stopChute,))
        pass

    return None


###########################################################################################################
# Integrate from below

# from lib.paradrop.chute import Chute
# from lib.paradrop import chute
# from pdtools.lib import pdutils as pdutil
# from lib.internal.exc import plangraph
# from lib.internal.fc import chutemanager
# from lib.internal.utils import lxc as virt
# from lib.internal.utils import pdos
# from lib.internal.utils import stats
# from lib.internal.utils import openwrt as osenv
# from lib.internal.fc.fcerror import PDFCError


#
# Function called by the execution planner
#
[docs]def generateStatePlan(chuteStor, newChute, chutePlan):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
        to make the Chute match the @newChute.

        Returns:
            None  : means continue to pass this chute update to the rest of the chain.
            True  : means stop updating, but its ok (no errors or anything)
            str   : means stop updating, but some error occured (contained in the string)
    """
    new = newChute
    old = chuteStor.getChute(newChute.guid)
    out.header("Generating State Plan: %r\n" % (new))

    # Was there an old chute?
    if(not old):
        out.verbose('brand new chute\n')

        # If we are now running then everything has to be setup for the first time
        if(new.state == chute.STATE_RUNNING):
            chutePlan.addPlans(new, plangraph.STATE_CALL_START, (virt.startChute, new))

        # Check if the state is invalid, we should return bad things in this case (don't do anything)
        elif(new.state == chute.STATE_INVALID):
            return True

        # Call this function to make sure the lxc_start script is executable
        s0 = chutemanager.getMntVirtScriptPath(new)
        chutePlan.addPlans(new, plangraph.STATE_MAKE_EXEC, (pdos.makeExecutable, s0))

        # The create command generates an internal config file, save it for later
        chutePlan.addPlans(new, plangraph.STATE_SAVE_CFG, (virt.saveChuteConfig, new))

        # If there wasn't a old one we need to configure this one
        chutePlan.addPlans(new, plangraph.STATE_CALL_CFG, (virt.configureChute, new))

    # There is an old Chute, see if the state changed
    else:
        if(new.state != old.state):
            if(pdutil.isValidStateTransition(old.state, new.state)):
                out.info('State change required: %s -> %s\n' % (old.state, new.state))
                os = old.state
                ns = new.state
                # We already verified its a valid state change, so less to check here
                if(ns == chute.STATE_FROZEN):
                    chutePlan.addPlans(new, plangraph.STATE_CALL_FREEZE, (virt.freezeChute, new))
                elif(ns == chute.STATE_RUNNING and os == chute.STATE_FROZEN):
                    chutePlan.addPlans(new, plangraph.STATE_CALL_UNFREEZE, (virt.unfreezeChute, new))
                elif(ns == chute.STATE_RUNNING):
                    chutePlan.addPlans(new, plangraph.STATE_CALL_START, (virt.startChute, new))
                elif(ns == chute.STATE_STOPPED):
                    chutePlan.addPlans(new, plangraph.STATE_CALL_STOP, (virt.stopChute, new))
                # TODO - test if needs to be moved to specific transitions
                # Some transitions might need the
                return False  # Change state, but don't perform everything else

            else:
                out.warn('Invalid state change discovered: %s -> %s\n' % (old.state, new.state))
                return "Invalid state change, cannot go from %s -> %s\n" % (old.state, new.state)

        else:  # New State is the same as old state, (could be a Startup)
            tok = new.getCache('updateToken')
            if (tok and tok == 'STARTINGUP'):
                # Call this function to make sure the lxc_start script is executable
                s0 = chutemanager.getMntVirtScriptPath(new)
                chutePlan.addPlans(new, plangraph.STATE_MAKE_EXEC, (pdos.makeExecutable, s0))
                # restore chute config by calling configureChute
                chutePlan.addPlans(new, plangraph.STATE_CALL_CFG, (virt.configureChute, new))

                currChuteState = stats.getLxcState(new.getInternalName())
                # Only want to change when AP was power cycled, not just when pdfcd restarts
                if (currChuteState == chute.STATE_STOPPED):
                    # if state was running, need to actually start the chute
                    if(new.state == chute.STATE_RUNNING):
                        chutePlan.addPlans(new, plangraph.STARTUP_CALL_EARLY_START, (virt.startChute, new))
                    elif(new.state == chute.STATE_FROZEN):
                        chutePlan.addPlans(new, plangraph.STARTUP_CALL_EARLY_START, (virt.startChute, new))
                        chutePlan.addPlans(new, plangraph.STATE_CALL_FREEZE, (virt.freezeChute, new))

    # The last plans we need to add are to write virt config and script to file (the set* commands)
    chutePlan.addPlans(new, plangraph.STATE_SET_VIRT_CONFIG, (virt.setVirtConfig, new), (virt.resetVirtConfig, new))
    chutePlan.addPlans(new, plangraph.STATE_SET_VIRT_SCRIPT, (virt.setVirtScript, new), (virt.resetVirtScript, new))

    # Everything is OK
    return None
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  Source code for paradrop.backend.exc.traffic

###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from paradrop.backend.exc import plangraph
from paradrop.lib import config
from pdtools.lib.output import out

[docs]def generatePlans(update):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
        then adds Plan() calls to make the Chute match the @newChute.

        Returns:
            True: abort the plan generation process
    """
    out.header("%r\n" % (update))
    
    # Make sure we need to create this chute (does it already exist)
    # TODO

    
    # First time, so generate the basic firewall rules in cache (key: 'osFirewallConfig')
    update.plans.addPlans(plangraph.TRAFFIC_GET_OS_FIREWALL, (config.firewall.getOSFirewallRules, ))

    # Get developer firewall rules (key: 'developerFirewallRules')
    update.plans.addPlans(plangraph.TRAFFIC_GET_DEVELOPER_FIREWALL, (config.firewall.getDeveloperFirewallRules, ))
            
    # Combine rules from above two fucntions, save to file
    todoPlan = (config.firewall.setOSFirewallRules, )
    abtPlan = (config.osconfig.revertConfig, "firewall")
    update.plans.addPlans(plangraph.TRAFFIC_SET_OS_FIREWALL, todoPlan, abtPlan)
    
    return None


###########################################################################################################
## Integrate from below
# import sys
# 
# from lib.paradrop import *
# from pdtools.lib import pdutils
# from lib.paradrop.chute import Chute
# from lib.paradrop import chute
# 
# from lib.internal.utils import uci
# from lib.internal.utils import security
# from lib.internal.utils import openwrt as osenv
# from lib.internal.exc import plangraph
# from lib.internal.fc.fcerror import PDFCError
# from lib.internal.fc.chutestorage import ChuteStorage

#
# Function called by the execution planner
#
[docs]def generateTrafficPlan(chuteStor, newChute, chutePlan):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
        to make the Chute match the @newChute.

        Returns:
            None  : means continue to pass this chute update to the rest of the chain.
            True  : means stop updating, but its ok (no errors or anything)
            str   : means stop updating, but some error occured (contained in the string)
    """
    new = newChute
    old = chuteStor.getChute(newChute.guid)
    out.header("Generating Traffic Plan: %r\n" % (new))
    
    # First see if we are making new rules or changing old ones
    
    chutePlan.addPlans(new, plangraph.TRAFFIC_SECURITY_CHECK, (security.checkTraffic, (chuteStor, new)))
    
    # First time, so generate the basic firewall rules in cache (key: 'osFirewallConfig')
    chutePlan.addPlans(new, plangraph.TRAFFIC_GET_OS_FIREWALL, (new.getOSFirewallRules, chuteStor))

    # Generate developer rules to 'developerFirewallConfig' cache 
    chutePlan.addPlans(new, plangraph.TRAFFIC_GET_DEVELOPER_FIREWALL, (new.getDeveloperFirewallRules, None)) 
            
    # Combine rules from above two fucntions, save to file
    todoPlan = (new.setFirewallConfig, old)
    abtPlan = (new.resetOSFirewallConfig, None)
    chutePlan.addPlans(new, plangraph.TRAFFIC_SET_OS_FIREWALL, todoPlan, abtPlan)
    
    # Reload firewall based on rule changes
    todoPlan = (osenv.reloadFirewall, (chuteStor, new, False))
    # To abort we first have to revert changes we made
    abtPlan = [(new.resetOSFirewallConfig, None), (osenv.reloadFirewall, (chuteStor, new, True))]
    chutePlan.addPlans(new, plangraph.TRAFFIC_RELOAD_FIREWALL, todoPlan, abtPlan)
    
    return None
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  Source code for paradrop.backend.exc.resource

###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from pdtools.lib.output import out
from paradrop.backend.exc import plangraph

[docs]def generatePlans(update):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
        then adds Plan() calls to make the Chute match the @newChute.

        Returns:
            True: abort the plan generation process
    """
    out.header("%r\n" % (update))
    
    # Make sure we need to create this chute (does it already exist)
    # TODO

    return None


###########################################################################################################
## Integrate from below

# from lib.paradrop import *
# from lib.paradrop.chute import Chute
# from lib.paradrop import chute
# 
# from lib.internal.utils import uci
# from lib.internal.utils import openwrt as osenv
# from lib.internal.utils import lxc as virt
# from lib.internal.exc import plangraph
# from lib.internal.fc.fcerror import PDFCError
# from lib.internal.fc.chutestorage import ChuteStorage

#
# Function called by the execution planner
#
[docs]def generateResourcePlan(chuteStor, newChute, chutePlan):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
        to make the Chute match the @newChute.

        Returns:
            None  : means continue to pass this chute update to the rest of the chain.
            True  : means stop updating, but its ok (no errors or anything)
            str   : means stop updating, but some error occured (contained in the string)
    """
    
    new = newChute
    old = chuteStor.getChute(newChute.guid)
    out.header("Generating Resource Plan: %r\n" % (new))
    
    # Check if the chute is new
    # if(not old):
    # convert cpu cgroups and add to lxcconfig (cached, key: 'cpuConfig')
    chutePlan.addPlans(new, plangraph.RESOURCE_GET_VIRT_CPU, (new.getCpuConfigString, None))
    
    # convert mem cgroups and add to lxcconfig (cached, key: 'memConfig')
    chutePlan.addPlans(new, plangraph.RESOURCE_GET_VIRT_MEM, (new.getMemConfigString, None))

    # Generate a config file for wshaper, put in cache (key: 'osResourceConfig')
    chutePlan.addPlans(new, plangraph.RESOURCE_GET_OS_CONFIG, (new.getOSResourceConfig, None))

    # Make calls to configure the wshaper UCI file
    todoPlan = (new.setOSResourceConfig, old)
    abtPlan = (new.resetOSResourceConfig, None) 
    chutePlan.addPlans(new, plangraph.RESOURCE_SET_VIRT_QOS, todoPlan, abtPlan)
    
    # Once all changes are made into UCI system, reload the wshaper daemon
    todoPlan = (osenv.reloadQos, (chuteStor, new, True)) 
    abtPlan = [(new.resetOSResourceConfig, None), (osenv.reloadQos, (chuteStor, new, False))]
    chutePlan.addPlans(new, plangraph.RESOURCE_RELOAD_QOS, todoPlan, abtPlan)

    return None
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Flashing real hardware


Check this page for instructions on flashing different types of hardware.





Flashing x86


These instructions apply to x86 routers distributed by the Paradrop development team (PC Engines APU1 boards).


Download snappy here: Ubuntu Snappy [http://releases.ubuntu.com/15.04/ubuntu-15.04-snappy-amd64-generic.img.xz]


Or run:


wget http://releases.ubuntu.com/15.04/ubuntu-15.04-snappy-amd64-generic.img.xz
unxz ubuntu-15.04-snappy-amd64-generic.img.xz






Note the instructions below are specific to Mac OS, but similar utilities exist for Linux


Run the following command from terminal to verify the path of SD card:


diskutil list






The output shows all the disks current mounted on the system. Look for the path of your SD card by size and name:


/dev/disk3
#:                       TYPE NAME                    SIZE       IDENTIFIER
0:     FDisk_partition_scheme                        *8.0 GB     disk3
1:                 DOS_FAT_32 RPISDCARD               8.0 GB     disk3s1






In this example dev/disk3 is the path the SD card.


Unmount the current partition on the SD card in order to sucessfully use dd to write:


diskutil unmount /dev/disk3s1






Use dd command to write image file (Note the r added to rdisk3 which drastically improves write performance) to the disk. (Note: bs stands for block size in bytes.)


Go to the directory where your .img located and run command below:


sudo dd if=ubuntu-15.04-snappy-amd64-generic.img of=/dev/rdisk3 bs=2m






Should take a few minutes to complete.



Connect over serial


Connect the serial output through USB and start minicom, set baud rate to 9600.


If everything worked properly you should be prompted for a username/password:


login: ubuntu
password: ubuntu






See basic snappy commands here [https://developer.ubuntu.com/en/snappy/tutorials/using-snappy/].







Flashing RaspberryPi Gen2


Make sure your Raspberry Pi is the Generation 2 version, otherwise, all Gen1 will not work since Ubuntu Snappy requires ARMv7 architecture.


Flashing image into MicroSD card for RaspberryPi 2 is similar to the instructions above.
Download the corresponding images and following the instructions above should work.


Detailed instructions can be found here [https://developer.ubuntu.com/en/snappy/start/#snappy-raspi2].





Flashing BegalBone Black


Flashing image into MicroSD card for BegalBone Black is similar to the instruction above.
Download the corresponding images and following the instruction above should work.


Detail instructions can be found here [https://developer.ubuntu.com/en/snappy/start/#try-beaglebone].
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  Source code for paradrop.backend.exc.struct

###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from pdtools.lib.output import out
from paradrop.backend.exc import plangraph

from paradrop.lib import config

[docs]def generatePlans(update):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
        then adds Plan() calls to make the Chute match the @newChute.

        Returns:
            True: abort the plan generation process
    """
    out.verbose("%r\n" % (update))

    # Detect system devices and set up basic configuration for them (WAN
    # interface, wireless devices).  These steps do not need to be reverted on
    # abort.
    #
    # abortNetworkConfig is added as an abort command here so that it runs when
    # config.network.getNetworkConfig or just about anything else fails.
    #
    # reloadAll is added as an abort command here so that it runs when any of
    # the set* plans fail and back out.
    update.plans.addPlans(plangraph.STRUCT_GET_SYSTEM_DEVICES,
                          (config.devices.getSystemDevices, ),
                          (config.network.abortNetworkConfig, ))
    update.plans.addPlans(plangraph.STRUCT_SET_SYSTEM_DEVICES,
                          (config.devices.setSystemDevices, ),
                          (config.configservice.reloadAll, ))
    
    # Save current network configuration into chute cache (key: 'networkInterfaces')
    update.plans.addPlans(plangraph.STRUCT_GET_INT_NETWORK,
                          (config.network.getNetworkConfig, ))

    # Setup changes to push into OS config files (key: 'osNetworkConfig')
    update.plans.addPlans(plangraph.STRUCT_GET_OS_NETWORK, (config.network.getOSNetworkConfig, ))  
    
    # Setup changes to push into OS config files (key: 'osWirelessConfig')
    update.plans.addPlans(plangraph.STRUCT_GET_OS_WIRELESS, (config.wifi.getOSWirelessConfig, ))  
    
    # Setup changes into virt configuration file (key: 'virtNetworkConfig')
    update.plans.addPlans(plangraph.STRUCT_GET_VIRT_NETWORK, (config.network.getVirtNetworkConfig, ))
    
    # Changes for networking
    todoPlan = (config.network.setOSNetworkConfig, )
    abtPlan = (config.osconfig.revertConfig, 'network')
    update.plans.addPlans(plangraph.STRUCT_SET_OS_NETWORK, todoPlan, abtPlan)
    
    # Changes for wifi
    todoPlan = (config.wifi.setOSWirelessConfig, )
    abtPlan = (config.osconfig.revertConfig, 'wireless')
    update.plans.addPlans(plangraph.STRUCT_SET_OS_WIRELESS, todoPlan, abtPlan)

    return None
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###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from pdtools.lib.output import out
from paradrop.backend.exc import plangraph

[docs]def generatePlans(update):
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute,
        then adds Plan() calls to make the Chute match the @newChute.

        Returns:
            True: abort the plan generation process
    """
    out.header("%r\n" % (update))
    
    # Make sure we need to create this chute (does it already exist)
    # TODO

    return None


###########################################################################################################
## Integrate from below
# import sys, os, hashlib, urllib2, tarfile
# 
# from lib.paradrop import *
# from pdtools.lib import pdutils
# from lib.paradrop.chute import Chute
# from lib.paradrop import chute
# from lib.internal.utils import lxc as virt
# from lib.internal.utils import openwrt as osenv
# from lib.internal.utils import pdos
# from lib.internal.utils import stats
# from lib.internal.utils import security
# from lib.internal.exc import plangraph
# from lib.internal.fc import chutemanager
# from lib.internal.fc.fcerror import PDFCError
# from lib.internal.fc import macromanager

#
# Function called by the execution planner
#
[docs]def generateFilesPlan(chuteStor, newChute, chutePlan):
    
    """
        This function looks at a diff of the current Chute (in @chuteStor) and the @newChute, then adds Plan() calls
        to make the Chute match the @newChute.

        Returns:
            None  : means continue to pass this chute update to the rest of the chain.
            True  : means stop updating, but its ok (no errors or anything)
            str   : means stop updating, but some error occured (contained in the string)
    """
    new = newChute
    old = chuteStor.getChute(newChute.guid)
    out.header("Generating Files Plan: %r\n" % (new))
    
    tok = new.getCache('updateToken')
    if(tok and tok == 'STARTINGUP'):
        starting = True
    else:
        starting = False

    # The Chute uses libraries borrowed from the host, copy them
    if(not old or starting):
        chutePlan.addPlans(new, plangraph.FILES_COPY_FROM_OS, (new.copyEssentials, None))

    # There are a few files (lxc_start.sh) that need to be copied from the /root/cXXXX/ dir into the mounted partition
    if(not old or starting):
        chutePlan.addPlans(new, plangraph.FILES_COPY_TO_MNT, (new.copyFilesToMount, None)) 
    
    # See if there is a change between the old.files and new.files
    if(old and old.files == new.files and not starting):
        return None

    # Are there any files?
    if(len(new.files) == 0):
        return None
    
    # Otherwise, we have files to download, so check for proper format first
    chutePlan.addPlans(new, plangraph.FILES_SECURITY_CHECK, (security.checkFiles, new))
    
    # Add plan to fetch the files
    chutePlan.addPlans(new, plangraph.FILES_FETCH, (new.fetchFiles, None))
    # Add plan to fetch the files
    chutePlan.addPlans(new, plangraph.FILES_COPY_USER, (new.copyFiles, None))
     

    ##################
    # This part is semi-complicated
    # If a chute was running/frozen and then some files in the chute are updated, we need to restart the chute as the new binaries/files won't be currently used.
    # This function will call the necessary lxc-start/stop commands
    # NOTE: we only need to do this when an old chute exists and the state is running/frozen.
    # Otherwise, the next lxc-start command will properly load the new binaries/data.
    # If fetchFiles does not make any changes, it will skip this function 

    if (old and (new.state == chute.STATE_RUNNING or new.state == chute.STATE_FROZEN)):
        currChuteState = stats.getLxcState(new.getInternalName()) 
        # We only want to reload when the chute is actually running
        # Could be power cycled and chutes would be stopped
        # In that case exc/state.py will handle that possibility, and start the chute
        if (currChuteState == chute.STATE_RUNNING or currChuteState == chute.STATE_FROZEN):
            chutePlan.addPlans(new, plangraph.STATE_FILES_STOP, (virt.fileStop, new))
            chutePlan.addPlans(new, plangraph.STATE_FILES_START, (virt.fileStart, new))


    return None
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###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################


###############################################################################
# PRIORITYFLAGS: Define the priority numbers as constants here
###############################################################################

###############################################################################
# Security Checks
STRUCT_SECURITY_CHECK           = 1
TRAFFIC_SECURITY_CHECK          = 2
RESOURCE_SECURITY_CHECK         = 3
FILES_SECURITY_CHECK            = 4
RUNTIME_SECURITY_CHECK          = 5

###############################################################################
# Configuration Generation
NAME_RESV_PART                  = 9
STRUCT_GET_SYSTEM_DEVICES       = 10
STRUCT_GET_INT_NETWORK          = 11
STRUCT_GET_OS_NETWORK           = 12
STRUCT_GET_OS_WIRELESS          = 13
STRUCT_GET_VIRT_NETWORK         = 14
RESOURCE_GET_VIRT_CPU           = 15
RESOURCE_GET_VIRT_MEM           = 16
RESOURCE_GET_OS_CONFIG          = 17
TRAFFIC_GET_OS_FIREWALL         = 18
TRAFFIC_GET_DEVELOPER_FIREWALL  = 19
RUNTIME_GET_VIRT_PREAMBLE       = 20
RUNTIME_GET_VIRT_DHCP           = 21
DHCP_GET_VIRT_RULES             = 22

###############################################################################
# Write Configuration Data
NAME_SETUP_DIRS                 = 50
STRUCT_SET_SYSTEM_DEVICES       = 51
STRUCT_SET_OS_WIRELESS          = 52
STRUCT_SET_OS_NETWORK           = 53
TRAFFIC_SET_OS_FIREWALL         = 54
RUNTIME_SET_VIRT_SCRIPT         = 56
RESOURCE_SET_VIRT_QOS           = 57
NAME_MNT_PART                   = 58
STATE_SET_VIRT_CONFIG           = 59
STATE_SET_VIRT_SCRIPT           = 60
DHCP_SET_VIRT_RULES             = 62
RUNTIME_SET_VIRT_DHCP           = 61
RUNTIME_RELOAD_CONFIG           = 63

###############################################################################
# Operations On Configuration Changes
STATE_CALL_CFG                  = 77
FILES_COPY_FROM_OS              = 78
FILES_FETCH                     = 79
STATE_FILES_STOP                = 80
FILES_COPY_USER                 = 81
FILES_COPY_TO_MNT               = 82
STARTUP_CALL_EARLY_START        = 83
STATE_SAVE_CFG                  = 84
STRUCT_RELOAD_NETWORK           = 85
STRUCT_RELOAD_WIFI              = 86
TRAFFIC_RELOAD_FIREWALL         = 87
RESOURCE_RELOAD_QOS             = 88
DHCP_RELOAD                     = 89
STATE_MAKE_EXEC                 = 90

###############################################################################
# Manipulate Chute
STATE_CALL_STOP                 = 91
STATE_CALL_UNFREEZE             = 92
STATE_CALL_START                = 93
STATE_CALL_FREEZE               = 94
STATE_FILES_START               = 96

COAP_CHANGE_PROCESSES           = 100


[docs]class Plan:
    """
        Helper class to hold onto the actual plan data associated with each plan
    """
    def __init__(self, func, *args):
        """
            Takes a tuple of (function, (args)) of actions to perform at some point.
        """
        self.func = func
        self.args = args

    def __repr__(self):
        return "<%r>" % (self.func)

    def __eq__(self, o):
        """Implementing equal function so we can do 'if a in b' logic"""
        if(not self.func is o.func):
            return False
        if(self.args != o.args):
            return False
        return True


[docs]class PlanMap:
    """
        This class helps build a dependency graph required to determine what steps are
        required to update a Chute from a previous version of its configuration.
    """
    def __init__(self, name):
        """Hold onto a name object so we know what we are referencing with this PlanMap."""
        self.name = name
        # Hold onto plans here
        self.plans = []
        self.planPtr = 0
        self.abtPtr = None
        self.abtPlans = []
        self.skipFunctions = []

[docs]    def addPlans(self, priority, todoPlan, abortPlan=[]):
        """
            Adds new Plan objects into the list of plans for this PlanMap.
            
            Arguments:
                @priority   : The priority number (1 is done first, 99 done last - see PRIORITYFLAGS section at top of this file)
                @todoPlan   : A tuple of (function, (args)), this is the function that completes the actual task requested
                              the args can either be a single variable, a tuple of variables, or None.
                @abortPlan  : A tuple of (function, (args)) or None. This is what should be called if a plan somewhere in the chain
                              fails and we need to undo the work we did here - this function is only called if a higher priority
                              function fails (ie we were called, then something later on fails that would cause us to undo everything
                              we did to setup/change the Chute).
        """
        # They can provide multiple abortPlans in a list, or 1 in a tuple, or none at all empty list
        # But internally the abortPlan should be either None or a list (even if the list is size 1)
        if(isinstance(abortPlan, tuple)):
            abortP = [Plan(*abortPlan)]
        elif(isinstance(abortPlan, list)):
            # See if there is no plans at all
            if(len(abortPlan) == 0):
                abortP = None
            else:
                abortP = [Plan(*a) for a in abortPlan]
        else:
            raise Exception('BadAbortPlan', 'Plan should be tuple, list of tuples, or empty')
        
        todoP = Plan(*todoPlan)
        
        # Now add into the set
        self.plans.append((priority, todoP, abortP))


[docs]    def addMap(self, other):
        """
            Takes another PlanMap object and appends whatever the plans are into this plans object.
        """
        # Make sure to extend NOT append these new plans!
        self.plans.extend(other.plans)


[docs]    def sort(self):
        """
            Sorts the plans based on priority.
        """
        # Sort by the Priority (first index in tuple)
        self.plans = sorted(self.plans, key=lambda tup: tup[0])


[docs]    def registerSkip(self, func):
        """
            Register this function as one to skip execution on, if provided it shouldn't return
            the (func, args) tuple as a result from the getNextTodo function.
        """
        self.skipFunctions.append(func)


[docs]    def getNextTodo(self):
        """
            Like an iterator function, it returns each element in the list of plans in order.
            
            Returns: 
                (function, args) : Each todo is returned just how the user first added it
                None                      : None is returned when there are no more todo's
        """
        # Are there more plans?
        if(self.planPtr == len(self.plans)):
            return None
        else:
            prio, todo, abt = self.plans[self.planPtr]
            self.planPtr += 1
            
            # After we updated the pointer, check if this is a skipped function
            # if so then we should just call getNextTodo again!
            if(todo.func in self.skipFunctions):
                return self.getNextTodo()
            else:
                return (todo.func, todo.args)

    
[docs]    def getNextAbort(self):
        """
            Like an iterator function, it returns each element in the list of abort plans in order.
            
            Returns: 
                (function, args) : Each todo is returned just how the user first added it
                None                      : None is returned when there are no more todo's
        """
        # Check if this is the first time calling the function
        if(self.abtPtr == None):
            ###################################################################################
            # If so we generate the abort list right now
            # The reason we do this is that depending on how far along the plan got, we have
            # to abort different things, and some functions will exist in multiple abort plans
            # so we need to call stuff in the proper order
            ###################################################################################
            
            # So start at one minus the todoPlan that failed
            startPoint = self.planPtr - 1

            for prio, todo, abt in self.plans[startPoint::-1]:
                # If nothing keep looking
                if(not abt):
                    continue

                # This should be a list of Plan() objects
                for a in abt:
                    # See if we are already going to do this Plan()
                    if(a not in self.abtPlans):
                        self.abtPlans.append(a)
            
            # Lastly set the abtPtr so we know we can start
            self.abtPtr = 0
        
        # Here occurs after the first time call check
        # Now we actually return each new Plan from abtPlans
        if(self.abtPtr == len(self.abtPlans)):
            return None
        else:
            abt = self.abtPlans[self.abtPtr]
            self.abtPtr += 1
            return (abt.func, abt.args)


    def __repr__(self):
        return "<%s %r: %d Plans>" % (self.__class__.__name__, self.name, len(self.plans))
    
    def __str__(self):
        ret = "%r:\n" % self.name
        for p, todopl, abortpl in self.plans:
            ret += "  %d: %r || %r\n" % (p, todopl, abortpl)
        return ret



###################################################################################################
## Unit test
###################################################################################################
if(__name__ == "__main__"):
    class Output(object):
        pass
    def f(x):
        print(x)
    out = Output()
    out.info = f
    out.warn = f
    out.err = f
    
    class TestChute(object):
        pass
    def exceptionFunc(x):
        raise Exception('test5')
    
    def security0(x):
        out.info(x)
    def security1(x):
        out.info(x)

    def get0(x):
        out.info(x)
    def get1(x):
        out.info(x)
    
    def set0(x):
        out.info(x)
        return reload0
    def set1(x):
        out.info(x)
    def revertSet0(x):
        out.warn(x)
    def revertSet1(x):
        out.warn(x)
    
    def reload0(x):
        out.info(x)
    def reload1(x):
        out.info(x)
    def revertReload0(x):
        out.warn(x)
    def revertReload1(x):
        out.warn(x)

    #
    # Setup new map
    #
    pm = PlanMap('test')
    ch = TestChute()
    ch.guid = 'TESTCHUTE'

    #
    # Generate plans portion
    #
    reload1 = exceptionFunc
    
    # Category zere stuff
    pm.addPlans(ch, 0, (lambda x: out.info(x), 'category 0'), (lambda x: out.warn(x), 'reverting category 0'))
    
    # Category one stuff
    abtPlans = []
    pm.addPlans(ch, 1, (security0, 'sec0'))
    
    pm.addPlans(ch, 11, (get0, 'get0'))
    
    abtPlans.append((revertSet0, 'reverting set 0'))
    pm.addPlans(ch, 21, (set0, 'set0'), abtPlans)
    
    abtPlans.append((revertReload0, 'reverting reload 0'))
    pm.addPlans(ch, 31, (reload0, 'reload0'), abtPlans)
    
    # Category two stuff
    abtPlans = []
    pm.addPlans(ch, 2, (security1, 'sec1'))
    
    pm.addPlans(ch, 12, (get1, 'get1'))
    
    abtPlans.append((revertSet1, 'reverting set 1'))
    pm.addPlans(ch, 22, (set1, 'set1'), abtPlans)
    
    abtPlans.append((revertReload1, 'reverting reload 1'))
    pm.addPlans(ch, 32, (reload1, 'reload1'), abtPlans)
    
    
    # Category three stuff
    pm.addPlans(ch, 43, (lambda x: out.info(x), 'category 3'), (lambda x: out.warn(x), 'reverting category 3'))
    
    
    out.info(pm)

    #
    # Aggregate plans portion
    #
    pm.sort()

    #
    # Execute Plans portion
    #
    doAbort = False
    while(True):
        p = pm.getNextTodo()
        if(not p):
            break
        c, f, a = p
        try:
            s = f(a)
            if(s):
                out.info('Got skip function: %s' % s.__module__)
                pm.registerSkip(s)
        except Exception as e:
            doAbort = True
            break
    
    #
    # Abort plans portion
    #
    if(doAbort):
        while(True):
            p = pm.getNextAbort()
            if(not p):
                break
            c, f, a = p
            try:
                f(a)
            except Exception as e:
                out.err(e)
                break
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  Source code for paradrop.backend.fc.configurer

###################################################################
# Copyright 2013-2014 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

import time
import threading

from pdtools.lib.output import out
from pdtools.lib.pdutils import timeint, str2json

from paradrop.lib import settings
from paradrop.lib.utils.restart import reloadChutes

from . import updateObject


[docs]class PDConfigurer:

    """
        ParaDropConfigurer class.
        This class is in charge of making the configuration changes required on the chutes.
        It utilizes the ChuteStorage class to hold onto the chute data.

        Use @updateChutes to make the configuration changes on the AP.
            This function is thread-safe, this class will only call one update set at a time.
            All others are held in a queue until the last update is complete.
    """

    def __init__(self, storage, lclReactor):
        self.storage = storage
        self.reactor = lclReactor

        self.updateLock = threading.Lock()
        self.updateQueue = []

        ###########################################################################################
        # Launch the first update call, NOTE that you have to use callInThread!!
        # This happens because the performUpdates should run in its own thread,
        # it makes blocking calls and such... so if we *don't* use callInThread
        # then this function WILL BLOCK THE MAIN EVENT LOOP (ie. you cannot send any data)
        ###########################################################################################
        self.reactor.callInThread(self.performUpdates)

[docs]    def getNextUpdate(self):
        """MUTEX: updateLock
            Returns the size of the local update queue.
        """
        self.updateLock.acquire()
        if(len(self.updateQueue) > 0):
            # Get first available
            a = self.updateQueue.pop(0)
        else:
            a = None
        self.updateLock.release()
        return a


[docs]    def clearUpdateList(self):
        """MUTEX: updateLock
            Clears all updates from list (new array).
        """
        self.updateLock.acquire()
        self.updateQueue = []
        self.updateLock.release()


[docs]    def updateList(self, **updateObj):
        """MUTEX: updateLock
            Take the list of Chutes and push the list into a queue object, this object will then call
            the real update function in another thread so the function that called us is not blocked.

            We take a callable responseFunction to call, when we are done with this update we should call it."""
        self.updateLock.acquire()
        # Push the data into our update queue
        self.updateQueue.append(updateObj)
        self.updateLock.release()


[docs]    def performUpdates(self):
        """This is the main working function of the PDConfigurer class.
            It should be executed as a separate thread, it does the following:
                checks for any updates to perform
                does them
                responds to the server
                removes the update
                checks for more updates
                    if more exist it calls itself again more quickly
                    else it puts itself to sleep for a little while
        """

        #add any chutes that should already be running to the front of the update queue before processing any updates
        startQueue = reloadChutes()
        self.updateLock.acquire()
        # insert the data into the front of our update queue so that all old chutes restart befor new ones are processed
        for updateObj in startQueue:
            self.updateQueue.insert(0, updateObj)
        self.updateLock.release()

        # Always perform this work
        while(self.reactor.running):
            # Check for new updates
            updateObj = self.getNextUpdate()
            if(updateObj is None):
                time.sleep(1)
                continue

            try:
                # Take the object and identify the update type
                update = updateObject.parse(updateObj)
                out.info('Performing update %s\n' % (update))

                # TESTING start
                if(settings.FC_BOUNCE_UPDATE):
                    out.testing('Bouncing update %s, result: %s\n' % (
                        update, settings.FC_BOUNCE_UPDATE))
                    update.complete(success=True, message=settings.FC_BOUNCE_UPDATE)
                    continue
                # TESTING end

                # Based on each update type execute could be different
                update.execute()

            except Exception as e:
                out.exception(e, True)
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###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

from pdtools.lib.output import out

STATE_INVALID = "invalid"
STATE_DISABLED = "disabled"
STATE_RUNNING = "running"
STATE_FROZEN = "frozen"
STATE_STOPPED = "stopped"

[docs]class Chute(object):
    """
        Wrapper class for Chute objects.
    """
    def __init__(self, descriptor, strip=None):
        # Set these first so we don't have to worry about it later
        self.name = None
        self.state = None
        self.warning = None

        self._cache = {}
        
        # See if we need to rm anything from descriptor since we grab the whole thing
        if(strip):
            d = descriptor
            for s in strip:
                d.pop(s, None)
            self.__dict__.update(d)
        else:
            self.__dict__.update(descriptor)
        
    def __repr__(self):
        return "<Chute %s - %s>" % (self.name, self.state)
    
    def __str__(self):
        s = "Chute:%s" % (self.name)
        return s

[docs]    def fullDump(self):
        """Return a dump of EVERYTHING in this chute including all API data and all internal cache data."""
        d = self.__dict__
        d['cache'] = d.pop('_cache', dict())
        return d


[docs]    def isValid(self):
        """Return True only if the Chute object we have has all the proper things defined to be in a valid state."""
        if(not self.name or len(self.name) == 0):
            return False
        return True


[docs]    def delCache(self, key):
        """Delete the key:val from the _cache dict object."""
        if(key in self._cache.keys()):
            del(self._cache[key])

    
[docs]    def setCache(self, key, val):
        """Set the key:val into the _cache dict object to carry around."""
        self._cache[key] = val


[docs]    def getCache(self, key):
        """Get the val out of the _cache dict object, or None if it doesn't exist."""
        return self._cache.get(key, None)


[docs]    def dumpCache(self):
        """
            Return a string of the contents of this chute's cache.
            In case of catastrophic failure dump all cache content so we can debug.
        """
        return "\n".join(["%s:%s" % (k,v) for k,v in self._cache.iteritems()])

    
[docs]    def appendCache(self, key, val):
        """
            Finds the key they requested and appends the val into it, this function assumes the cache object
            is of list type, if the key hasn't been defined yet then it will set it to an empty list.
        """
        r = self.getCache(key)
        if(not r):
            r = []
        elif(not isinstance(r, list)):
            out.warn('Unable to append to cache, not list type\n' )
            return
        r.append(val)
        self.setCache(key, r)
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'''
updateObject module.

This holds onto the UpdateObject class.
It allows us to easily abstract away different update types and provide a uniform
way to interpret the results through a set of basic actionable functions.
'''
import time

from paradrop.backend import exc
from paradrop.backend.fc import chutestorage
from pdtools.lib.output import out
from paradrop.lib import settings
from paradrop.lib import chute

UPDATE_SPECIFIC_ARGS = ["pkg", "func"]


[docs]class UpdateObject(object):

    """
    The base UpdateObject class, covers a few basic methods but otherwise all the intelligence
    exists in the inherited classes.

    All update information passed by the API server is contained as variables of this class
    such as update.updateType, update.updateClass, etc...

    By default, the following variables should be utilized:
        responses : an array of messages any module can choose to append warnings or errors to

        failure   : the module that chose to fail this update can set a string message to return
                  : to the user in the failure variable. It should be very clear as to why the
                  : failure occurred, but if the user wants more information they may find it
                  : in the responses variable which may contain debug information, etc...
    """
    updateModuleList = []

    def __init__(self, obj):
        # Pull in all the keys from the obj identified
        self.__dict__.update(obj)
        # Any module can add notes and warnings here
        self.responses = []
        # In case of a failure, the final message about failure goes here
        self.failure = None

        # Each update gets its own plan map
        self.plans = exc.plangraph.PlanMap(self.name)
        # Grab a reference to our storage system
        self.chuteStor = chutestorage.ChuteStorage()
        # Explicitly define a reference to the new data object
        self.new = chute.Chute(obj, strip=UPDATE_SPECIFIC_ARGS)
        # Grab the old version if it exists
        self.old = self.chuteStor.getChute(self.name)

        # Save a timestamp from when the update object was created.
        self.createdTime = time.time()

    def __repr__(self):
        return "<Update({}) :: {} - {} @ {}>".format(self.updateClass, self.name, self.updateType, self.tok)

    def __str__(self):
        return "<Update({}) :: {}>".format(self.updateClass, self.name)

[docs]    def saveState(self):
        """
            Function should be overwritten for each UpdateObject subtype
        """
        pass


[docs]    def complete(self, **kwargs):
        """
            Signal to the API server that any action we need to perform is
            complete and the API server can finish its connection with the
            client that initiated the API request.
        """
        # Save a timestamp from when we finished execution.
        self.endTime = time.time()

        if(settings.DEBUG_MODE):
            kwargs['responses'] = self.responses

        # Set our results
        self.result = kwargs

        try:
            message = "Completed {} operation on chute {}: {}".format(
                self.updateType, self.new.name,
                "success" if kwargs['success'] else "failure")
            out.usage(message, chute=self.new.name, updateType=self.updateType,
                      createdTime=self.createdTime, startTime=self.startTime,
                      endTime=self.endTime, **kwargs)
        except Exception as e:
            out.exception(e, True)

        # Call the function we were provided
        self.func(self)


[docs]    def execute(self):
        """
        The function that actually walks through the main process required to create the chute.
        It follows the executeplan module through the paces of:
            1) Generate the plans for each exc module
            2) Prioritize the plans
            3) Execute the plans

        If at any point we fail then this function will directly take care of completing
        the update process with an error state and will close the API connection.
        """
        # Save a timestamp from when we started execution.
        self.startTime = time.time()

        # Generate the plans we need to setup the chute
        if(exc.executionplan.generatePlans(self)):
            out.warn('Failed to generate plans\n')
            self.complete(success=False, message=self.failure)
            return

        # Aggregate those plans
        exc.executionplan.aggregatePlans(self)

        # Execute on those plans
        if(exc.executionplan.executePlans(self)):
            # Getting here means we need to abort what we did
            res = exc.executionplan.abortPlans(self)

            # Did aborting also fail? This is bad!
            if(res):
                ###################################################################################
                # Getting here means the abort system thinks it wasn't able to get the system
                # back into the state it was in prior to this update.
                ###################################################################################
                out.err('TODO: What do we do when we fail during abort?\n')
                pass

            # Report the failure back to the user
            self.complete(success=False, message=self.failure)
            return

        # Now save the new state if we are all ok
        self.saveState()

        # Respond to the API server to let them know the result
        self.complete(success=True, message='Chute {} {} success'.format(
            self.name, self.updateType))




[docs]class UpdateChute(UpdateObject):

    """
    Updates specifically tailored to chute actions like create, delete, etc...
    """
    # List of all modules that need to be called during execution planning
    updateModuleList = [
        exc.name,
        exc.state,
        exc.struct,
        exc.resource,
        exc.traffic,
        exc.runtime
    ]

    def __init__(self, obj):
        # TODO : do this better
        if(obj.get('updateType', None) == "create"):
            obj['state'] = chute.STATE_RUNNING
        elif(obj.get('updateType', None) == "start"):
            obj['state'] = chute.STATE_RUNNING
        elif(obj.get('updateType', None) == "restart"):
            obj['state'] = chute.STATE_RUNNING
        elif(obj.get('updateType', None) == "delete"):
            obj['state'] = chute.STATE_STOPPED
        elif(obj.get('updateType', None) == "stop"):
            obj['state'] = chute.STATE_STOPPED

        super(UpdateChute, self).__init__(obj)

        #for start and restart updates we need to get the config info from the old config without overwriting new update info
        if self.updateType == "start" or self.updateType == "restart":
            for k in set(self.old.__dict__.keys()).difference(set(self.new.__dict__.keys())):
                self.new.__dict__.update({k: self.old.__dict__.get(k)})

[docs]    def saveState(self):
        """
            For chutes specifically we need to change the chuteStor object to reflect
            the new state of the system after a chute update. Perform that update here.
        """
        if(self.updateType == "delete"):
            self.chuteStor.deleteChute(self.new)
        else:
            self.chuteStor.saveChute(self.new)




###################################################################################################
# Module functions and variables
###################################################################################################
UPDATE_CLASSES = {
    "CHUTE": UpdateChute
}


[docs]def parse(obj):
    """
    Determines the update type and returns the proper class.
    """
    uclass = obj.get('updateClass', None)
    cls = UPDATE_CLASSES.get(uclass, None)

    if(cls is None):
        raise Exception('BadUpdateType', 'updateClass is invalid, must be one of: %s' % ", ".join(UPDATE_CLASSES))
    return cls(obj)
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  Source code for paradrop.backend.fc.chutestorage

###################################################################
# Copyright 2013-2014 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

import sys
import json
import copy
import base64

from pdtools.lib.output import out
from pdtools.lib import pdutils
from paradrop.lib.utils import pdos
from paradrop.lib import settings

from paradrop.lib.utils.storage import PDStorage

from paradrop.lib.chute import Chute


[docs]class ChuteStorage(PDStorage):

    """
        ChuteStorage class.

        This class holds onto the list of Chutes on this AP.

        It implements the PDStorage class which allows us to save the chuteList to disk transparently
    """
    # Class variable of chute list so all instances see the same thing
    chuteList = dict()

    def __init__(self, filename=None, reactor=None):
        if(not filename):
            filename = settings.FC_CHUTESTORAGE_SAVE_PATH
        PDStorage.__init__(self, filename, reactor, settings.FC_CHUTESTORAGE_SAVE_TIMER)

        # Has it been loaded?
        if(len(ChuteStorage.chuteList) == 0):
            out.verbose('Loading chutes from disk: %s\n' % (filename))
            self.loadFromDisk()

[docs]    def setAttr(self, attr):
        """Save our attr however we want (as class variable for all to see)"""
        ChuteStorage.chuteList = attr


[docs]    def getAttr(self):
        """Get our attr (as class variable for all to see)"""
        return ChuteStorage.chuteList


[docs]    def getChuteList(self):
        """Return a list of the GUIDs of the chutes we know of."""
        return ChuteStorage.chuteList.values()


[docs]    def getChute(self, name):
        """Returns a reference to a chute we have in our cache, or None."""
        return ChuteStorage.chuteList.get(name, None)


[docs]    def deleteChute(self, ch):
        """Deletes a chute from the chute storage. Can be sent the chute object, or the chute name."""
        if (isinstance(ch, Chute)):
            del ChuteStorage.chuteList[ch.name]
        else:
            del ChuteStorage.chuteList[ch]
        self.saveToDisk()


[docs]    def saveChute(self, ch):
        """
            Saves the chute provided in our internal chuteList.
            Also since we just received a new chute to hold onto we should save our ChuteList to disk.
        """
        # check if there is a version of the chute already
        oldch = ChuteStorage.chuteList.get(ch.name, None)
        if(oldch != None):
            newch = copy.deepcopy(oldch)
            # we should merge these chutes so we don't lose any data
            oldch.__dict__.update(ch.__dict__)
            # TODO: do we need to deal with cache separate? Old code we did
        else:
            ChuteStorage.chuteList[ch.name] = ch

        self.saveToDisk()


[docs]    def clearChuteStorage(self):
        ChuteStorage.chuteList = {}
        pdos.remove(settings.FC_CHUTESTORAGE_SAVE_PATH)


    #
    # Functions we override to implement PDStorage Properly
    #
[docs]    def attrSaveable(self):
        """Returns True if we should save the ChuteList, otherwise False."""
        return (type(ChuteStorage.chuteList) == dict)




if(__name__ == '__main__'):
    def usage():
        print('Usage: $0 -ls : print chute storage details')
        exit(0)

    try:
        if(sys.argv[1] != '-ls'):
            usage()
    except Exception as e:
        print(e)
        usage()

    cs = ChuteStorage()

    chutes = cs.getChuteList()
    for ch in chutes:
        print(ch)
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  Source code for paradrop.lib.utils.pdos

###################################################################
# Copyright 2013-2014 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

import os
import subprocess
import shutil
from distutils import dir_util

# We have to import this for the decorator
from pdtools.lib.output import out

# protect the original open function
__open = open

# Since we overwrite everything else, do the same to basename
basename = lambda x: os.path.basename(x)


[docs]def getMountCmd():
    return "mount"



[docs]def isMount(mnt):
    """This function checks if @mnt is actually mounted."""
    # TODO - need to check if partition and mount match the expected??
    return os.path.ismount(mnt)



[docs]def doMount(part, mnt):
    """This function mounts @part to @mnt."""
    # Since we are already in a deferred chain, use subprocess to block and make the call to mount right HERE AND NOW
    proc = subprocess.Popen("%s %s %s" % (getMountCmd(), part, mnt), shell=True, stdout=subprocess.PIPE, stderr=subprocess.PIPE)
    output, errors = proc.communicate()

    if(proc.returncode):
        out.err("Unable to mount (%d) %s\n" % (proc.returncode, errors))
        raise Exception('UnableToMount', 'Mount error for %s' % mnt)



[docs]def doUnmount(mnt):
    """This function unmounts @mnt."""
    # Since we are already in a deferred chain, use subprocess to block and make the call to mount right HERE AND NOW
    proc = subprocess.Popen("umount %s" % (mnt), shell=True, stdout=subprocess.PIPE, stderr=subprocess.PIPE)
    output, errors = proc.communicate()

    if(proc.returncode):
        out.err("Unable to mount (%d) %s\n" % (proc.returncode, errors))
        raise Exception('UnableToUnmount', 'Mount error for %s' % mnt)



[docs]def oscall(cmd, get=False):
    """
        This function performs a OS subprocess call.
        All output is thrown away unless an error has occured or if @get is True
        Arguments:
            @cmd: the string command to run
            [get] : True means return (stdout, stderr)
        Returns:
            None if not @get and no error
            (stdout, retcode, stderr) if @get or yes error
    """
    # Since we are already in a deferred chain, use subprocess to block and make the call to mount right HERE AND NOW
    proc = subprocess.Popen(cmd, shell=True, stdout=subprocess.PIPE, stderr=subprocess.PIPE)
    output, errors = proc.communicate()
    if(proc.returncode or get):
        return (output, proc.returncode, errors)
    else:
        if(output and output != ""):
            out.verbose('"%s" stdout: "%s"\n' % (cmd, output.rstrip()))
        if(errors and errors != ""):
            out.verbose('"%s" stderr: "%s"\n' % (cmd, errors.rstrip()))
        return None



[docs]def syncFS():
    oscall('sync')



[docs]def getFileType(f):
    r = oscall('file "%s"' % f, True)
    if(r is not None and isinstance(r, tuple)):
        return r[0]
    else:
        return None



[docs]def exists(p):
    return os.path.exists(p)



[docs]def unlink(p):
    return os.unlink(p)



[docs]def mkdir(p):
    return os.mkdir(p)



[docs]def symlink(a, b):
    return os.symlink(a, b)



[docs]def ismount(p):
    return os.path.ismount(p)



[docs]def fixpath(p):
    """This function is required because if we need to pass a path to something like tarfile,
        we cannot overwrite the function to fix the path, so we need to expose it somehow."""
    return p



[docs]def copy(a, b):
    return shutil.copy(a, b)



[docs]def move(a, b):
    return shutil.move(a, b)



[docs]def remove(a):
    if (isdir(a)):
        return shutil.rmtree(a)
    else:
        return os.remove(a)



[docs]def isdir(a):
    return os.path.isdir(a)



[docs]def isfile(a):
    return os.path.isfile(a)



[docs]def copytree(a, b):
    """shutil's copytree is dumb so use distutils."""
    return dir_util.copy_tree(a, b)



[docs]def open(p, mode):
    return __open(p, mode)



[docs]def makeExecutable(*args):
    """The function that takes the list of files provided and sets the X bit on them."""
    # Force args to be a tuple
    if(not (isinstance(args, list) or isinstance(args, tuple))):
        args = list(args)

    for a in args:
        out.verbose('Making %s executable\n' % (os.path.basename(a)))

        if(os.path.exists(a)):
            os.chmod(a, 0744)
        else:
            out.warn('File missing "%s"\n' % (a))



[docs]def writeFile(filename, line, mode="a"):
    """Adds the following cfg (either str or list(str)) to this Chute's current
        config file (just stored locally, not written to file."""
    try:
        if(type(line) is list):
            data = "\n".join(line) + "\n"
        elif(type(line) is str):
            data = "%s\n" % line
        else:
            out.err("Bad line provided for %s\n" % filename)
            return
        fd = open(filename, mode)
        fd.write(data)
        fd.flush()
        fd.close()

    except Exception as e:
        out.err('Unable to write file: %s\n' % (str(e)))



[docs]def write(filename, data, mode="w"):
    """ Writes out a config file to the specified location.
    """
    try:
        fd = open(filename, mode)
        fd.write(data)
        fd.flush()
        fd.close()
    except Exception as e:
        out.err('Unable to write to file: %s\n' % str(e))



[docs]def readFile(filename, array=True, delimiter="\n"):
    """
        Reads in a file, the contents is NOT expected to be binary.
        Arguments:
            @filename: absolute path to file
            @array : optional: return as array if true, return as string if False
            @delimiter: optional: if returning as a string, this str specifies what to use to join the lines

        Returns:
            A list of strings, separated by newlines
            None: if the file doesn't exist
    """
    if(not exists(filename)):
        return None

    lines = []
    with open(filename, 'r') as fd:
        while(True):
            line = fd.readline()
            if(not line):
                break
            lines.append(line.rstrip())
    if(array is True):
        return lines
    else:
        return delimiter.join(lines)
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  Source code for paradrop.lib.utils.uci

###################################################################
# Copyright 2013-2014 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

import traceback, os

from paradrop.lib import settings
from paradrop.lib.utils import pdos, pdosq
from pdtools.lib.output import out


[docs]def getSystemConfigDir():
    base = settings.UCI_CONFIG_DIR
    if "SNAP_APP_DATA_PATH" in os.environ:
        base = os.path.join(os.environ['SNAP_APP_DATA_PATH'], "config")
    pdosq.makedirs(base)
    return base



[docs]def getSystemPath(filename):
    """
    Get the path to the system configuration file.

    This function also attempts to create the configuration directory if it
    does not exist.
    
    Typical filenames: network, wireless, qos, firewall, dhcp, etc.
    """
    base = getSystemConfigDir()
    return os.path.join(base, filename)

 

[docs]def stringify(a):
    b = {}
    #print("%s\n" % a)
    if (type(a) == str):
        return a
    for k, v in a.iteritems():
        if type(v) is dict:
            b[k] = stringify(v)
        elif type(v) is list:
            b[k] = [stringify(v1) for v1 in v]
        else:
            b[k] = str(v)
    return b


[docs]def configsMatch(a, b):
    """Takes 2 config objects, returns True if they match, False otherwise."""
    for e1 in a:
        c1, o1 = e1
        c1 = stringify(c1)
        o1 = stringify(o1)
        for e2 in b:
            c2, o2 = e2
            c2 = stringify(c2)
            o2 = stringify(o2)
            if(c1 == c2 and o1 == o2):
                # Found a match, move to next @a
                break
        else:
            # Didn't find a match so return false
            out.err('Not a match in configsMatch\n')
            #out.warn('C1: %r\tO1: %r\n' % (c1, o1))
            #out.warn('C2: %r\tO2: %r\n' % (c2, o2))
            return False
    return True


[docs]def chuteConfigsMatch(chutePre, chutePost):
    """ Takes two lists of objects, and returns whether or not they are identical."""
    # TODO - currently using a naive implementation by searching over the old configs and the new configs.
    # Could improve if slow by keep track of matched configs on both sides, deleting from search space
    # If any objects remain at the end 
    # loop through all old configs, check if they each have a match in the new configs
    for c1 in chutePre:
        
        for c2 in chutePost:
            if (singleConfigMatches(c1, c2)):
                break
        else:
            # We got through the loop without finding a match, so return false
           return False

    for c2 in chutePost:
        for c1 in chutePre:
            if (singleConfigMatches(c1, c2)):
                break
        else:
            return False

    return True    


[docs]def isMatch(a, b):
    #print("a: %s\nb: %s" % (a, b))
    a = stringify(a)
    b = stringify(b)
    return (a == b)


[docs]def isMatchIgnoreComments(a, b):
    #print("a: %s\nb: %s" % (a, b))
    import copy
    a1 = copy.deepcopy(a) 
    b1 = copy.deepcopy(b)
    
    a1.pop('comment', None)
    b1.pop('comment', None)
    a1 = stringify(a1)
    b1 = stringify(b1)
    return (a1 == b1)


[docs]def singleConfigMatches(a, b):
    (c1, o1) = a
    (c2, o2) = b
    return isMatch(c1, c2) and isMatch(o1, o2)



[docs]class UCIConfig:
    """
        Wrapper around the UCI configuration files.
            These files are found under /etc/config/*, and are used by OpenWrt to keep track of
            configuration for modules typically found in /etc/init.d/*

            The modules of interest and with current support are:
                - firewall
                - network
                - wireless
                - qos

            * This class should work with any UCI module but ALL others are UNTESTED!

        New configuration settings can be added to the UCI file via addConfig().

        Each UCI config file is expected to contain the following syntax:
        
            config keyA [valueA]
                option key1 value1
                ...
                list key2 value1
                list key2 value2
                ...
                list key3 value1
                list key3 value2
        
        Based on the UCI file above, the config syntax would look like the following:
            config is a list of tuples, containing 2 dict objects in each tuple:
            
                - tuple[0] describes the first line (config keyA [valueA])
                    {'type': keyA, 'name': valueA}
                    The value parameter is optional and if missing, then the 'name' key is also missing (rather than set to None).

                - tuple[1] describes the options associated with the settings (both 'option' and 'list' lines)
                    {'key1': 'value1', ...}

                    If a list is present, it looks like the following:
                        {
                            ..., 
                            'list': {
                                'key2': [value1, value2, ...],
                                'key3': [value1, value2, ...]
                                }
                        }
                
                So for the example above, the full config definition would look like:
                    C = {'type': 'keyA', 'name': 'valueA'}
                    O = {'key1': 'value1', 'list': {'key2': ['value1', 'value2'], 'key3': ['value1', 'value2']}}
                    config = [(C, O)]
    """
    def __init__(self, filepath):
        self.filepath = filepath
        self.myname = os.path.basename(self.filepath)
        if (not os.path.isfile(self.filepath)):
            open(self.filepath, 'a').close()

        self.config = self.readConfig()
    
    def __eq__(self, o):
        if(self.filepath != o.filepath):
            return False
        if(self.myname != o.myname):
            return False

        # before parsing through each one, do simple check to make sure the number of configs is the same
        if(len(self.config) != len(o.config)):
            return False

        # Parse through config finding any differences
        oc = o.config
        for cfg in self.config:
            c, o = cfg
            # This is stupid slow, but easy, just look through all values for a match
            for cfg1 in oc:
                c1, o1 = cfg1
                if(c1 == c and o1 == o):
                    break
            else:
                # Found no match so we return None
                return False
                
        return True
    
    def __ne__(self, o):
        """Override the not equals operator between 2 Config objects
            This is required because the config attribute contains a list of tuples which Python doesn't
            seem to like to do comparisons directly on, for instance cfg1.config != cfg2.config fails to 
            say they are the same even though they are."""
        if(self.filepath != o.filepath):
            return True
        if(self.myname != o.myname):
            return True

        # before parsing through each one, do simple check to make sure the number of configs is the same
        if(len(self.config) != len(o.config)):
            return True

        # Parse through config finding any differences
        oc = o.config
        for cfg in self.config:
            c, o = cfg
            # This is stupid slow, but easy, just look through all values for a match
            for cfg1 in oc:
                c1, o1 = cfg1
                if(c1 == c and o1 == o):
                    break
            else:
                # Found no match so we return None
                return True
                
        return False

[docs]    def getConfig(self, config):
        """ Returns a list of call configs with the given title """
        matches = []
        # Search through the config array for matches
        config = stringify(config)
        for e in self.config:
            c, o = e
            if(c == config):
                matches.append((c, o))

        return matches

    
[docs]    def getConfigIgnoreComments(self, config):
        """ Returns a list of call configs with the given title.
            Comments are ignored.
         """
        matches = []
        # Search through the config array for matches
        for e in self.config:
            c, o = e
            if(isMatchIgnoreComments(c, config)):
                matches.append((c, o))

        return matches


[docs]    def existsConfig(self, config, options):
        """Tests if the (config, options) is in the current config file."""    
        # Search through the config array for matches
        config = stringify(config)
        options = stringify(options)
        for e in self.config:
            c, o = e
            if(c == config and o == options):
                return True
        return False


[docs]    def addConfigs(self, configs):
        """ Adds a list of tuples to our config """
        for e in configs:
            c, o = e
            self.addConfig(c, o)


[docs]    def delConfigs(self, configs):
        """ Adds a list of tuples to our config """
        for e in configs:
            c, o = e
            self.delConfig(c, o)


[docs]    def addConfig(self, config, options):
        """Adds the tuple to our config."""
        if (not self.existsConfig(config, options)):
            self.config.append((config, options))


[docs]    def delConfig(self, config, options):
        """Finds a match to the config input and removes it from the internal config data structure."""
        config = stringify(config)
        options = stringify(options)

        # Search through the config array for matches
        for i, e in enumerate(self.config):
            c, o = e
            if(c == config and o == options):
                break
        else:
            # Getting here means we didn't break so no match
            out.verbose('No match to delete, config: %r\n' % (config))
            return
        
        del(self.config[i])


[docs]    def backup(self, backupToken):
        """
            Puts a backup of this config to the location specified in @backupPath.
        """
        backupPath = '/tmp/%s-%s' % (self.myname, backupToken)
        pdos.copy(self.filepath, backupPath)


[docs]    def restore(self, backupToken, saveBackup=True):
        """
            Replaces real file (at /etc/config/*) with backup copy from /tmp/*-@backupToken location.

            Arguments:
                backupToken: The backup token appended at the end of the backup path
                saveBackup : A flag to keep a backup copy or delete it (default is keep backup)
        """
        # Make sure it exists!
        backupPath = '/tmp/%s-%s' % (self.myname, backupToken)
        if(pdos.exists(backupPath)):
            if(saveBackup):
                pdos.copy(backupPath, self.filepath)
            else:
                pdos.move(backupPath, self.filepath)
        else:
            # This might be ok if they didn't actually make any changes
            out.warn('Cannot restore, %s missing backup (might be OK if no changes made)\n' % (self.myname))


[docs]    def getChuteConfigs(self, internalid):
        chuteConfigs = []
        for e in self.config:
            c, o = e
            if ('comment' in c):
                print c
            if (c.get('comment', '') == internalid):
                chuteConfigs.append((c,o))
        return chuteConfigs


[docs]    def checkWanConfig(self, internalid):
        configDef =  {'type': 'interface', 'name': 'wan', 'comment': internalid}
        optionsDef = {'ifname': 'eth0', 'proto': 'dhcp'}
       
        otherIfaceWanPresent = False
        eth0Present = False
        for c, o in self.config:
            if (isMatchIgnoreComments(c, configDef)):
                if (isMatch(o, optionsDef)):
                    eth0Present = True
                else:
                    otherIfaceWanPresent = True

        # If an sta chute has defined the wan, get rid of the default
        if (otherIfaceWanPresent and eth0Present):
            self.delConfig(configDef, optionsDef)
        
        # If no wan defined, we need to add a default eth0 one
        if (not otherIfaceWanPresent and not eth0Present):
            self.addConfig(configDef, optionsDef)


[docs]    def save(self, backupToken=None, internalid=None):
        """
            Saves out the file in the proper format.
            
            Arguments:
                [backupPath] : Save a backup copy of the UCI file to the path provided.
                                Should be a token name like 'backup', it gets appended with a hyphen.
        """
        # Save original copy
        if(backupToken):
            self.backup(backupToken)
      
        output = ""
        # Now generate what the file would look like
        for c, o in self.config:
            #print("c: %s\n" % c.keys())
            line = "config %s" % c['type']
            # Check for optional name
            if('name' in c.keys()):
                line += " %s" % c['name']
            if('comment' in c.keys()):
                line += " #%s" % c['comment']
            output += "%s\n" % line
            
            # Get options
            # check for lists first, if they exist remove them first
            if('list' in o.keys()):
                theLists = o['list']
            else:
                theLists = None

            # Now process everything else quick
            for k,v in o.iteritems():
                # Make sure we skip the lists key
                if(k != 'list'):
                    line = "\toption %s '%s'\n" % (k,v)
                    output += line
            
            # Now process the list
            if(theLists):
                # theLists is a dict where the key is each list name
                # and the value is a list of the options we need to include
                for k,v in theLists.iteritems():
                    # so @v here is a list
                    for vals in v:
                        # Now append a list set to the config
                        line = "\tlist %s '%s'\n" % (k, vals)
                        output += line

            # Now add one extra newline before the next set
            output += "\n"
        
        # Now write to disk
        try:
            out.info('Saving %s to disk\n' % (self.filepath))
            fd = pdos.open(self.filepath, 'w')
            fd.write(output)
            
            # Guarantee that its written to disk before we close
            fd.flush()
            os.fsync(fd.fileno())
            fd.close()
        except Exception as e:
            out.err('Unable to save new config %s, %s\n' % (self.filepath, str(e)))
            out.err('Config may be corrupted, backup exists at /tmp/%s\n' % (self.myname))



[docs]    def readConfig(self):
        """Reads in the config file."""
        def correctStr(line):
            return " ".join(line.split())
        
        lines = []
        try:
            

            fd = pdos.open(self.filepath, 'r')

            while(True):
                line = fd.readline()
                if(not line):
                    break
                lines.append(line)
            fd.close()
        except Exception as e:
            out.err('Error reading file %s: %s\n' % (self.filepath, str(e)))
            raise e

        cfg = None
        opt = None
        data = []

        # Now we have the data, deal with it
        for line in lines:
            line = line.rstrip()
            # If comment ignore
            if(line.startswith('#')):
                continue
           
            # First make all lines have correct whitespace
            # FIXME: if there is a space WITHIN quotes this kills it!
            # this could come up as a key in an encryption key
            line = correctStr(line)
            l = line.split(" ")
            # Attempt to remove single quotes from the value if it exists
            #print("l: %s" % l)
            try:
                if (l[2].startswith("'") and not l[2].endswith("'")):
                    i = 2
                    # strip off first quotation
                    l[2] = l[2][1:]
                    addStr = ""
                    # Iterate over the rest of the words until we find a second quotation
                    while True:
                        if (l[i].endswith("'")):
                            if (i == 2):
                                addStr = l[i][:-1]
                            else:
                                addStr = "%s %s" % (addStr, l[i][:-1]) 
                            
                            a = [l[0], l[1]]
                            a.append(addStr)                                                  
                            if (len(l) > i+1):
                                a.extend(l[i+1:])
                            break
                        else:
                            if (i == 2):
                                addStr = l[i]
                            else:
                                addStr = "%s %s" % (addStr, l[i]) 
                        i += 1

                    l = a
                else:
                    l[2] = l[2].replace("'", "")
                    l[2] = l[2].replace('"', '')
            except:
                pass
            

            #
            # Config
            #
            #print("l: %s" % l)
            if(l[0] == 'config'):
                # Save last config we had
                if(cfg and opt):
                    data.append((cfg, opt))
                
                # start a new config
                cfg = {'type': l[1]}

                # Third element can be comment or name
                if(len(l) == 3):
                    if (l[2].startswith('#')):
                        cfg['comment'] = l[2][1:]
                    else:
                        cfg['name'] = l[2]
                elif (len(l) == 4):
                    # Four elements, so third is name and 4th is comment 
                        cfg['name'] = l[2]
                        cfg['comment'] = l[3][1:]
                opt = {}
            
            #
            # Options
            #
            elif(l[0] == 'option'):
                opt[l[1]] = l[2]
            
            #
            # List
            #
            elif(l[0] == 'list'):
                # Make sure there is a list key
                if('list' not in opt.keys()):
                    opt['list'] = {}
                if(l[1] in opt['list'].keys()):
                    opt['list'][l[1]].append(l[2])
                else:
                    opt['list'][l[1]] = [l[2]]
        else:
            # Also at the end of the loop, save the final config we were making
            # Make sure cfg,opt aren't None
            if(None not in (cfg, opt)):
                data.append((cfg, opt))
        return data



import argparse
[docs]def setupArgParse():
    p = argparse.ArgumentParser(description='UCI Configuration Manager')
    p.add_argument('-f', '--file', help='Config file', type=str, default=None)
    return p



if(__name__ == '__main__'):
    import pprint

    pp = pprint.PrettyPrinter(indent=4)
    # Get stuff out of the arguments
    p = setupArgParse()
    args = p.parse_args()
       
    fileLoc = args.file
 
    uci = UCIConfig(fileLoc)

    config = uci.readConfig()
    pp.pprint(config)







          

      

      

    


    
        © Copyright 2015, Paradrop Labs.
      Created using Sphinx 1.3.5.
    

  

_static/comment.png





_static/comment-bright.png





_modules/paradrop/lib/settings.html


    
      Navigation


      
        		
          index


        		
          modules |


        		paradrop 0.0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for paradrop.lib.settings

##################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

"""
    This file contains any settings required by ANY and ALL modules of the paradrop system.
    They are defaulted to some particular value and can be called by any module in the paradrop
    system with the following code:

        from paradrop import settings
        print(settings.STUFF)

    These settings can be overriden by a file defined which contains the following syntax:

        # This changes a string default setting
        EXACT_SETTING_NAME0 "new string setting"
        
        # This changes a int default setting
        EXACT_SETTING_NAME1 int0

    If settings need to be changed, they should be done so by the initialization code
    (such as pdfcd, pdapi_server, pdfc_config, etc...)

    This is done by calling the following function:
        settings.updateSettings(filepath)
"""

import os
import re
import sys

DEBUG_MODE = False
VERBOSE = False

#
# pdfcd
#
PDFCD_PORT = 14321
PDFCD_HEADER_VALUE = "*"

#
# fc
#
FC_BOUNCE_UPDATE = None

FC_CHUTESTORAGE_SAVE_PATH = "./tmp"
FC_CHUTESTORAGE_SAVE_TIMER = 60
RESERVED_CHUTE = "__PARADROP__"

#
# UCI configuration files
#
UCI_CONFIG_DIR = "/etc/config"

#
# Output
#
LOG_PATH = '/var/run/'  # Not supposed to be for log files but will work for now.

#
# pdconfd
#
# PDCONFD_WRITE_DIR: Directory where automatically generated config files
# (dnsmasq.conf) will be stored.  It is better to put it in /var/run because
# /tmp is sandboxed on Snappy.
PDCONFD_WRITE_DIR = '/var/run/pdconfd'
PDCONFD_ENABLED = True

# Pool of address available for chutes that request dynamic addresses.
DYNAMIC_NETWORK_POOL = "192.168.128.0/17"

# Directory containing "docker" binary.
DOCKER_BIN_DIR = "/apps/bin"

###############################################################################
# Helper functions
###############################################################################


[docs]def parseValue(key):
    """
    Attempts to parse the key value, so if the string is 'False' it will parse a boolean false.

    :param key: the key to parse
    :type key: string

    :returns: the parsed key.
    """
    # Is it a boolean?
    if(key == 'True' or key == 'true'):
        return True
    if(key == 'False' or key == 'false'):
        return False

    # Is it None?
    if(key == 'None' or key == 'none'):
        return None

    # Is it a float?
    if('.' in key):
        try:
            f = float(key)
            return f
        except:
            pass

    # Is it an int?
    try:
        i = int(key)
        return i
    except:
        pass

    # TODO: check if json

    # Otherwise, its just a string:
    return key



[docs]def addSetting(key, value):
    """
    Adds a new setting to this module so other modules can see it.

    :param key: the setting name.
    :type key: string.

    :param value: the value of the setting.
    :type value: variable.

    :returns: None
    """
    pass



[docs]def updateSettings(slist=[]):
    """
    Take a list of key:value pairs, and replace any setting defined.
    Also search through the settings module and see if any matching
    environment variables exist to replace as well.

    :param slist: the list of key:val settings
    :type slist: array.

    :returns: None
    """

    from types import ModuleType
    # Get a handle to our settings defined above
    mod = sys.modules[__name__]

    # First overwrite settings they may have provided with the arg list
    for kv in slist:
        k, v = kv.split(':', 1)
        # We can either replace an existing setting, or set a new value, we don't care
        setattr(mod, k, parseValue(v))

    # Now search through our settings and look for environment variable matches they defined
    for m in dir(mod):
        a = getattr(mod, m)
        # Look for just variable defs
        if(not hasattr(a, '__call__') and not isinstance(a, ModuleType)):
            if(not m.startswith('__')):
                # Found one of our vars, check environ for a match
                match = os.environ.get(m, None)
                if(match):
                    setattr(mod, m, parseValue(match))
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  Source code for paradrop.lib.utils.dockerapi

###################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

"""
Functions associated with deploying and cleaning up docker containers.
"""

from pdtools.lib.output import out
import docker
import json
import os
import subprocess

from paradrop.lib import settings


DOCKER_CONF = """
# Docker systemd configuration
#
# This configuration file was automatically generated by Paradrop.  Any changes
# will be overwritten on startup.

# Tell docker not to start containers automatically on startup.
DOCKER_OPTIONS="--restart=false"
"""


[docs]def writeDockerConfig():
    """
    Write options to Docker configuration.

    Mainly, we want to tell Docker not to start containers automatically on
    system boot.
    """
    # First we have to find the configuration file.  On Snappy, it should be in
    # "/var/lib/apps/docker/{version}/etc/docker.conf", but version could
    # change.
    path = "/var/lib/apps/docker"
    if not os.path.exists(path):
        out.warn('No directory "{}" found'.format(path))
        return

    written = False
    for d in os.listdir(path):
        finalPath = os.path.join(path, d, "etc/docker.conf")
        if not os.path.exists(finalPath):
            continue

        try:
            with open(finalPath, "w") as output:
                output.write(DOCKER_CONF)
            written = True
        except Exception as e:
            out.warn('Error writing to {}: {}'.format(finalPath, str(e)))

    if not written:
        out.warn('Could not write docker configuration.')



[docs]def startChute(update):
    """
    Build and deploy a docker container based on the passed in update.

    :param update: The update object containing information about the chute.
    :type update: obj
    :returns: None
    """
    out.info('Attempting to start new Chute %s \n' % (update.name))

    repo = update.name + ":latest"
    dockerfile = update.dockerfile
    name = update.name

    host_config = build_host_config(update)

    c = docker.Client(base_url="unix://var/run/docker.sock", version='auto')

    #Get Id's of current images for comparison upon failure
    validImages = c.images(quiet=True, all=False)
    validContainers = c.containers(quiet=True, all=True)

    buildFailed = False
    for line in c.build(rm=True, tag=repo, fileobj=dockerfile):

        #if we encountered an error make note of it
        if 'errorDetail' in line:
            buildFailed = True

        for key, value in json.loads(line).iteritems():
            if isinstance(value, dict):
                continue
            elif key == 'stream':
                update.pkg.request.write(str(value))
            else:
                update.pkg.request.write(str(value) + '\n')

    #If we failed to build skip creating and starting clean up and fail
    if buildFailed:
        failAndCleanUpDocker(validImages, validContainers)

    try:
        container = c.create_container(
            image=repo, name=name, host_config=host_config
        )
        c.start(container.get('Id'))
    except Exception as e:
        failAndCleanUpDocker(validImages, validContainers)
    
    out.info("Successfully started chute with Id: %s\n" % (str(container.get('Id'))))

    setup_net_interfaces(update)


[docs]def removeChute(update):
    """
    Remove a docker container and the image it was built on based on the passed in update.

    :param update: The update object containing information about the chute.
    :type update: obj
    :returns: None
    """
    out.info('Attempting to remove chute %s\n' % (update.name))
    c = docker.Client(base_url='unix://var/run/docker.sock', version='auto')
    repo = update.name + ":latest"
    name = update.name
    try:
        c.remove_container(container=name, force=True)
        c.remove_image(image=repo)
    except Exception as e:
        update.complete(success=False, message= e.explanation)


[docs]def stopChute(update):
    """
    Stop a docker container based on the passed in update.

    :param update: The update object containing information about the chute.
    :type update: obj
    :returns: None
    """
    out.info('Attempting to stop chute %s\n' % (update.name))
    c = docker.Client(base_url='unix://var/run/docker.sock', version='auto')
    try:
        c.stop(container=update.name)
    except Exception as e:
        update.complete(success=False, message= e.explanation)
        raise e


[docs]def restartChute(update):
    """
    Start a docker container based on the passed in update.

    :param update: The update object containing information about the chute.
    :type update: obj
    :returns: None
    """
    out.info('Attempting to restart chute %s\n' % (update.name))
    c = docker.Client(base_url='unix://var/run/docker.sock', version='auto')
    try:
        c.start(container=update.name)
    except Exception as e:
        update.complete(success=False, message= e.explanation)
        raise e

    setup_net_interfaces(update)


[docs]def failAndCleanUpDocker(validImages, validContainers):
    """
    Clean up any intermediate containers that may have resulted from a failure and throw an Exception so that
    the abort process is called.

    :param validImages: A list of dicts containing the Id's of all the images that should exist on the system.
    :type validImages: list
    :param validContainers: A list of the Id's of all the containers that should exist on the system.
    :type validContainers: list
    :returns: None
    """
    c = docker.Client(base_url="unix://var/run/docker.sock", version='auto')

    #Clean up containers from failed build/start
    currContainers = c.containers(quiet=True, all=True)
    for cntr in currContainers:
        if not cntr in validContainers:
            out.info('Removing Invalid container with id: %s' % str(cntr.get('Id')))
            c.remove_container(container=cntr.get('Id'))

    #Clean up images from failed build
    currImages = c.images(quiet=True, all=False)
    for img in currImages:
        if not img in validImages:
            out.info('Removing Invalid image with id: %s' % str(img))
            c.remove_image(image=img)
    #Throw exception so abort plan is called and user is notifie
    raise Exception('Building or starting of docker image failed check your Dockerfile for errors.')


[docs]def build_host_config(update):
    """
    Build the host_config dict for a docker container based on the passed in update.

    :param update: The update object containing information about the chute.
    :type update: obj
    :returns: (dict) The host_config dict which docker needs in order to create the container.
    """

    if not hasattr(update.new, 'host_config') or update.new.host_config == None:
        config = dict()
    else:
        config = update.new.host_config

    host_conf = docker.utils.create_host_config(
        #TO support
        port_bindings=config.get('port_bindings'),
        binds=config.get('binds'),
        links=config.get('links'),
        dns=config.get('dns'),
        #not supported/managed by us
        #network_mode=update.host_config.get('network_mode'),
        #extra_hosts=update.host_config.get('extra_hosts'),
        restart_policy={'MaximumRetryCount': 5, 'Name': 'on-failure'},
        devices=[],
        lxc_conf={},
        publish_all_ports=False,
        privileged=False,
        dns_search=[],
        volumes_from=None,
        cap_add=['NET_ADMIN'],
        cap_drop=[]
    )
    return host_conf



[docs]def setup_net_interfaces(update):
    """
    Link interfaces in the host to the internal interface in the docker container using pipework.

    :param update: The update object containing information about the chute.
    :type update: obj
    :returns: None
    """
    interfaces = update.new.getCache('networkInterfaces')
    for iface in interfaces:
        if iface.get('netType') == 'wifi':
            IP = iface.get('ipaddrWithPrefix')
            internalIntf = iface.get('internalIntf')
            externalIntf = iface.get('externalIntf')
        else:
            continue

        # Construct environment for pipework call.  It only seems to require
        # the PATH variable to include the directory containing the docker
        # client.  On Snappy this was not happening by default, which is why
        # this code is here.
        env = {"PATH": os.environ.get("PATH", "")}
        if settings.DOCKER_BIN_DIR not in env['PATH']:
            env['PATH'] += ":" + settings.DOCKER_BIN_DIR

        cmd = ['/apps/paradrop/current/bin/pipework', externalIntf, '-i',
               internalIntf, update.name,  IP]
        out.info("Calling: {}\n".format(" ".join(cmd)))
        try:
            proc = subprocess.Popen(cmd, stdout=subprocess.PIPE,
                                    stderr=subprocess.PIPE, env=env)
            for line in proc.stdout:
                out.info("pipework: {}\n".format(line.strip()))
            for line in proc.stderr:
                out.warn("pipework: {}\n".format(line.strip()))
        except OSError as e:
            out.warn('Command "{}" failed\n'.format(" ".join(cmd)))
            out.exception(e, True)
            raise e
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  Source code for paradrop.lib.utils.pdosq

"""
Quiet pdos module.
Implements utility OS operations without relying on the output module.
Therefore, this module can be used by output without circular dependency.
"""

import errno
import os


[docs]def makedirs(p):
    """
    Recursive directory creation (like mkdir -p).
    Returns True if the path is successfully created, False if it existed
    already, and raises an OSError on other error conditions.
    """
    try:
        os.makedirs(p)
        return True
    except OSError as e:
        # EEXIST is fine (directory already existed).  Anything else would be
        # problematic.
        if e.errno != errno.EEXIST:
            raise e
    return False
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  Source code for paradrop.lib.utils.restart

####################################################################
# Copyright 2013-2015 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

'''
lib.utils.restart
Contains the functions required to restart chutes properly on power cycle of device.
Checks with pdconfd to make sure it was able to properly bring up all interfaces before
starting chutes.
'''

from pdtools.lib.output import out
from paradrop.backend.fc import chutestorage
from pdtools.lib.pdutils import json2str, str2json, timeint, urlDecodeMe
from paradrop.backend.pdconfd.client import waitSystemUp
from paradrop.lib import chute, settings
from paradrop.lib.config.network import reclaimNetworkResources
import time

FAILURE_WARNING = """
    ************************WARNING************************
    This chute failed to start on a previous attempt for some reason. 
    Perhaps hardware on the device has changed? 
    The chute has been stopped and will need to be started.
    """

[docs]def reloadChutes():
    """
    This function is called to restart any chutes that were running prior to the system being restarted.
    It waits for pdconfd to come up and report whether or not it failed to bring up any of the interfaces
    that existed before the power cycle. If pdconfd indicates something failed we then force a stop update
    in order to bring down all interfaces associated with that chute and mark it with a warning. 
    If the stop fails we mark the chute with a warning manually and change its state to stopped and save to 
    storage this isn't great as it could mean our system still has interfaces up associated with that chute.
    If pdconfd doesn't report failure we attempt to start the chute and if this fails we trust the abort process
    to restore the system to a consistent state and we manually mark the chute as stopped and add a warning to it.
    :param None
    :returns: (list) A list of update dicts to be used to create updateObjects that should be run before accepting new updates.
    """
    if not settings.PDCONFD_ENABLED:
        return []
    chuteStore = chutestorage.ChuteStorage()
    chutes = [ ch for ch in chuteStore.getChuteList() if ch.state == 'running']

    # Part of restoring the chute to its previously running state is reclaiming
    # IP addresses, interface names, etc. that it had previously.
    for chute in chutes:
        reclaimNetworkResources(chute)

    #We need to make sure confd is up and all interfaces have been brought up properly
    confdup = False
    while not confdup:
        confdInfo = waitSystemUp()
        if confdInfo == None:
            time.sleep(1)
            continue
        confdup = True
        confdInfo = str2json(confdInfo)
        print confdInfo

    #Remove any chutes from the restart queue if confd failed to bring up the proper interfaces
    failedChutes = []
    for iface in confdInfo:
        if iface.get('success') == False:
            if iface.get('comment') == settings.RESERVED_CHUTE:
                out.warn('Failed to load a system config section')
                continue
            for ch in chutes:
                if ch.name == iface.get('comment'): chutes.remove(ch)
            if iface.get('comment') not in failedChutes: failedChutes.append(iface.get('comment'))

    #First stop all chutes that failed to bring up interfaces according to pdconfd then start successful ones
    #We do this because pdfcd needs to handle cleaning up uci files and then tell pdconfd 
    updates = []
    for ch in failedChutes:
        updates.append(dict(updateClass='CHUTE', updateType='stop', name=ch, tok=timeint(), func=updateStatus, warning=FAILURE_WARNING))

    for ch in chutes:
        updates.append(dict(updateClass='CHUTE', updateType='restart', name=ch.name, tok=timeint(), func=updateStatus))

    return updates


[docs]def updateStatus(update):
    """
    This function is a callback for the updates we do upon restarting the system.
    It checks whether or not the update completed successfully and if not it
    changes the state of the chute to stopped and adds a warning.
    :param update: The update object containing information about the chute that was created and whether it was successful or not.
    :type update: obj
    :returns: None
    """
    chuteStore = chutestorage.ChuteStorage()
    if not update.result.get('success'):
        print 'INSIDE IF STATEMENT UPDATESTATUS'
        update.old.state = 'stopped'
        update.old.warning = FAILURE_WARNING
        chuteStore.saveChute(update.old)
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  Source code for paradrop.lib.utils.storage

###################################################################
# Copyright 2013-2014 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

import pickle

from pdtools.lib.output import out
from pdtools.lib import pdutils
from paradrop.lib.utils import pdos

from twisted.internet.task import LoopingCall


[docs]class PDStorage:

    """
        ParaDropStorage class.

        This class is designed to be implemented by other classes.
        Its purpose is to make whatever data is considered important persistant to disk.

        This is done by providing a reactor so a "LoopingCall" can be utilized to save to disk.

        The implementer can override functions in order to implement this class:
            getAttr() : Get the attr we need to save to disk
            setAttr() : Set the attr we got from disk
            importAttr(): Takes a payload and returns the properly formatted data
            exportAttr(): Takes the data and returns a payload
            attrSaveable(): Returns True if we should save this attr
    """

    def __init__(self, filename, reactor, saveTimer):
        self.filename = filename
        self.reactor = reactor
        self.saveTimer = saveTimer

        # Setup looping call to keep chute list perisistant only if reactor present
        if(self.reactor):
            self.repeater = self.reactor.LoopingCall(self.saveToDisk)
            self.repeater.start(self.saveTimer)

[docs]    def loadFromDisk(self):
        """Attempts to load the data from disk.
            Returns True if success, False otherwise."""

        if(pdos.exists(self.filename)):
            deleteFile = False
            out.info('Loading from disk\n')
            data = ""
            try:
                pyld = pickle.load(pdos.open(self.filename, 'rb'))
                self.setAttr(self.importAttr(pyld))
                return True
            except Exception as e:
                out.err('Error loading from disk: %s\n' % (str(e)))
                deleteFile = True

            # Delete the file
            if(deleteFile):
                try:
                    pdos.unlink(self.filename)
                except Exception as e:
                    out.err('Error unlinking %s\n' % (self.filename))

        return False


[docs]    def saveToDisk(self):
        """Saves the data to disk."""
        out.info('Saving to disk (%s)\n' % (self.filename))

        # Make sure they want to save
        if(not self.attrSaveable()):
            return

        # Get whatever the data is
        pyld = self.exportAttr(self.getAttr())

        # Write the file to disk, truncate if it exists
        try:
            pickle.dump(pyld, pdos.open(self.filename, 'wb'))
            pdos.syncFS()

        except Exception as e:
            out.err('Error writing to disk %s\n' % (str(e)))


[docs]    def attrSaveable(self):
        """THIS SHOULD BE OVERRIDEN BY THE IMPLEMENTER."""
        return False


[docs]    def importAttr(self, pyld):
        """By default do nothing, but expect that this function could be overwritten"""
        return pyld


[docs]    def exportAttr(self, data):
        """By default do nothing, but expect that this function could be overwritten"""
        return data
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  Source code for paradrop.lib.config.firewall

import fnmatch

from paradrop.lib.config import configservice, uciutils
from paradrop.lib.utils import uci
from pdtools.lib.output import out


[docs]def findMatchingInterface(iface_name, interfaces):
    """
    Search an interface list for one matching a given name.

    iface_name can contain shell-style wildcards (* and ?).
    """
    for iface in interfaces:
        if fnmatch.fnmatch(iface['name'], iface_name):
            return iface
    return None



[docs]def getOSFirewallRules(update):
    """
    There is a set of default things that must exist just for the chute to function at all, generate those here.

    Stored in key: osFirewallRules
    """
    interfaces = update.new.getCache('networkInterfaces')
    if interfaces is None:
        return None

    rules = []

    # Add a zone for each interface.
    for iface in interfaces:
        config = {'type': 'zone'}
        options = {
            'name': iface['externalIntf'],
            'input': 'ACCEPT',
            'forward': 'REJECT',
            'output': 'ACCEPT',
            'network': iface['externalIntf']
        }

        if iface['netType'] == 'wan':
            options['masq'] = 1
        else:
            options['masq'] = 0

        # Add the zone section first.
        rules.append((config, options))

        # Then add a forwarding rule for wan type interfaces.
        if iface['netType'] == 'wan':
            rules.append(({'type': 'forwarding'}, {'src': iface['externalIntf'], 'dest': 'wan'}))

    update.new.setCache('osFirewallRules', rules)



[docs]def getDeveloperFirewallRules(update):
    """
    Generate other firewall rules requested by the developer such as redirects.
    The object returned is a list of tuples (config, options).
    """
    interfaces = update.new.getCache('networkInterfaces')
    if interfaces is None:
        return None

    rules = list()

    if hasattr(update.new, "firewall"):
        for rule in update.new.firewall:
            if rule['type'] == 'redirect':
                config = {'type': 'redirect'}
                options = {
                    'name': rule['name'],
                    'proto': 'tcpudp'
                }

                from_parts = rule['from'].strip().split(':')
                to_parts = rule['to'].strip().split(':')

                # Do not allow rules that do not pertain to the chute.
                if "@host.lan" in from_parts[0] and "@host.lan" in to_parts[0]:
                    out.warn("Unable to add firewall rule - dst and src are both outside of chute\n")

                # From @host.lan means this is a DNAT rule (redirect to the chute).
                if from_parts[0] == "@host.lan":
                    options['target'] = "DNAT"

                    options['src'] = "wan"
                    if len(from_parts) > 1:
                        options['src_dport'] = from_parts[1]

                    # Find the interface specified in the rule, so we can get its
                    # IP address.
                    iface = findMatchingInterface(to_parts[0], interfaces)
                    if iface is None:
                        out.warn("No interface found with name {}\n".format(to_parts[0]))
                        raise Exception("Interface not found")

                    options['dest_ip'] = iface['externalIpaddr']
                    if len(to_parts) > 1:
                        options['dest_port'] = to_parts[1]

                # This is an SNAT rule (redirect from the chute to host network).
                elif to_parts[0] == "@host.lan":
                    options['target'] = "SNAT"

                    # TODO: Implement
                    out.warn("SNAT rules not supported yet")
                    raise Exception("SNAT rules not implemented")

                # Could be forwarding between chute interfaces?
                else:
                    out.warn("Other rules not supported yet")
                    raise Exception("Other rules not implemented")

                rules.append((config, options))

    update.new.setCache('developerFirewallRules', rules)



[docs]def setOSFirewallRules(update):
    """
    Takes a list of tuples (config, opts) and saves it to the firewall config file.
    """
    changed = uciutils.setConfig(update.new, update.old,
                                 cacheKeys=['osFirewallRules', 'developerFirewallRules'],
                                 filepath=uci.getSystemPath("firewall"))
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  Source code for paradrop.lib.utils.addresses

###################################################################
# Copyright 2013-2014 All Rights Reserved
# Authors: The Paradrop Team
###################################################################

import socket, struct

[docs]def isIpValid(ipaddr):
    """Return True if Valid, otherwise False."""
    try:
        socket.inet_aton(ipaddr)
        return True
    except:
        return False

    
[docs]def isIpAvailable(ipaddr, chuteStor, name):
    """Make sure this IP address is available. 
       Checks the IP addresses of all zones on all other chutes,
        makes sure subnets are not the same."""
   
    return True
    #TODO: Need to get this working for all types of chutes
    chList = chuteStor.getChuteList()
    
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            otherIPs = ch.getChuteIPs()
            #print("chute: %s other IPs: %s" % (ch, otherIPs))
            for o in otherIPs:
                if isSameSubnet(ipaddr, o):
                    return False 
    
    return True



[docs]def isWifiSSIDAvailable(ssid, chuteStor, name):
    """Make sure this SSID is available."""
    
    #TODO: Need to get this working for all types of chutes
    chList = chuteStor.getChuteList()
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            otherSSIDs = ch.getChuteSSIDs()    
            #print("chute: %s other SSIDs: %s" % (ch, otherSSIDs))
            for o in otherSSIDs:        
                if (o == ssid):
                    return False

    return True



[docs]def isWifiIntAvailable(radioid, numWifi, chuteStor, name):
    """Make sure that fewer than 7 wifi interfaces have been configured.
    Otherwise, the wireless card will fail."""
   
    #TODO: Need to get this working for all types of chutes
    # TODO - change this needs to be more accurate 
    chList = chuteStor.getChuteList()
    
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            #print("chute: %s num WIFIs: %s" % (ch, ch.getChuteNumWifiInts()))
            # This is a wireless interface, so increment
            if (radioid == ch.getRadioID()):
                numWifi += ch.getChuteNumWifiInts()
                # more than 8 wifi interfaces, so cannot allocate another
                if (numWifi > 8):    
                    return False
            
    return True


[docs]def areWanPortsAvailable(portRange, takenPorts, chuteStor, name):
    """Make sure that if we are forwarding a wan port, we have not already forwarded it."""
   
    chList = chuteStor.getChuteList()
    (startPort, endPort) = portRange
    
    # Check that ports are not taken by other chutes
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            
            # Two ranges cannot overlap
            for (o_start, o_end) in ch.trafficWANPorts:
                if (max(startPort, o_start) <= min(endPort, o_end)):
                    return False
           
    # Check ports from the same chute (passed in as arg)
    for (o_start, o_end) in takenPorts: 
        if (max(startPort, o_start) <= min(endPort, o_end)):
            return False
 
    return True


[docs]def isStaticIpAvailable(ipaddr, chuteStor, name):
    """Make sure this static IP address is available. 
       Checks the IP addresses of all zones on all other chutes,
        makes sure not equal."""
   
    #return True
    #TODO: Need to get this working for all types of chutes
    chList = chuteStor.getChuteList()
    
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            otherStaticIPs = ch.getChuteStaticIPs()
            #print("chute: %s other IPs: %s" % (ch, otherIPs))
            for o in otherStaticIPs:
                if (ipaddr == o):
                    return False 
    
    return True


[docs]def isStaMeshAvailable(chuteStor, name):
    """Make sure this sta/mesh is available. Only one per device because we attach to wan directly."""
    chList = chuteStor.getChuteList()
    
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            if (ch.isStaMode() or ch.isMeshMode()):
                return False 
    return True


[docs]def isStaMeshOnRadio(radioid, chuteStor, name):
    """If we are a wifi chute, we cannot have an sta on this channel."""
    chList = chuteStor.getChuteList()
    
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            if ((ch.isStaMode() or ch.isMeshMode()) and radioid == ch.getRadioID()):
                return True 
    return False


[docs]def checkPhyExists(radioid):
    """Check if this chute exists at all, a directory /sys/class/ieee80211/phyX must exist."""
    #DFW: used to be this, but when netns runs this doesn't exist, so we switched to using the debug sysfs '/sys/class/ieee80211/phy%d' % radioid
    return pdos.exists('/sys/kernel/debug/ieee80211/phy%d' % radioid)


[docs]def isWifiOnRadio(radioid, chuteStor, name):
    """Make sure this sta is available. Only one per device because we attach to wan directly."""
    chList = chuteStor.getChuteList()
    
    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            #print("chute: %s num WIFIs: %s" % (ch, ch.getChuteNumWifiInts()))
            # This is a wireless interface, so increment
            if (ch.getChuteNumWifiInts() > 0 and radioid == ch.getRadioID()):
                return True
    return False



[docs]def isRadioPassedthrough(radioid, chuteStor, name):
    """ Check if any chute has already passed through to a chute. """
    chList = chuteStor.getChuteList()

    for ch in chList:
        # Only look at other chutes
        if (name != ch.name):
            #print("chute: %s num WIFIs: %s" % (ch, ch.getChuteNumWifiInts()))
            # This is a wireless interface, so increment
            if (ch.isRadioPassedthrough() and radioid == ch.getRadioID()):
                return True
    return False


[docs]def incIpaddr(ipaddr, inc=1):
    """
        Takes a quad dot format IP address string and adds the @inc value to it by converting it to a number.

        Returns:
            Incremented quad dot IP string or None if error
    """
    try:
        val = struct.unpack("!I", socket.inet_aton(ipaddr))[0]
        val += inc
        return socket.inet_ntoa(struct.pack('!I', val))
    except Exception as e:
        out.err('Unable to inc ipaddr: %s\n' % (str(e)))
        return None


[docs]def maxIpaddr(ipaddr):
    """
        Takes a quad dot format IP address string and makes it the largest valid value still in the same subnet.

        Returns:
            Incremented quad dot IP string or None if error
    """
    try:
        val = struct.unpack("!I", socket.inet_aton(ipaddr))[0]
        nm = struct.unpack("!I", socket.inet_aton(settings.FC_NETMGMT_DEFAULT_NETMASK))[0]
        inc = struct.unpack("!I", socket.inet_aton("0.0.0.254"))[0]
        val &= nm
        val |= inc
        return socket.inet_ntoa(struct.pack('!I', val))
    except Exception as e:
        out.err('Unable to inc ipaddr: %s\n' % (str(e)))
        return None


[docs]def getSubnet(ip1, sn1):
    try:
        val1 = struct.unpack("!I", socket.inet_aton(ip1))[0]
        nm = struct.unpack("!I", socket.inet_aton(sn1))[0]
        res = val1 & nm
        return socket.inet_ntoa(struct.pack('!I', res))
    except Exception as e:
        out.err('Unable to determine subnet: %s\n' % (str(e)))
        return False


[docs]def isSameSubnet(ip1, ip2):
    try:
        val1 = struct.unpack("!I", socket.inet_aton(ip1))[0]
        val2 = struct.unpack("!I", socket.inet_aton(ip2))[0]
        nm = struct.unpack("!I", socket.inet_aton(settings.FC_NETMGMT_DEFAULT_NETMASK))[0]
        return (val1 & nm) == (val2 & nm)
    except Exception as e:
        out.err('Unable to determine subnet: %s\n' % (str(e)))
        return False


[docs]def getChuteIntf(name, netIntfs):
    """This function takes a network interface name, and parses through the netIntfs
        object provided looking for a match, it returns name if none is found.
            Example:
                if 'lan' is the name, 'lan' will be returned.
                if 'wifilxc' is the name, 'c####wifilxc' will be returned.
        
        This function also deals with the usage of macro expansions:
            Example:
                If the developer defines a 'lan' interface for their chute, but they
                also have a rule that needs to point to the HOST lan interface, a conflict
                will occur.
                
                To solve this, the developer would specify the HOST lan with '@net.host.lan'
                and the chute lan with 'lan'.
    """
    # Try to expand the macro, if its None then there wasn't a macro,
    # in that case look for a match in netIntfs, but if there is a macro
    # then we expect it to be to define a HOST interface
    tmp = macromanager.expandMacro(name)
    if(tmp):
        return tmp
    # Otherwise look through rest of definitions
    for n in netIntfs:
        if(name == n['name']):
            return n['externalIntf']
    else:
        return None


[docs]def getInternalIntfList(ch):
    """
        Takes a chute object and uses the key:networkInterfaces to return a list of the internal
        network interfaces that will exist in the chute (e.g., eth0, eth1, ...)

        Returns:
            A list of interface names
            None if networkInterfaces doesn't exist or there is an error
    """
    intfs = ch.getCache('networkInterfaces')
    if(not intfs):
        return None
    l = []
    for i in intfs:
        l.append(i['internalIntf'])

    return l


[docs]def getGatewayIntf(ch):
    """
        Looks at the key:networkInterfaces for the chute and determines what the gateway should be
        including the IP address and the internal interface name.

        Returns:
            A tuple (gatewayIP, gatewayInterface)
            None if networkInterfaces doesn't exist or there is an error
    """
    intfs = ch.getCache('networkInterfaces')
    if(not intfs):
        return (None, None)
    
    l = []
    for i in intfs:
        if(i['netType'] == 'wan'):
            return (i['externalIpaddr'], i['internalIntf'])

    return (None, None)


[docs]def getWANIntf(ch):
    """
        Looks at the key:networkInterfaces for the chute and finds the WAN interface.
        
        Returns:
            The dict from networkInterfaces
            None
    """
    intfs = ch.getCache('networkInterfaces')
    if(not intfs):
        return None
    
    for i in intfs:
        if(i['netType'] == 'wan'):
            return i
    return None





#Unit test
if(__name__ == '__main__'):
    '''
    print(maxIpaddr('192.168.2.1'))
    print(incIpaddr('192.168.2.1', 1))
    print(incIpaddr('192.168.2.1', 10))
    print(incIpaddr('192.168.2.1', 100))
    print(incIpaddr('192.168.2.1', 200))
    print(incIpaddr('192.168.2.1', 300))
    print(isSameSubnet('192.168.2.1', '192.168.2.254'))
    print(isSameSubnet('192.168.3.1', '192.168.2.2'))
    print(isSameSubnet('12.168.3.1', '192.168.2.2'))
    '''
    print(getSubnet('12.168.3.1', '255.255.255.0'))
    print(getSubnet('12.168.80.1', '255.255.255.0'))
    print(getSubnet('12.168.80.255', '255.255.255.0'))





          

      

      

    


    
        © Copyright 2015, Paradrop Labs.
      Created using Sphinx 1.3.5.
    

  

_modules/paradrop/lib/config/wifi.html


    
      Navigation


      
        		
          index


        		
          modules |


        		paradrop 0.0.1 documentation »


          		Module code »

 
      


    


    
      
          
            
  Source code for paradrop.lib.config.wifi


from paradrop.lib.config import configservice, uciutils
from paradrop.lib.utils import uci
from pdtools.lib.output import out


[docs]def getOSWirelessConfig(update):
    # old code under lib.internal.chs.chutelxc same function name
    # Basically the same as the networking version of this

    interfaces = update.new.getCache('networkInterfaces')
    if interfaces is None:
        return

    wifiIfaces = list()
    for iface in interfaces:
        # Only look at wifi interfaces.
        if iface['netType'] != "wifi":
            continue

        config = {'type': 'wifi-iface'}
        options = {
            'device': iface['device'],
            'network': iface['externalIntf'],
            'mode': 'ap',
            'ssid': iface['ssid']
        }

        # Optional encryption settings
        if 'encryption' in iface:
            options['encryption'] = iface['encryption']
        if 'key' in iface:
            options['key'] = iface['key']

        wifiIfaces.append((config, options))

    update.new.setCache('osWirelessConfig', wifiIfaces)



[docs]def setOSWirelessConfig(update):
    # Basically the same as the networking version of this

    changed = uciutils.setConfig(update.new, update.old,
                                 cacheKeys=['osWirelessConfig'],
                                 filepath=uci.getSystemPath("wireless"))
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